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ABSTRACT
Although the mechanism of differential privacy provides a
strong guarantee for privacy protection, it remains a key
open problem to find efficient algorithms for non-interactive
differentially private data release while maintaining good
utility. In this paper, we propose an adaptive framework,
called ISPE, to release differentially private histogram data
through an interactive differentially private interface and es-
timate arbitrary count queries with high accuracy. The data
release component adaptively releases a set of histograms
that explicitly exploit the underlying data indirectly ob-
served by the differentially private interface. The estima-
tion component uses a novel notion of neighborhood ref-
erence and proposes an algorithm based on the minimum
mean squared error (MMSE) estimator that seeks an esti-
mate answer for a given query such that the error between
the estimated answer and the true answer is minimized. We
present a set of experimental results demonstrating the fea-
sibility and high accuracy of the approach using both syn-
thetic data and real world dataset.

1. INTRODUCTION
Privacy preserving data analysis and data publishing [5,

11, 6] has received considerable attention in recent years as a
promising approach for sharing information while preserving
data privacy. Differential privacy [5, 6] is widely accepted
as one of the strongest known unconditional privacy guar-
antees. It requires that the outcome of computations to be
formally indistinguishable when run with and without any
particular record in the dataset, as if it makes little differ-
ence whether an individual is being opted in or out of the
database.

Many meaningful results have been obtained for the inter-
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active model with differential privacy [11, 6]. In the inter-
active model, a trusted curator (e.g. hospital) collects data
from record owners (e.g. patients) and provides an access
mechanism for data users (e.g. public health researchers)
for querying or analysis purposes. Programming interfaces
such as PINQ [23] are now available for providing an en-
capsulated differentially private interface to raw data that
ensures differential privacy for all its outputs. Due to the
composibility of differential privacy [23], given an overall
privacy requirement or budget, expressed as a privacy pa-
rameter, it has to be allocated to subroutines or each query
in the query sequence to ensure the overall privacy. After
the budget is exhausted, either the database has to be shut
down, or any further query would be rejected. This limi-
tation has greatly hindered their applicability, especially in
the scenario that multiple users need to pose a large number
of queries for exploratory analysis. Blum et al. [3] showed
the possibility of non-interactive data release, publishing a
“sanitized” version of the data, with differential privacy at
the cost of preserving usefulness for only restricted classes of
queries. [8] further proposed more efficient algorithms with
hardness results obtained and it remains a key open problem
to find efficient algorithms for non-interactive data release
with differential privacy for many domains. [15] pointed out
that a natural approach to side-stepping the hardness is re-
laxing the utility requirement, and not requiring accuracy
for every input database. Sharing the insights from [15],
our primary viewpoint is that it is possible and desirable in
practice to design efficient data-driven heuristic mechanisms
for differentially private data release.

In this paper, we consider the problem of non-interactive
differentially private date release for answering random pred-
icate counting queries. A counting query retrieves the num-
ber of tuples with the given combination of attribute val-
ues specified by the query predicate. A few recent works
[20, 16, 28] proposed promising query strategies for releas-
ing data focused on linear counting queries. However, the
query strategies are generated either from a known work-
load or as a static hierarchical or wavelet query sequence,
oblivious of the data. We argue that more effective solu-
tions could be achieved by exploiting the characteristics of
the underlying dataset.

Contributions. We propose ISPE, a data-driven and adap-
tive differentially private data release mechanism through an
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Figure 1: ISPE: Adaptive Differentially Private
Data Release

interactive differentially private interface. Figure 1 presents
an overview of our approach. An interactive differential pri-
vate interface, such as PINQ [23], is used to provide differ-
entially private access to the original data. Our approach
accesses the underlying database indirectly via this interface
using a designed query strategy consisting of a sequence of
queries and generates a differentially private view of the orig-
inal data, modeled as multidimensional data cubes or his-
tograms, on which the users could conduct unlimited num-
ber of queries and various data mining tasks. For a query
issued by users, given potentially multiple ways of answering
the query using the release data, the estimation component
generates an answer using statistical inference techniques.
We circumvent the hardness of differentially private data
release in the non-interactive setting by novel and sophisti-
cated use of the privacy preserving interface exploiting the
characteristics of the underlying data. The key innovations
of our approach are the following.

• It utilizes an adaptive query strategy for releasing data.
The query strategy consists of the following steps: 1)
domain-based cell partitioning or Identity matrix query
strategy (I) for releasing a cell histogram, 2) smooth-
ing (S) of the cell histogram, and 3) sub-cube parti-
tioning (P) based on the cell histogram for releasing
a sub-cube histogram. The key innovations are: 1) it
uses a feedback loop between the released data and
the query strategy to explicitly exploit the underly-
ing data, i.e. the cell histogram indirectly observed by
the differentially private interface in the I step adap-
tively determines the partitioning query strategy in
the P step, 2) the smoothing and the sub-cube parti-
tioning utilize techniques from image processing and
group neighboring cells with similar density to enable
the neighborhood reference in the estimation step to
boost accuracy.

• Given an arbitrary user query, it uses statistical esti-
mation techniques (E) to accurately answer the query
using the released data. We formulate the query an-
swering problem as a probabilistic inference problem
and propose an algorithm based on the minimum mean
squared error (MMSE) estimator. It has several unique
and novel features: 1) Unlike previous approach [16],
it minimizes the error between the estimated answer

and the true answer, 2) it uses neighborhood reference,
the neighboring cells in the data cube that have similar
density, to help boosting accuracy when estimating a
given cell, and 3) this estimation method can conduct
not only point estimation but also interval estimation
for arbitrary count queries.

2. PRELIMINARIES AND DEFINITIONS

2.1 Notation
We use bold characters to denote vector or matrix, nor-

mal character to denote one row of the vector or matrix,
subscript i to denote the ith row of the vector or matrix.
For a vector, the operator “[i]” is also used to denote the ith
number. We will introduce our notations as we introduce
the definitions. For reference purposes, Appendix A gives
an overview of the key notations used in this paper.

2.2 Differential Privacy

Definition 2.1 (α-Differential privacy [4]). A data
access mechanism A satisfies α-differential privacy if for any
neighboring databases1 D1 and D2, for any query function
Q, r ⊆ Range(Q), AQ(D) is the mechanism to return an
answer to query Q(D),

Pr[AQ(D1) = r] ≤ eαPr[AQ(D2) = r]

Definition 2.2 (Sensitivity). For arbitrary neighbor-
ing databases D1 and D2, the sensitivity of a query Q is the
maximum difference between the query results of D1 and D2,

GSQ = max|Q(D1)−Q(D2)|

A commonly used mechanism to achieve differential pri-
vacy is the Laplace mechanism [7] that return Q(D) + Y in
place of the original result Q(D) where Y is a random noise
of Laplace distribution Lap(GSQ/α) [7].

2.3 Composition
The composability of differential privacy [23] ensures pri-

vacy guarantees for a sequence of differentially-private com-
putations. For a general series of analysis, the privacy pa-
rameter values add up, i.e. the privacy guarantees degrade
as we expose more information. In a special case that the
analyses operate on disjoint subsets of the data, the ulti-
mate privacy guarantee depends only on the worst of the
guarantees of each analysis, not the sum.

Theorem 2.1 (Sequential Composition [23]). Let Mi

each provide αi-differential privacy. The sequence of Mi

provides (
∑
i αi)-differential privacy.

Theorem 2.2 (Parallel Composition [23]). If xi are
disjoint subsets of the original database and Mi provides α-
differential privacy for each xi, then the sequence of Mi pro-
vides α-differential privacy.

1We use the definition of neighboring databases consistent
with [23] which treats the databases as multisets of records
and requires their symmetric difference to be 1.



2.4 Differentially Private Interface
Our approach is built on top of a differentially private in-

terface such as PINQ [23]. The salient advantage of such
an interface is that it guarantees that any of its outputs
is differentially private. Users are freed from potential pri-
vacy concerns given the composable privacy guarantee from
the interface and consequently can concentrate on the util-
ity aspect. The interface provides operators for database
aggregate queries such as count (NoisyCount) and sum
(NoisySum). Each of these operators can be implemented
by the Laplace mechanism or other mechanisms such as ex-
ponential mechanism [25]. Of particular importance to our
approach is the NoisyCount operator which we assume is
implemented by the Laplace mechanism. Another operator
important to our approach is the Partition operator which
is strongly related to the property of parallel composition. It
partitions a data set into multiple disjoint subsets according
to user-defined partitioning keys. According to the parallel
composition property, the privacy cost of queries posed on
disjoint partitions does not accumulate, but is determined
by the worst.

An important factor of using the interface is privacy bud-
geting. Given the total privacy budget specified by the data
publisher, we need to properly allocate the budget to a set
of queries. The budget should be efficiently used such that
the magnitude of noise added could be minimized so that
better utility could be achieved.

3. DATA RELEASE
In this section, we describe our data release strategy. As a

running example, we use the original data shown in Figure
2 with attributes including age and income. The domain
value of age is 20∼30, 30∼40 and 40∼50; the domain value of
income is 0∼10K, 10K∼20K and > 20K. We can represent
the data in a multi-dimensional OLAP (Online Analytical
Processing) data cube. Figure 2 shows the data represented
in a two-dimensional count cube or histogram, in which each
cell represents the population count corresponding to the age
and income values. We can represent the cells in the original
data cube by a vector x. In our example, the vector x is
shown in Equation (1).

x =
[

10 21 37 20 0 0 53 0 0
]T

(1)

x2 x3

x4 x5 x6

x7 x8 x9

x1

21 37

20 0 0

53 0 0

10

0
~
1
0
K

1
0
~
2
0
K

>
2
0
K

Income

ID Age Income

1 20~30 10~20K

2 30~40 30K

… … …

n 30~40 60K

Age20~30 30~40 40~50 Age

Figure 2: Example original data represented in a re-
lational table (left) and a 2-dimensional count cube
(right)

Our main goal is to release a set of data cubes such that
the utility is maximized for random counting queries given a
predefined privacy budget. Note that the data cube consists

of disjoint cells or partitions, the privacy parameters used
for obtaining a noisy count in each cell or partition for a
single cube do not add up due to the parallel composition.
However, the privacy parameters used for releasing multi-
ple cubes will add up due to the serial composition. Our
approach consists of three steps: 1) domain-based cell par-
titioning or Identity matrix query strategy (I) for releasing
a cell histogram, 2) smoothing (S) of the cell histogram, and
3) sub-cube partitioning (P) based on the cell histogram for
releasing a sub-cube histogram. The advantage of our ap-
proach, compared to a hierarchical approach such as in [16],
are two folds: 1) the sub-cube histogram is adaptively deter-
mined by the cell histogram which exploits the underlying
data distribution indirectly observed through the differen-
tially private interface, 2) the smoothing and the sub-cube
partitioning utilize techniques from image processing and
group neighboring cells with similar density to enable the
neighborhood reference in the estimation step to boost ac-
curacy, 3) the privacy budget only needs to be divided be-
tween the two steps for releasing the noisy cell histogram
and sub-cube histogram respectively. We next present each
of the steps in detail with examples.

3.1 Cell Partitioning
The first step is to partition the data based on the do-

main and then release the count for each cell. The imple-
mentation is quite simple, taking advantage the Partition
operator followed by NoisyCount on each partition. Given
an overall privacy budget α, we can allocate α1 to this step,
and use remaining budget α−α1 for the sub-cube histogram
release. Algorithm 1 shows the process for this step.

Algorithm 1 Cell partitioning release

Require: α1: privacy budget
1. Partition the data based on all domains.
2. release NoisyCount for each partition using privacy
parameter α1.

To facilitate our discussion for estimation algorithms, we
also represent our query strategy using the query matrix
introduced in [20]. A query is a linear combination of x. For
example, a query Q with a predicate covering x5 and x6 can
be represented as Q = [ 0 0 0 0 1 1 0 0 0 ]. A
query matrix Q is a set of queries with each row representing
a query.

The cell partitioning query strategy can be represented as
the Identity matrix I. The released data cube can be rep-
resented as a perturbed vector yI = Ix + ÑI where ÑI is a
vector of noises from the Laplace mechanism determined by
the privacy parameter α1. Using our example, Equation (2)
shows the Identity matrix I and the released cell histogram
yI . The released data is also illustrated as a two-dimensional
cube in the left of Figure 3.

I =



1 0 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0 0
0 0 1 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0
0 0 0 0 1 0 0 0 0
0 0 0 0 0 1 0 0 0
0 0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0 1


yI =



10 + Ñ1

21 + Ñ2

37 + Ñ3

20 + Ñ4

0 + Ñ5

0 + Ñ6

53 + Ñ7

0 + Ñ8

0 + Ñ9


(2)
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Figure 3: Released cell histogram (left) and sub-
cube histogram (right)

3.2 Smoothing
Smoothing, also called “denoising” in image processing,

is to remove noise from yI . The purpose of this step is to

diminish the effects of noise ÑI to show a clearer distribution
trend. Note that the smoothed distribution is only used for
the subsequent partitioning strategy, not for data release.

Many smoothing methods could be used, for example,
Gaussian filtering [14], Median filtering [14] and curvature
based level set method [26]. In this paper, we adopt the
gaussian filtering method. Appendix B shows the details
about the gaussian filtering method.

3.3 Sub-cube Partitioning
Our next step is to find a sub-cube partitioning of the data

points based on the observed distribution of the data from
the cell partitioning step. The goal is to group cells with
similar counts together such that the generalized data cube
can be used to answer or estimate random count queries. We
adopt a density based partitioning algorithm, in particular,
the region growing algorithm [12], for this purpose. The
main reason we chose the region growing algorithm instead
of other similar algorithms such as DBSCAN [9] is that not
only the regions with similar density, but also the sparse
regions need to be clustered together. We introduce the
notion of connected region below.

Definition 3.1 (connected region). For a given cell
Ci, the connected region of Ci include all the cells Cj with
dist(Ci, Cj) ≤ d where dist() is the distance function of two
cells such as Euclidean distance and d is a threshold.

Using our example in Figure 2, if d = 1, then the con-
nected region for cell x5 is x2,x4,x6 and x8; if d =

√
2, then

all cells are connected region for cell x5. Similarly, it can
be extended to high dimensional space. The region growing
algorithm will then group the similar cells together. We can
see that {x5, x6, x8, x9} is a continuous region. Using the
resulting partitioning keys, we can then get the noisy count
for the partitions.

Using the query matrix representation, our sub-cube par-
titioning strategy can be expressed as P in Equation (3)

and the released cube can be expressed as yP = Px + ÑP .
The released cube based on the sub-cube partitioning is also
illustrated on the right in Figure 3.

P =

 1 1 0 1 0 0 0 0 0
0 0 1 0 0 0 0 0 0
0 0 0 0 0 0 1 0 0
0 0 0 0 1 1 0 1 1

yP =


51 + Ñ10

37 + Ñ11

53 + Ñ12

0 + Ñ13


(3)

Algorithm 2 Sub-cube partitioning release

Require: Sm(yI): smoothed data, d: threshold for con-
nected region; ξ: threshold for region growing; α − α1:
privacy budget
1. Let P be the set of partitions;
while true do

if ∃ not clustered cell Ci then
Besides P, generate new partition Pnew containing
Ci;
Add Pnew to P;
for each Cj in region Pnew do

for each Ck connected with Cj do
if Sm(yI)[Ck]− Sm(yI)[Cj ] < ξ then

Add Ck into region Pnew;
Label Ck as clustered;

end if
end for

end for
else

break;
end if

end while
2. Partition the data based on P.
3. release NoisyCount for each partition using privacy
parameter α− α1.

3.4 Summary and Privacy Guarantee
Putting things together, the overall query strategy of our

approach can be represented as matrix A and the released
data as y shown in Equation (4).

A =

[
I
P

]
y =

[
yI
yP

]
(4)

Theorem 3.1. Released data y is α-differentially private.

Proof. Since yI [i] and yP [i] provide α1 and (α − α1)-
differential privacy respectively for disjoint subsets of the
original database, by Theorem 2.2, yI and yP are α1 and
(α− α1)-differentially private. Then according to Theorem
2.1, y consisting of yI and yP is α-differentially private.

4. QUERY ESTIMATION
Given the query strategy and the released data y, our

next question is how to answer an arbitrary user query Q
using y such that the error is minimized. We formulate the
problem as a probabilistic inference problem. Given a target
query Q, suppose the original answer to the query is θ = Qx.
Given the released data y, we have potentially multiple ways
to derive an answer to Q. We model the set of answers,
θ̃1, θ̃2, · · · , θ̃n, as a set of observations, denoted as Θ̃, about
the real value θ. Our task is to estimate an answer θ̂ such
that min E(θ̂ − θ)2. We propose an algorithm based on the
minimum mean squared error (MMSE) estimator for such
purpose, which optimizes the error between the estimated
answer θ̂ and the original answer θ . According to the MMSE
estimator, our goal is to compute

θ̂ = E(θ|Θ̃) = E(θ|θ̃1, θ̃2, · · · , θ̃n). (5)

A key point to note is that we are using an estimator
to minimize the error between the estimated answer and



the real answer. In contrast, the existing solution based on
consistency check [16] uses a Least Square (LS) approach to

solve θ̂ which finds θ̂ to achieve min||Θ̂−y||2 where y is the
released or perturbed data.

Our algorithm consists of the following two main steps
which we explain in detail in the subsections.

1. compute the possible answers or observed values Θ̃ for
θ given a query Q

2. estimate the answer θ̂ for θ given the observed values
Θ̃

4.1 Computing Observed Answers
Given a query Q, how do we find potential answers, or

the observations, using y? In other words, we need to find
a transformation matrix B so that all the rows in By are
representations of the query answer θ:

θ̃i = Biy = θ + Ñi (6)

where Ñi is a linear combination of Laplace noises deter-
mined by Bi.

We present the solution we take in ISPE for different kinds
of queries below. A query Q can be one of the three kinds:
cell query, partition query and random range (sub-cube)
query within a partition or across many partitions. A cell
query is any row in matrix I; a partition query is any row in
matrix P; a random query is any random vector of boolean
elements.

For a partition query, cell query or a random query within
a partition, the two released cubes, yI and yP , correspond
to two sources of observed values. For each partition, the
relationship of yI and yP is like Figure 5 where there is a
partition count in yP as the parent node and its correspond-
ing cell counts in yI as children. We use the notation yp as
the partition count and yc as the cell counts of one parti-
tion. For a partition query, yp and

∑
yc would be the two

observations. For a cell query or a random query within a
partition, 1) the cell(s) composing the partition can be an
observed value; 2) if we denote the sum of the rest of the
cell counts besides Q by sibling, then yp−sibling is another
observed value.

In addition, as initially designed in our data release, we
can use the connected neighborhood of a cell to estimate
the cell due to their similarity, which we call neighborhood
reference. This means all the connected cells in the same
region can be considered as observed values of the target
cell. Algorithm 3 shows a sketch of the algorithm.

Algorithm 3 Computing observed answers for a partition
query, cell query or random query within a partition

Require: Q, yp: partition count, yc: cells count

1. θ̃1 ← QyI
2. θ̃2 ← yp−sibling where sibling is the sum of the counts
of the cells that are not covered by Q in the partition
3. If it’s a cell query, i← 3;
for each connected cell in the same partition do
θ̃i ←count of the connected cell;
i← i+ 1;

end for
return Θ̃ and B
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Figure 4: Example query given released data cubes
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We illustrate our approach through an example. Given
our query strategy and released data y, we want to estimate
the answer for a random query Qx = x5 +x6, denoted as θ.
Figure 4 shows the query region of Q on the two released
data cubes. The partition count yp of this region is y13; the
cells’ counts of this partition are yc = [y5; y6; y8; y9]. Figure
5 shows the parent/child relationship between the partition
count and the cell count. Using the above algorithm, we
have

B =

[
0 0 0 0 1 1 0 0 0 0 0 0 0
0 0 0 0 0 0 0 −1 −1 0 0 0 1

]

Θ̃ = By =

[
θ̃1
θ̃2

]
=

[
y5 + y6

−y8 − y9 + y13

]
=

[
θ + (Ñ5 + Ñ6)

θ + (Ñ13 − Ñ8 − Ñ9)

]
For a random query across multiple partitions, we can first

divide the query into several parts with every part belonging
to one partition. Then we can use the above method to
estimate each part. Finally, the sum of all parts are the
estimation of Q.

4.2 Estimating Original Answer
The next question is how to compute the estimate given

the observed answers? We first introduce two theorems be-
fore presenting our algorithm.

Theorem 4.1. Let Pri(θ) = Pr(θ|θ̃1, θ̃2, · · · , θ̃i),

Pri(θ) = Pri−1(θ)
Pr(θ̃i|θ)
Pr(θ̃i)

(7)



Proof in appendix D

Theorem 4.2. Let PrÑi
() be the PDF of Ñi in Equation

(6), then

Pr(θ̃i|θ) = PrÑi
(θ̃i − θ) (8)

Proof in Appendix D.

Given the above theorems, we present an iterative algo-
rithm as shown in Algorithm 4. We first use θ̃1 to compute
Pr(θ|θ̃1). Next we use θ̃2 to compute Pr(θ|θ̃1, θ̃2). We con-

tinue until we compute Pr(θ|Θ̃) and θ̂.

Algorithm 4 Query estimation for a target query Q

Require: Q, A, y, Θ̃, B, α
1. Initialize Pr0(θ) with a uniform distribution;

2. Compute Pri(θ) where Pri(θ) = Pr(θ|θ̃1, θ̃2, · · · , θ̃i):
for each θ̃i in By do

(1) Compute PrÑi
();

(2) Compute Pr(θ̃i|θ) by Theorem 4.2;
(3) Compute Pri(θ) by Theorem 4.1;

end for
3. θ̂ = E(θ|θ̃1, θ̃2, · · · , θ̃last) =

∫
θPrlast(θ)dθ

return θ̂

Computing linear combination of multiple Laplace
noises. One key issue for the above algorithm is that we
need to compute the PDF of the linear combination of multi-
ple Laplace noise Ñi, for instance, Ñ5 + Ñ6 in our example.
By the equality of Bilateral gamma distribution [18] and
sum of n i.i.d. Laplace distribution, we have the following
theorem:

Theorem 4.3. The PDF of sum of n i.i.d Laplace noises
is

fn(z) =
1

2nbnΓ2(n)
exp(−|z|

b
)

∫ ∞
0

vn−1(|z|+ vb

2
)n−1e−vdv

(9)

Proof in Appendix E
Unfortunately this is difficult to compute when n becomes

large. To circumvent this difficulty, we simulate the dis-
crete PDF of linear combination of n i.i.d Laplace noises.
The detailed algorithms are included in Appendix F with
sample results showing that the simulated PDF is very close
to the theoretical PDF for small n values. It is worth men-
tioning that in order to construct the PDF of the linear com-
bination of Laplace noises, we need the privacy parameter
of α1 and α which determine the magnitude of the Laplace
noises. We note that no matter whether we release α, the
released data is differentially private.

Example. We illustrate the estimation process using our
example. We first assume the distribution of θ is uniform.
After having θ̃1 = y5+y6 = θ+Ñ5+Ñ6, we can estimate the
posterior PDF of θ, Pr(θ|θ̃1). Similarly, we add θ̃2 to our es-
timation by Theorem 4.1, we have Pr2(θ), which can be used

to make an estimation: θ̂2 = E(θ|θ̃1, θ̃2) =
∫
θPr2(θ)dθ.

If we have other θ̃ in Θ̃, by adding them all, we compute
θ̂ =

∫
θPrlast(θ)dθ.

To interpret this process by true values, we assume α1 =
0.05, y13 = −5.2668 and [y5, y6, y8, y9]T = [−15.4486,

Table 1: Parameters tuning

Name
Value Other Parameters Figures

Privacy bud-
get

α1, α2 nit = 5; ξ = 6; 7, 8, 9

Iteration time
in smoothing

nit α1 = 0.15; α2 = 0.05;
ξ = 6

10,11,12

Threshold in
Partitioning

ξ; α1 = 0.15; α2 = 0.05;
nit=5

13,14,15

41.0775,−2.9380, 50.6616]T , then we compute Pr1(θ) shown

in Figure 6. To compute Pr(θ̃2|θ), we need to compute

Pr(y8+y9|x8+x9) and Pr(y13|x13) first. By adding Pr(θ̃2|θ)
to Equation (7), we compute Pr2(θ). Finally, we have θ̂ =
−5.9707.

It is important to note that after having the posterior
PDF of θ, not only can we compute the point estimation of
θ, but also we can compute the interval estimation.

5. EXPERIMENT

5.1 Experiment Setup

5.1.1 Data
We use three kinds of data: continuous data, random data

and real world data. The continuous data is generated by
ourselves on the assumption of continuous distribution; the
random data is generated without assumption of distribu-
tion. The real world data is part of the UCI Adult data
for our experiments. For simplicity, we use two dimensional
data. However, the algorithm can be easily extended to
high dimension. To be fair, once we perturbed the original
data, we keep the perturbed data stable for all other
parameters.

5.1.2 Query
Three kinds of queries: cell query, partition query and

random range query(in or across partitions). Because of
random queries and random noises, we ask 100 random
queries and use the average error. To be fair, once we gen-
erate the random queries, we keep these queries stable
for all other parameters.

5.1.3 Accuracy
We use absolute error: |θ̂ − θ|, to measure the accuracy

in our experiment. Y-axis presents error in all the following
figures.

5.2 Parameters tuning
To make sure the neighborhood reference works, the pa-

rameters of partitioning strategy needs to tuned.
We introduce the parameters used in our experiment in

table 1.

5.2.1 α

If we fix α = α1 + α2 = 0.2, then Figure 7, 8 and 9 show
then error changing trend with α1. Although it’s not clear
in random data, we can see that there is an optimal point
for α1 in continuous data.

5.2.2 nit on Gaussian filtering
In figure 11, error declines when nit increases; while in

figure 12, error increases when nit increases. Because we
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ous data
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Figure 9: α1 and
α2 on random
data
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Figure 10: nit on
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Figure 11: nit on
continuous data
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random data

cannot know the exact distribution of original data, error
may first decline then incline gradually.

5.2.3 ξ

It’s easy to understand that error declines when ξ in-
creases for continuous data as figure 14. However, the trend
is not clear for random data. Then error may first decline
then remain stable for real world data as figure 13.

5.3 Comparison with other method
We compare ISPE with consistency check[16]. Note that

the perturbed data and queries are the same in the com-
parison. First, we use the partitioning strategy of ISPE to
compare. Because the goal of this partitioning is to use
neighborhood reference, we use MMSE(NR) to denote the
method in this step.

Second, we use the hierarchical partitioning strategy in
[16]. Because we cannot use neighborhood reference in this
partitioning, we use MMSE to denote the method in this
step.

5.3.1 Estimation method
In real world data and continuous data, ISPE outperforms

consistency check because of the neighborhood reference as
figure 16 and 17. However, because it’s nearly impossible to
reference neighbor in random data, the two method performs
equally for random queries as figure 18.

5.3.2 Query Range Size
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Figure 13: ξ on
Adult data
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Figure 14: ξ on
continuous data
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Figure 15: ξ on
random data
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Figure 16:
Queries on
Adult data
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tinuous data
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Figure 18:
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random data
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Figure 19:
Query range
size on Adult
data

0 50 100 150 200 250 300 350 400
0

20

40

60

80

100

120

140
Absolute Error with query type

query range size

 

 

Consistency
MMSE

Figure 20:
Query range
size on continu-
ous data
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size on random
data

If we limit the range size of random queries, the error in-
creases gradually. In real world data and continuous data,
error of ISPE increases slower than consistency check as fig-
ure 19 and 20. However, in random data, the trend is not
very clear.

5.3.3 Hierarchical partitioning
If we use the (K,L)-tree in [16] to partition data, one ques-

tion is how to divide α in each height. If we divide α equally
for each height, αh = α/L, then the two method performs
almost equally as figure 22; if we divide α as αh = α∗2h−L−1,
then MMSE outperforms as figure 23.

6. RELATED WORKS
Privacy preserving data analysis and publishing has re-

ceived considerable attention in recent years. We refer read-
ers to [5, 11, 6] for several up-to-date surveys. The early
approaches in statistical databases is summarized in [1]. A
large body of literature on privacy preserving data pub-
lishing [11] adopts a relaxed adversarial or Bayes-optimal
privacy notion [22] by considering specific types of attacks
(attack specific) and assumes the attacker has limited back-
ground knowledge (background knowledge sensitive). Differ-
ential privacy [5, 6] has emerged recently and is widely ac-
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Figure 22: Hierarchical
partitioning: αh = α/l
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cepted as one of the strongest known unconditional privacy
guarantees. [23] developed a programmable interfaces called
PINQ which provides an encapsulated differentially private
interface to raw data and lays a foundation for developing
differentially private data release and analysis.

A few works started addressing non-interactive data re-
lease that achieves differential privacy. Blum et al. [3]
proved the possibility of non-interactive data release sat-
isfying differential privacy for queries with polynomial VC-
dimension, such as predicate queries. However, the result
remains theoretical and the general algorithm is inefficient
for the complexity and required data size. Feldman et al.
[10] proposed the notion “private coreset” to release data
for certain queries. Machanavajjhala et al. [21] showed a
method to release synthetic data of the commuting patterns
of the population, which statistically mimic the original data
without formal demonstration of the utility of the synthetic
data. [8] further proposed more efficient algorithms with
hardness results obtained for non-interactive differentially
private data release. Several recent work studied differen-
tially private mechanisms for particular kinds of tasks such
as term counting in search logs [19, 13], recommender sys-
tems [24] or record linkage [17].

Closely related to our approach are several recent works
considering a data release strategy for predicate counting
queries. X. Xiao et al. [28] developed an algorithm us-
ing wavelet transforms. [16] generates differentially private
histograms for single dimensional range queries through a
hierarchical release and consistency check technique. [20]
proposes a query matrix mechanism that generates an op-
timal query strategy based on a known query workload of
linear count queries and further mapped the work in [28]
and [16] as special query strategies that can be represented
by hierarchical and wavelet matrices respectively. Appendix
G shows the Identity (I), Hierarchical (H) and Wavelet (Y)
matrices. It is important to note that the above mentioned
query strategies are data-oblivious in that they are deter-
mined by the query workload, or a static hierarchical or
wavelet matrix without taking into consideration the un-
derlying data. Our earlier preliminary work [29] explored
a cell-based partitioning approach and a kd-tree like parti-
tioning approach. This paper extends the work in several
aspects: 1) it uses smoothing and density-based partition-
ing to exploit the similarity between cells, 2) it introduced
the new estimation component for effective query answering.
Appendix 3 shows a summary comparison of these related
approaches.

The idea of post-processing the output of a differentially
private mechanism to ensure consistency was introduced in
[2] and followed up in [16]. Recent work [27] observed the
connection between probabilistic inference and differentially
private algorithms and the potential of applying probabilis-
tic inference to integrate multiple views generated by differ-
entially private mechanisms to derive posterior distributions
over the data sets and model parameters thereof. We take a
similar viewpoint and treat the query answering as a prob-
abilistic inference problem and present algorithms based on
the MMSE estimator for inferring answers for particular user
queries, instead of model parameters.

7. CONCLUSION
We presented the ISPE framework for adaptively releas-

ing differentially private histograms and estimating arbi-

trary count queries with high accuracy. The experimen-
tal results demonstrated the feasibility and high accuracy
of the approach using both synthetic data and real world
dataset. Our future work are along several directions. First,
we would like to study the impacts of different techniques
for smoothing and density-based clustering and different es-
timators. Second, the current approach is more suitable
for small range queries due to its cell histogram. The frame-
work can be easily extended to generate hierarchical domain-
based histograms along with the data-driven sub-cube par-
titioning histograms. Our hypothesis is that it will provide
better results for sparse data and larger range queries. Fi-
nally we are interested in investigating approaches that are
both data-aware and workload-aware to incorporate a given
workload.
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APPENDIX
A. NOTATIONS

Q: Query matrix;
H: Hierarchical workload;
Y: wavelet workload;
I: Identity matrix;
A: query strategy matrix;
P: partitioning strategy matrix, P = Par(Sm(Ix));
x: vector of original cell value;
Ñ: Laplace noise;
θ: original answer of a query Q, θ = Qx;
θ̃: observed answers of a query Q, θ̃ ∈ span(y)2;

θ̂: estimation of θ;
B: transformation matrix for θ so that Biyi = θ +BiÑ;
Pri(θ): posterior PDF of θ at ith iteration;

PrÑi
: the PDF of Ñi where Ñi is the linear combination of

some Laplace noises;
α: sensitivity of differential privacy;
ε: small number, e.g. the smallest number for a computer;
GS: global sensitivity of a query;
b: parameter of Laplace distribution: b = GS/α;

y: perturbed answers of query matrix, Qx + Ñ;
PDF: probability density function;
fn(z): PDF of sum of n i.i.d. Laplace noise;
DPDF (Ps, Pt): the difference function of theoretical and
simulated PDF.
Par(): Partition function;
Sm(): Smooth function;

B. GAUSSIAN FILTERING
Mathematically, a Gaussian filter modifies data by con-

volution with a Gaussian function. For example, in two
dimensions, the Gaussian function[14] is like

g(x, y) =
1

2πσ2
exp(−x

2 + y2

2σ2
) (10)

where x is the distance from the origin in the horizontal axis,
y is the distance from the origin in the vertical axis, and σ
is the standard deviation of the Gaussian distribution.

Gaussian filtering needs two steps to work: First, the
mask size should be chosen to generate a gaussian mask;
second, for each point, compute the convolution of gaussian
mask, then replace the value with convolution.

The gaussian mask is the gaussian function for a chosen
size. For example, if database has two dimensions and we
choose the size as 3, then use Equation (10) to compute the
mask as following[14]. Note that in this paper, we only use
the discrete function.

Gaussian(3) =

 0.0113 0.0838 0.0113
0.0838 0.6193 0.0838
0.0113 0.0838 0.0113


After having the gaussian mask, we compute the convo-

lution of each point and replace the value of the point with
the convolution.

Figure 24 is the original data before smoothing. Figure
25 is the perturbed data before smoothing. Figure 26 and
27 are the smoothed data after 5 and 10 iterations. We can
see that the distributions of smoothed data become clearer
than perturbed data.
2span(y) = λ1y1 + λ2y2 + · · ·+ λnyn
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tions of gaussian filtering
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tions of gaussian filtering

C. INTRODUCTION OF MMSE
First, we need to compute the Bayes posterior probability

Pr(θ|Θ̃):

Pr(θ|Θ̃) =
Pr(Θ̃|θ)Pr(θ)∫
Pr(Θ̃|θ)Pr(θ)dθ

(11)

Note that in above equation, we may not know Pr(θ) at
the very beginning. If so, we assume Pr(θ) is uniformly
distributed.

Our goal is the θ̂ to get the minimal Errorθ.

Errorθ = E(θ̂ − θ)2 (12)

Errorθ =

∫ ∫
(θ̂ − θ)2Pr(θ, Θ̃)d(Θ̃)dθ

=

∫
Pr(Θ̃)

∫
(θ̂ − θ)2Pr(θ|Θ̃)dθd(Θ̃)

To get min(Errorθ), we need
∫

(θ̂ − θ)2Pr(θ|Θ̃)dθ to be
minimal. Then,

∂

∂θ̂

∫
(θ̂ − θ)2Pr(θ|Θ̃)dθ

= 2

∫
(θ̂ − θ)Pr(θ|Θ̃)dθ

We get

θ̂ =

∫
θPr(θ|Θ̃)dθ = E(θ|Θ̃) (13)

D. PROOF
Theorem 4.1. Let Pri(θ) = Pr(θ|θ̃1, θ̃2, · · · , θ̃i),

Pri(θ) = Pri−1(θ)
Pr(θ̃i|θ)
Pr(θ̃i)

(14)

Proof.

Pr(θ|Θ̃l−1, θ̃l) =
Pr(θ)Pr(Θ̃l−1|θ)Pr(Θ̃l|θ)

Pr(Θ̃l−1)Pr(θ̃l)

=
Pr(Θ̃l−1)Pr(θ|Θ̃l−1)Pr(θ̃l|θ)

Pr(Θ̃l−1)Pr(θ̃l)

=
Pr(θ|Θ̃l−1)Pr(θ̃l|θ)

Pr(θ̃l)

= Prl−1(θ)
Pr(θ̃l|θ)
Pr(θ̃l)

Theorem 4.2 Let PrÑi
() be the PDF of Ñi in Equation

(6), then

Pr(θ̃i|θ) = PrÑi
(θ̃i − θ) (15)

Proof.

Pr(θ̃i|θ) = Pr(θ̃i = θ + Ñi|θ) = Pr(Ñi = θ̃i − θ|θ) (16)

Note that the shape of PrÑi
() doesn’t change with θ, there-

fore,

Pr(Ñi = θ̃i − θ|θ) = PrÑi
(θ̃i − θ) (17)

E. LAPLACE RELATED PDF
We denote PDF of exponential distribution for x ≥ 0 and b ≥

0 as

Pr(x, b) =
1

b
exp(−x

b
); (18)

PDF of Laplace distribution as

Pr(x, b) =
1

2b
exp(−|x|

b
); (19)

PDF of Gamma distribution as

Pr(x, n, b) = xn−1 exp(−x/b)
bnΓ(n)

. (20)

where Γ(n) = (n− 1)!.

Lemma E.1. To draw a Laplace noise Ñ from Laplace
distribution, it’s equivalent to draw two i.i.d. variables X1

and X2 with exponential distribution and let Ñ = X1 −X2.

Lemma E.2. Let X1, X2, · · ·Xn are i.i.d. exponential vari-
ables, then Y =

∑n
i Xi has Gamma distribution.

Lemma E.3. Let X1, X2, · · ·Xn, Xn+1, · · · , X2n are i.i.d.
exponential variables, then

Z =

n∑
i=1

(Xi −Xn+i) =

n∑
i=1

Xi −
2n∑

i=n+1

Xi

which means sum of Laplace variables has the same PDF
with subtraction of Gamma variables. Z is called bilateral
gamma variables[18].

Lemma E.3 demonstrates the equality of Bilateral gamma
distribution and sum of n i.i.d. Laplace distribution. Ac-
cording to [18], we have Equation (9). By assigning partic-
ular numbers to n, we have the following corollaries.
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Corollary E.1. The PDF of sum of 2 i.i.d Laplace noises
is

f2(z) = (
1

4b
+
|z|
4b2

)exp(−|z|
b

) (21)

The PDF of sum of 3 i.i.d Laplace noises is

f3(z) = (
3

8
+

3|z|
8b

+
z2

8b2
)exp(−|z|

b
) (22)

Figure 28 shows sum of two and three i.i.d. Laplace noises.

F. SIMULATING THE PDF FOR LINEAR
COMBINATION OF LAPLACE NOISES

Imagine we know the continuous PDF Pr(z) and compute

Pr(k) =
∫ k+1/2

k−1/2
Pr(z)dz where k ∈ R. Then Pr becomes an

infinite vector. If we delete any Pr(k) < ε where ε is a small
number, then Pr becomes a finite vector. The meaning
of Pr is this: for a given integer k, Pr(k) = Pr[k]. For
simplicity, in this paper we ignore the difference between
continuous PDF and discrete PDF, which are equivalent for
our problem.

Take sum of n i.i.d. noises for example. Suppose [s1, s2, · · · , sn]
are a m×n matrix in which every element is an i.i.d. Laplace
noise, then the PDF of n i.i.d Laplace noises is the PDF of
X =

∑n
i=1 si. Theoretically, if the m is big enough, the

simulated PDF will be the same as the theoretical PDF. Al-
gorithm 5 shows how to simulate discrete PDF of sum of n
i.i.d Laplace noises. Note that we can use Lemma E.1 in
Appendix E to draw Laplace noise.

Algorithm 5 Simulate discrete PDF of sum of n i.i.d
Laplace noises

∑n
j=1 Ñj

1. Draw a matrix [s1, s2, · · · , sn] ∈ Rm×n of Laplace vari-

ables with PDF=f1(z) = 1
2b
exp(− |z|

b
).

2. compute z =
∑n
j=1 sj .

3. z = round(z).

4. fn(z) = hist(z)
mn

.
return simulated PDF fn(z)

To measure the precision of simulated PDF, we define the
difference function DPDF as:

Definition F.1. The difference function of simulated PDF
and theoretical PDF is defined as:

DPDF (Ps, Pt) =
∑

i∈(−∞,∞)

|Ps(i)− Pt(i)|

where Ps and Pt are the simulated and theoretical PDF, i is
any integer.

If we draw 106 data points, which means m × n = 106,
the result is shown in Figure 29. DPDF (Ps, Pt) = 0.015.

F.1 Linear combination of PDF
The more samples used, the higher the accuracy of the

simulated PDF. Therefore, the computation cost for highly
precise PDF would be expensive. Actually we can either
simulate Laplace related PDF or compute discrete PDF of
linear combination of n i.i.d. Laplace noises. Another rea-
son for us to compute discrete PDF is that the posterior
PDF will become different from Laplace distribution after
computation with Equation (7).

We define this problem as follow:
Ñ = [Ñ1, Ñ2, · · · , Ñn] are n noises and we know their PDF(may
not necessarily be Laplace distribution). Bi is a linear rep-

resentation3 of Ñ, we want to know the PDF of BiÑ.
For this problem, we solve operator “±”. Then BiÑ can

be solved by iteration. Algorithm 6 describes the process of
computing PDF of linear combination of PDF.

Algorithm 6 compute linear combination of PDF

Require: Ñ with discrete PDF PrÑ(), Bi
1. PL1 ← PrÑ1

() where PL is the PDF of linear combi-
nation;
2.
for each PrÑj

() in PrÑ(), j ≥ 2 do

add PrÑj
() to PLj−1 to generate PLj :

for each k ∈ R do
for each u, v ∈ R where u± v = k do
PLj(k)± = PLj−1(u)PrÑj

(v);

end for
end for

end for
return discrete PDF: PrBiÑ

() = PL

Note that we will not compute all k ∈ R in practice, need
to break the loop when PLj(k) < ε.

G. QUERY MATRICES

Table 2: Identity (I), Hierarchical H and Wavelet Y
Matrices

 1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1




1 1 1 1
1 1 0 0
0 0 1 1
1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1



 1 1 1 1
1 1 −1 −1
1 −1 0 0
0 0 1 −1



I H Y

H. COMPARISON OF RELATED WORKS

3In this paper, the elements in B can only be 1,0 or -1.



Table 3: Comparison of related works

Related Work
Query Strat-
egy

Estimation Target
Workload

Wavelet [28] Y Random
Hierarchical +
consistency [16]

H Consistency Random

Query matrix
mechanism [20]

A(W) W

kd-tree [29] [
I

kd(yI)

] Random

ISPE [
I

P(S(yI))

] MMSE Random


