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Abstract?!

Electronicfair-exchangeprotocolshave receved signif-
icant attentionfrom the researcicommunityin the recent
past. In looseterms,the fair exchangeproblemis de ned
asatomicallyexchangingelectronidtemsbetweertwo par
ties. All the known fair exchangeprotocolstoday utilize a
centralizedrustedthird party sener eitheractiely or pas-
sively. In this paper we proposea distributed protocolfor
exchangeof electronicitems using untrustedseners. We
perform detailedsecurity analysisand showv that the pro-
tocol guaranteegffectivenessandfairnesswith Byzantine
failuresof up to onethird of the untrustedseners. We also
givetheprobabilityof afair exchangeotherwise Finally we
discusshow to deploy theprotocolto largeonlineelectronic
communitiesand peerto-peersystemsand demonstratéts
securityguaranteesscalabilityandload balancingproper
ties.

1 Intr oduction

Electroniccommercdransactionsespeciallythosethatin-
volve the exchangeof digital productsbetweenransacting
parties,have additionalrequirementsas comparedo clas-
sical barterexchanges.In a typical businesservironment,
atransactiorinvolvesful Iment of someobligationby two
parties;acontractdescribeshepenaltiesf eitherof thepar
tiesfail to meetits obligation. For example,a purchaseof
productsinvolve the merchandelivering the goods,andsi-
multaneouslya customerpayingfor it. Since,a fraud by
eitherpartiesin sucha transactioris physicallydetectable,
the party responsibldor unfair behaior canbe penalized.
In anelectronictransactiora fraud cannotbe physically de-
tected. Indeedthe faltering party may vanishafter cheat-
ing on a transaction.In suchcasesijt is next to impossi-
ble to enforcethe penaltiesof the contract. Consequently
in an electroniccommercesrvironmenttwo mutually non-
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trustingpartiesarereluctantto transact.

In anopenelectroniccommerceervironment(non-mutually
trusting parties),we needprotocolsto prevent unfair busi-
nessdealingsby ary party involved. However, guarantee-
ing fairnessin an electronictransactioris easiersaidthan
done.Say acustomelC contactanonlinemerchani for
aproductP . Now customeiC wantsto payfor the product
only if C recevestheright productP. At the sametime,
themerchantM doesnot deliver the productP to the cus-
tomerprior to recevving aproperpaymentlf merchantvere
to deliver the productbeforereceving a properpaymenta
fraudulentcustomemay vanishedafterreceving the prod-
uct. On the otherhand,if the customerwereto make the
paymentbefore he/shereceves the product, a fraudulent
merchanmay vanishafterreceving the payment.

Fairnessn anelectroniccommercdransactiorns astronger
propertythansecurity Securityin atransactiorcanbeachie/ed
by ensuringthatthe partiessign their electronicitems (the
merchans productandthecustomers paymentpeforethey
exchangehem.Fairnesson the otherhandis achiezedonly
if boththepartiesful Il theirobligationandrecevetheitem
it expectsor neitherrecevesary portionof theothersitem.
More concretelyafair electronicexchangeprotocolcanbe
de ned asa protocolthat ensuesthat no playerin anelec-
tronic commece transactioncan gain an advantae over
theotherplayerby misbehavingmisepresentingr by pre-
matuely aborting the protocol [12]. In otherwords,a fair
electronicexchangeprotocolguaranteesxchangeatomic-
ity .

Onetrivial solutionfor guaranteeinnirnessn electronic
transactionss to routeall suchtransactionshroughanon-
line trustedthird party. For example,anonlinetrustecthird
party (ttp) cansolve the fair exchangeproblemin the cus-
tomer and merchantscenariodescribedabore as follows.
Thecustomesendsis/hempaymento ttp andthemerchant
sendsthe productto the samettp. Thettp veri es thatthe
productsentby the merchants indeedwhat the customer
wantedandthat the paymentis indeedwhat the merchant
expectsin return. If so,ttp forwardsthe productto thecus-
tomerandthe paymentto the merchantelsettp abortsthe
transaction.However, a trustedthird party basedsolution



is not scalable hasa single point of failure, incurs heary
administratve overheadsandis susceptibleo Denial-of-
Service(DoS)andhostcompromiseattacks.

In this paperwe presentelectronicfair exchangepro-
tocolsthat do not requirea completelytrustedsener. We
achievefair exchangausingacollectionof untrustedseners.
Theuntrustedsenerscouldpotentiallydisplayarbitrarybe-
havior; we useByzantinefailures[5] to modelthe behaior
of untrustedseners. Our protocolis guaranteedto termi-
natewith a successfutxchange or with a proof of the mali-
ciousbehaviorof oneof the partiesprovidednot more than
one-thid of theuntrustedserves are malicious.

The restof this paperis organizedasfollows. Section
2 summarizeshe work donein the eld of electronicfair-
exchangeprotocolsand positionsour work appropriately
Section3 presentsur protocolfollowedby a detailedanal-
ysis and proof of correctnessn Section4. Section5 de-
scribesour extendedprotocol and sketchestechniquesto
practicallydeploy the protocolon alarge scale.Finally, the
paperconcludesn Section6.

2 RelatedWork

Electronicfair exchangeprotocolshave recevedsigni cant
attentionfrom the researchcommunityin the recentpast.
Several interestingquestionshave alreadybeenanswered:
(i) Is it possibleto constructa fair exchangeprotocolwith-
outinvolving trustedthird parties?(ii) Evenotherwisehhow
canwe reducetheloadin thetrustedthird parties?

Pagniaet. al. [11] shaw thatit isimpossibleto construct
a strongfair-exchange protocolin the absencef third par
ties. Supposewo partiesP andQ areinterestedn exchang-
ing electronidtemip andig. Assumethedescriptiorof the
itemiq, denotedasdg beknown to P andthe description
of theitemip (dp) is knownto Q. In otherwords,the par
ties P and Q shouldknow preciselywhat to expectfrom
eachother Letdesdi) denotethedescriptionof someitem
i. Thepropertief astrongexchangegprotocolbetweertwo
partiesP andQ areasfollows:

Effectivenesstf P andQ behae correctlyanddonot
wantto abandortheexchangehenwhentheprotocol
hascompletedP hasig suchthatdesqiq) = dg
andQ hasitemip suchthatdesdip) = dp.

Strong Fairness: Whenthe protocol hascompleted,
eitherP hasig suchthatdesdiq) = dg, or Q has
gainedno additionalinformationaboutip . Thesame
conditionssimilarly countfor Q.

Timeliness: P can be surethat the protocolwill be
completedat a certainpointin time. At completion,
thestateof the exchangeasof this pointis either nal

or changesdo the statewill not degradethe level of

fairnesgeachedsofar.

Pagniaet. al. [11] shavs the impossibility of strong-
fair electronicexchangebetweertwo parties(in theabsence
of trustedthird parties)by reducingit to an asyntironous
distributed consensuproblem It is well known that the
asynchronouslistributed consensugproblemis impossible
in the presenc®f evenonefaulty procesg4, 1].

Given that strongfair-exchangeprotocolsare impossi-
ble with involving third parties(tp), severalresearctefforts
have focusedontechniqueshatcansigni cantly reducethe
load on the tps. Optimistic fair-exchangeprotocolsguar
anteestrongfair-exchangeby utilizing trustedthird parties,
while reducingthe involvementof a tp to only thoseex-
changedhatresultin a con ict. More concretely an opti-
mistic fair-exchangeprotocolis de ned asfollows:

An exchangebetweertwo non-fraudulenpartiesdoes
notrequireatrustedtp.

Thetrustedp is involvedonly whenoneof theparties
detecta fraudin the electronicexchange.Assuming
that most of the partiesin an openelectroniccom-
merceervironmentare good, the trustedtp is hope-
fully involvedinfrequently

Micali [7] hasproposed.certi ed emailexchange (CEM)
protocol that satis es the propertiesof an optimistic fair-
exchangeprotocol. A certi ed emailexchangéds de ned as
follows: Let a bethemessagé¢hatparty P wantsto sendto
party Q andlet bbethe Q's digitally signedreceiptfor that
message.CEM guaranteeshat party Q getsthe message
(a) if andonly if partyP getsthecorrespondingeceipt(b).

CEM doesnotrequirethetrustedtp to be alwaysavail-
able However, for the durationof time the trustedtp is
down, no con icts canbe resolhed. The costof increased
conict resolutiontime comeswith a reward. Note that
maintaininga trustedtp online and always available not
only increasegts maintenanceostsandadministratve over-
headshut alsomalkesit moresusceptibldgo attaclers.

Neverthelessary schemehatusesa trustedthird party
(or a small collection of them) suffers from several draw-
backs. First and mostimportantly the trustedtp becomes
a single point of failure; if the trustedtp is compromised
by an attacler then the attacler may succeedn perform-
ing mary unfair exchanges.Secondthe trustedtp is also
susceptibldo denialof serviceattackswhereina group of
maliciousnodesmay ood fake requestandexhaustall the
network bandwidthand processingpower available at the
trustedtp. Lastbut nottheleast,it incursheary administra-
tive overhead$o maintainthetrustedtp seners.

This paperpresentsan electronicfair-exchangeprotocol
withoutrelying oncompletelytrustedseners. To the bestof
our knowledgethisis rst attemptto developfair-exchange



protocolsusinguntrustedseners. The guaranteeprovided
by our protocolis very close(but not equivalentto) that of
a strongfair-exchangeprotocol. We extendour protocolto
applicationscenariosncludinglargeonlineelectroniccom-
mercecommunitiespeerto-peersystemstc. Ourextended
protocolworks on large electroniccommunitiesandshavs
the following good properties: completelydecentralized,
effective load balancing,toleranceto crashand Byzantine
failures,andfree of administratve costs(sinceit is devoid
of expensve trustedthird-partyseners).

3 The Protocol

In this sectionwe presentXChange, a distributedandde-
centralizedair exchangeprotocolthatdoesnotrely ontrusted
third parties.

3.1 High-Level Properties

In this paperwe completelyavoid therequiremenof trusted
third party senersby achiezing fair-exchangeusinga col-
lection of untrustedseners. Our protocoltoleratesByzan-
tinefailuresof upto one-thirdof theuntrustedseners.How-
ever, our protocoldoesnot guarantestrongfair-exchange;
but provides guaranteeshat are very closeto strongfair-
exchange. Our protocol completelysatis es the effective-
nessandthetimelinesgpropertiesof a strongfair-exchange
protocol. However, the strongfairnesgropertyis notcom-
pletely satis ed. When our protocol terminates,the two
partieseither have completeda fair exchangeor an hon-
est party hasa proof of maliciousbehaior of the fraud-
lent party. In the event that the latter happensthe mali-
ciousparty might have knowledgeof the otherparty's elec-
tronic item. Nonethelessthe proof of misbehaior canbe
usedo permanentlyeprimandhemaliciousnode thereby;,
makingit fatalfor the maliciousnodeto attemptsuchmal-
ice. We requirethattheuntrustedsenersarealwaysonline.
Notethatthis makesthe untrustedsenersmoresusceptible
to attaclers;however, compromisinga smallfraction of the
untrustedsenersdoesnot affectthe guaranteeprovidedby
our protocol.

known to nodesm andn respectiely.

In the section,we describethe protocolas executedby
a non-maliciousnoden. Our protocolis completelysym-
metric; hencejf nodem werenon-malicioushenit would
executeasymmetricsetof stepsasthatof noden. If nodem
weremaliciousthenit couldexecuteary arbitraryprotocol.
The sameholdsfor untrustedseners. We only specifythe
protocolas executedby a non-maliciousseners;the mali-
cioussenersmayexecuteary arbitraryprotocol.

One Untrusted Sewer (Trivial Case).Supposdwo nodes
n andm exchangetheir electronicitemsP andQ via one
untrustedsener s. Nodesn sendsits itemsP to the un-

trustedsener s alongwith dg, the descriptionof item Q.

Theuntrustedsener s onreceving boththeitemsP andQ

veri es whetheritem Q matcheghedescriptiondg sentby

noden andif item P matchedhe descriptionsendby node
m. If so,theuntrustedseners forwardstheitem Q to node
n anditemP to nodem.

Obsenethatthis electronicexchangeprotocolis guaran-
teedto be fair if the sener s doesnot behae maliciously
In thefollowing schemesve addmoreuntrustedsenersand
guaranteghatthe electronicexchangeis fair aslong asno
morethanone-thirdof themaremalicious.

k Untrusted Sewers. Now, supposeonerelieson k un-
trustedsenersss ; Sy; ; Sk to exchangeelectronicitems
P andQ betweennodesn andm. Nodesn andm send
their respectre itemsto all the untrustedseners. Thenon-
malicioussenersindependentlyexecutethe sameprotocol
asdiscussedn the previousscheme.
Supposingmaliciousnodem sendstsitemQ to atleast
onenon-malicioussener thentheitemsP andQ would be
exchangedairly (sinceirrespectve of themaliciousbeha-
ior of otheruntrustedseners, the non-malicioussener(s)
would anyway exchangetheitemsP andQ fairly). Also, if
nodem wereto sendits item Q to all the untrustedsener
thenit is quitelik ely thatatleastoneof theuntrustedseners
is non-maliciousandhence the exchangeerminatedairly.
Unfortunately sucha solutionis deceptve andit in fact

3.2 Electronic ExchangeUsingUntrusted Servers,grsenghe situationbecausehe fair exchangeis not guar

In thissectionwe presentadistributedanddecentralizedair
exchangeprotocol that doesnot rely on trustedthird par
ties. In our protocol,two nodesexchangeelectronicitems
througha collection of untrustedsener(s). The group of
untrustedseners may compriseof somemaliciousnodes,
whoseactionsmaybeentirelyunknavn orunde ned.Hence,
we assumea Byzantinemodel [5] for the malicious un-
trustedseners. In thefollowing portionsof this sectionwe
presentan algorithmfor two partiesn andm to exchange
electronicitemsP andQ respectrely. We alsoassuméhat
the descriptionsof itemsP andQ (namely dp anddg) is

anteedaslong asatleastoneof the untrustedsenersis ma-
licious. Saythe goodnoden sendsits item (P) to all the
untrustedsenersandthebadnodem sendsdts itemto none.
If any oneof theuntrustedsenersis malicious,thenit may
forwardnodetheitem P (n'sitem)to nodem.

k Untrusted Sewers using Seciet Shares. It is clearfrom
previous schemeahatno untrustedsener mustever receve
ary of theitemsP andQ completely Hence,noden can
divideitsitemP into k secreshared P1; P5; ; Pkgwith
thresholdthr k. A (thr;k) thresholdsecretsharing



schemeroposedy Shamir[14] presentatechniqueo di-
vide adataitemD into k piecesn suchawaythatD is eas-
ily reconstructablérom ary thr piecesbut even complete
knowledgeof thr 1 piecesrevealsabsolutelyno infor-
mationaboutD. Now, noden sendsshareP; to untrusted
sener s; for 1 i k. Let us for now overlook how
the untrustedsener veri es the shareP; and assumethat
thenon-malicioussenersexecutethe sameprotocolasdis-
cussedn the rst scheme.Note thata majorimprovement
in Schemelll over schemed andll is that the untrusted
senersdonotdirectly learnanything abouttheitemsP and
Q aslong asthe numberof maliciousuntrustedsenersis
lessetthanthethresholdhr .

One might be temptedto believe thatif the numberof
malicioussenersis lesserthanthe thresholdthr thenthe
itemsP andQ would be exchangedairly. Saynodem is
maliciousandit colludeswith a maliciousuntrustedsener
sj. Nodem sendsthr 1 sharesdo somesetof thr 1
senersfromfsy; 'Si 15Sj+1 ; Skg. Now, themali-
ciousnodem wouldgetthr 1 share®ofitemP fromthese
senersandthe thr " sharefrom the malicioussener s;
(whichis enoughto reconstrucitem P); while noden getat
mostthr 1 shareofitemQ (whichis notenougho recon-
structitem Q). In generaljf nodem wereto colludewith r
malicioussenersthenit couldsendoutthr  r sharedothe
non-malicioussenersandrecevethr r sharesof itemP
from non-maliciousenersandtheremainingr sharegrom
the setof maliciousseners. Noden would not be ableto
reconstructitem Q (or a proof of nodem's misbehaior)
sinceit hasonly thr  r sharefitemQ.

3.3 XChangeProtocol

We now presenbur XChangeprotocol. Notethatwe spec-
ify theactionsonly for non-malicioushodesandseners;ac-
tion of maliciousnodegnaybecompletelyunde ned.Also,

we specifythe protocolasexecutedby noden; nodem ex-

ecutesa symmetricprotocol(if it werenon-malicious)We
usek to denotethe total numberof untrustedseners,k®to

denotethe numberof maliciousseners(k® k) andr de-
note the numberof untrustedsenersthat colludeswith a
maliciouspartym.

Phasel: Initial Exchange.As the rst phasewe simplify

the problemof exchanging(possiblylarge)electronicitems
P andQ to exchangingwo relatively smallkeys. Themain
motivation in doing sois the hugeperformancegainsone
would obtainin termsof the costof computingthe secret
sharesand the messagingcost. Let PK ; RK,i denote
the public and private key pair owned by noden. Also,

let us assumethat the public-key PK |, is boundto node
n througha PKI baseddigital certi cate [9]. Noden rst

sendd, = dp k Esk, (P) andsig,(I,) directly to node

m where, sign (X ) denotesthe digital signatureof X as
signedby noden, E denotessomesymmetrickey encryp-
tion algorithm(like DES[3] or AES[8]) andSK ,, is aran-
dom key generatecby noden for the symmetrickey en-
cryptionalgorithmE. Clearly, nodem canefciently ex-

tracttheitem P from |, only if it becomeswareof SK,,

the key usedfor encryptingitem P. Whennoden receves
Im andsigm (Im), it checksthe validity of this signature
beforeproceedingo phase2. In the remainingphaseof

this protocol,noden andm exchangehe secretkeys SK

andSK , throughthecollectionof k untrustedseners.The
untrustedsenersensurethatat the endof the processoth
noden andnodem receive SK ,, andSK , respectiely.

Phase2: ExchangingParties Submitting SecretSharesto
UntrustedSeners.Noden dividesSK , into k secreshares
fSK};SK2; ;SKKgwiththresholdhr = k 2k% We
deferthe discussionof how the thresholdwas selectedo
theendof this section.Noden thensenddJ; = dp k dg k
SK1 andsign (U;) totheseners; forj = 1,2, k.

Phase3: UntrustedSenersVerifying SecreSharesandEx-
changingOK Messages.Whena non-malicioussener s;
recevesasharefrom noden andnodem it veri es thesig-
naturesandensureghatboth of themagreeof the descrip-
tion of the itemsto be exchangednamely dp anddg. If
so,seners; sendsanOK messageo all untrustedseners
(includingitself).

Phase4: UntrustedSeners Forwarding SecretSharesto
Nodes. Whena non-malicioussener s; recevesk  k°
numberof OK messagest senddJ; andsign, (U;) to node
m andvice-versa.Theuntrustedsenerswaitfor onlyk  k°
messagesincewe assumedhattherecouldbek®malicious
senersandtheir actionscould be unde ned (including not
sendinghe OK message).

Why dowe needaroundof OK messages3upposeghe
maliciousnodem wereto colludewith r maliciousseners
(sayfsi;sy; ;s :1 r  kY%), thennodem maysend
itssecresharesnlytok 2k® rsenersinfg.1; ;g
Now, nodem obtainsthe item from noden throughthe
senersto whomit sentits sharesindits r maliciousfriends
while the non-maliciousnoden obtainsonly at mostk
2k% r sharegwhichisinsufcient to reconstructheitem).
Essentiallya roundof OK messageforcesthe malicious
nodem to sendout atleastk  2k° (= thr) sharego the
non-maliciousseners. Evenif nhodem were not aware of
ary malicioussenersin the group, it can sendout only
k  2k%+ r (r < k9 sharesandhopethatat leastr + 1
of themreachthe maliciousseners. Now thesemalicious
senersmay chooseto forward the sharesentby noden to
nodem andnot vice-versa(Note thatactionstaken by ma-



licious senersarein generalunde ned). However, if one
assumeshatnodem is not aware of (or doesnot colludes
with) malicioussenersthenthe probability of anunfair ex-

changas largelyreduced We arguemoreonthelinesof the
probability of anunfair exchangein our extendedprotocol
presentedn Sectionb.

Phaseb: SecretShareReconstructiorand ltem Construc-
tion. After noden recevesk  2k° secretsharesit recon-
structsthe key SK,,. Let the reconstructedkey be SK 2.

Now, noden attemptdo recover theitem Q from the mes-
sagd ., initially sentby nodem. Let Q°denotetheitem ob-

tainedondecryptingtheitemfrom |, usingsymmetrickey

SK Y. If thedescriptionof Q° doesnot matchdg, namely
desdQ?% 6 dq, then either the maliciousnodem must
have eithersentanincorrectelectronicitems (Q° 6 Q) or

anincorrectkey (SK 2 8 SK ). Nonethelesspoden has
a proof of nodem's maliciousbehaior. The proof com-
prisesof theinitial messagé,, andasetof k  2k°secret
sharegqall of which aredigitally signedby nodem) such
thatthe electronicitem extractingusingthe symmetrickey

SK 2 constructedrom thesesecretsharesdoesnot match
thedescriptionof the electronicitemusedin | , .

Now we revisit thethresholdthr usedfor dividing secret
sharesn Phase anddiscusshow to determindt. Notethat
of thek k®OK messagegeceiedin Phase3, only k
2k° messageare guaranteedo have originatedfrom non-
maliciousnodes(maliciousnodesmay reportOK without
receving the shareOR they may not verify the integrity of
the messag®©R they may simply not forward the shareto
noden in Phasel). Hencejn orderfor noden to reconstruct
the secretsharesthe thresholdshouldnot exceedk ~ 2k°
(thr <=k 2k9. Ontheotherhand,thethresholdshould
be unachi@able betweena maliciousnodeandhis r mali-
ciousfriends(thr > r). So,if r < k 2k we canalways
pickathresholdhr (r < thr <= k 2k% suchthatthefair-
nesss guaranteedAssumingworsecasecollusion,r = k°,
thefairnesds guaranteedslongask®< thr <= k 2k9.
Hence,this solution can guaranteecompletefairnesswith
up to one-thirdof the nodesto be malicious(k® < %). We
will give a moreformal and detailedanalysisof the effec-
tivesandfairnessof the protocolin next section.

4 Analysis
4.1 ThreatModel

Recallthatwe have k untrustedsenersamongwhichk®are
malicious.A maliciousnodem may colludewith r seners
out of the k® maliciousones. The maliciousnodem is not
awareof thek® r maliciousbut non-colludingseners.We
rst formalizethe maliciousnodebehaiors andthe nature

of collusionswe explore in this paper It is importantto

remembetrthat there could be other meansthroughwhich

maliciousnodescould colludethatwe have not exploredin

this paper The collusion model presentedn this paperis

a highly pragmaticmodelfor large scaleonline electronic-
communitiegdiscussedn Section5.

For amaliciousnoden, the goalis to have anunfair ex-
changej.e. to gettheitem from n but not giving away his.
The setof untrustedsenersthat colludewith nodem will
try to extracttheitem P from noden but not give away a
proof of maliciousbehaior of nodem. However, themali-
ciousnodegthatdo not colludewith nodem would attempt
a DoS attackon the electronicexchange(insteadof help-
ing nodem in achieving an unfair exchange). This senes
themtwo purposes.If thetwo transactingnodesn andm
arenon-malicioughenby notsendinghe OK messagé¢he
maliciousnodesmay preventan exchangebetweerthetwo
nodes. On the otherhand,if nodem were maliciousthen
sendinggnOK messag&vouldonly resultin eitherthenon-
maliciousnoden gettinga proof of maliciousbehaior of
nodem or the maliciousnodem performingan unfair ex-
changehothof whichareof nointeresto thenon-colluding
maliciousseners.Tablel summarizeshe behaior of vari-
ousuntrustedseners. Additionally, onecouldview thefail-
ure modelfor colluding seners as Byzantinefailures and
that of non-colludingmalicious seners as crash failures
Our analysisanalyzeghe XChangeprotocolundera com-
binationof thesetwo failure models;we motivatethe need
of suchamodelfrom a pragmaticstandpointin Section5.

Note thatwe do not considercollusionbetweemodem
andnoden. If they wereto collude,then: Why go through
the fair-exchangeprotocolat all? If the transactingparties
trusteachothercompletelythenthereis no needfor a fair-
exchangeprotocolin the rst place.

4.2 Effectiveness

Theorem4.1 The XChang protocol guaranteeseffective-
nessfor two non-malicioushnodesn andm.

Sincenodesn and m are non-maliciousthey sendout
all k correctsecretsharedo the untrustedsenersin phase
(). Every non-malicioussenerthatrecevesit sendsoutan
OK messagésincethe sharesagreeon theitemsdp and
do) in phase(2). Hence,every untrustedsener would re-
ceiveatleastk k°numberof OK messageandthussend
nodem's secreshareto noden andvice-versain phasg3).
Givenk k°correctsharesioden canreconstructhe cor
rectsymmetrickey SK ,, andthe protocolterminatessuc-
cessfullyin phase(4). Note thatit is not possiblefor the
malicioussenersto modify the secretsharesincethey are
digitally signedby the nodes. Hence,even if noden re-
ceivesa corruptedsharefrom a malicioussener, it simply
ignoresthe shareif the signatureveri cation fails.



[ UntrustedSener [ Goal

[ Action

non-maliciousseners fair-exchange

completeprotocol

maliciousnon-colludingseners

denial-of-service

notsendOK messages

maliciouscolludingseners

unfair-exchange

sendOK messages;
deliver noden's secretshareto nodem ;
NOT deliver nodem's secretsharego noden

Tablel: Partial Collusionof UntrustedSeners: GoalsandActions

[ Threshold [ Outcomeof Fair Exchange
thr r guaranteedinfair exchange
r < thr k kU N guaranteediair exchangeor a proof of maliciousbehaior
thr >k k° r outcomeof thefair exchangeprotocolis uncertain
thr > r Pr(fair exchangeor proof of maliciousbehaior) =1  Pr(unfair exchange)

=]
Pr(unfair exchange)y

» k kO K0
min  (thr 1;9) nms

nms = max (k kO r;thr

q_nms

)
q

Table2: Probabilityof Fair-ExchangeaunderPartial Collusive Settings

4.3 Fairness

Now we analyzehefairnesof the XChangeprotocol. Sup-
posenoden were non-maliciousand nodem were mali-
cious. Theonly way nodem succeed anunfair exchange
is whenit hastheitem P andnoden hasno proof of node
m's maliciousbehaior.

As we have discusseckarlierin the threatmodel,a ma-
licious nodem will alwaysreceve r sharesfrom the un-
trustedsenersit is colludingwith. If thethresholdhr used
for constructingsecretsharesvereto belessthanor equal
tor, thenit is straightforvardfor nodem to performanun-
fair exchangesinceit canconstructSK ,, from ther shares
it recevesfromits colludingseners.

Corollary 4.2 GuaranteedUnfair Exchange. If thr r,
thena maliciousnodecan performa guaranteedunfair ex-
change.

Now we considerthe casewhenr < thr. Sincethe
thresholdis not achiezable betweemodem andits collud-
ing seners,it needsadditionalsharego construciSK ,. So
it hasto sendout someshareso othersenersin orderto
obtainadditionalsharedsrom noden.

Lemma 4.3 Assume maliciousnodem sendsoutqshales
(0< g k),amongwhichnms sharesread non-malicious
untrustedserves. Thefollowing conditionshaveto be sat-
is ed in orderfor nodem to getan unfair exchange.

Cl:nms k k° r
C2:nms+r thr
C3: nms < thr

Nodem needsadditionalsharedo constructSK ,. How-
ever, a non-malicioussener would sendnoden's shareto
nodem only afterit recevesk  k° numberof OK mes-
sagesaccordingo Phases in our protocol. Ther malicious
friends of nodem would aryway sendthe OK message.

Sincethe maliciousnon-colludingsenersdo not sendOK
messagen orderto obtaintheremainingk  k° r number
of OK messagesn shouldsendatleastk k° r shares
reachingnon-maliciousseners. HenceC1: nms k

k9 r. Oncethenms non-malicioussenershave receved
sharedrom bothn andm andreceved the requirednum-
berof OK messageghey will forward the sharedo both
n andm. Sonodem recevesnms sharedrom thesenon-
malicioussenersandr sharedrom his maliciousfriends.
Thetotal numberof secretsharesnustexceedshethresh-
old ( thr) in orderto reconstructSK , andsuccessfully
extractitem P. HenceC2,nms + r  thr. At thesame
time, noden alsorecevesnms sharedrom non-malicious
seners.For nodem to getanunfair exchangenoden must
not have the requirednumberof secretshareq< thr) so
thatit canneitherextracttheitem Q norcanit obtaina proof
of maliciousbehaior of nodem. HenceC3,nms < thr.

Theorem 4.4 GuaranteedFair Exchange. If r < thr

k kO r,thentheris a guaranteedfair exchange or the
non-maliciousnodesgetsa proof of maliciousbehaviorof
themaliciousnode

If the thresholdthr usedfor generatingsecretsis less
thanorequaltok k° r thennoden recevesthecorrect
item Q from nodem or a proof of maliciousbehaior by
nodem. Notethatthe only way to satisfyconditionC1 is
to sendatleastk  k® r sharego non-maliciousseners;
however this would falsify condition C3. Notethatr <
thr  k k° r putsaboundonthenumberof colluding
malicioussenersr, namelyr < ¥k

5

\%
Theorem4.5 UncertainOutcome If thr > k  k° r
thr > r, the XChang protocolmayhavean uncertainout-
come They are givenby thefollowing probabilities:

Pr(fair exchange or proofof maliciousbehavior= 1 Pr(unfair

exchange)
Pr(unfair exchange)
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Uncertaintyin Fair Exchange. If the thresholdthr were
greaterthank  k® r, thefactthatnodem cannotdis-
tinguish betweennon-malicioussenersand non-colluding
malicioussenersmalesits taskdif cult. To satisfycondi-
tion C1, nodem would have to sendoutq k k® r
secretsharesand hopethat it reachesat leastk  k° r
non-maliciousseners(nms). In orderto satisfyconstraint
C2,thenodem would have to hopethatthe numberof non-
malicioussenersnms it reachess constrainecdy nms +
r  thr. To satisfyconditionC3, nodem would have to
hopethat nms < thr. On the other hand,if more that
thr shareutof theq sharegeacheson-maliciouseners
thennoden getsthe item Q or a proof of maliciousbe-
havior of nodem; orif nms < k k® r we do notget
therequirednumberof OK messageandhencethe proto-
col terminatesvithout the exchangeof the electronicitems
(still the exchangeis fair); or if nms < thr  r thenthe
maximumnumberof shareseceivedby the maliciousnode
m equalsnms + r, which is lesserthanthe thresholdthr
andhencethe protocolterminateswithout the exchangeof
theelectronicitems(still theexchangés fair).

Nonethelessthe factthatthe noden may geta crypto-
graphicallysecureandprovable pieceof datafrom nodem
with a non-zeo probability makesthis a toughbet for the
maliciousnodem; sinceonemistale by nodem mayresult
in it beingpermanentlyreprimandedrom the online com-
munity. Theonly way nodem canplay it safeis to sendthe
correctitem Q andthecorrectkey SK , ; sothatwhennode
m fails in makingan unfair exchangenoden getsthe cor-
rectitem Q andnotaproof of its maliciousbehaior. In the
eventthatnodem succeedsn makingan unfair exchange
thennoden getsneithertheitem Q noraproofof nodem's
maliciousbehaior.

Summary Table2 summarizeshe resultsof the above dis-
cussion. The epitomeof this discussionis that one could
exploit the partial collusive settingsthatis commonlyob-
sened in large scale systemscomprisingof autonomous
nodesto achieve thefollowing: (i) Toleratelargerfractions
of malicioussenersin the groupof untrustedseners(k°® >
%), (ii) Largelyreduceheprobabilityof anunfair exchange,
and (iii) Heavily constraina maliciousnodem to always
usethecorrectitem Q andsendthecorrectkey SK , lestit
givesaway a proof of its maliciousbehaior to thenoden.

5 ExtendedProtocolfor LargeOnline
E-Communities

In thissectionwe presentinddiscussourfair-exchangepro-
tocol in the context of large online electroniccommunities

andpeerto-peersystems.Thesearelarge scaledistributed
systemgomprisingof alargenumberof autonomousodes.
Thesemutually suspiciousnodesmay executetransactions
that exchangeelectronicdataitemsbetweeneachother It
is very importantto ensurefairnessin suchelectronicex-
changes. Also, mostof the participantsin thesecommu-
nities are non-malicious. Neverthelessthe lack of mutual
trustmalesit necessarfor theparticipantsn suchcommu-
nitiesto cautiouslyexchangeelectronictems. Also, theau-
tonomousatureof the participantanakesit hardfor them
to agreeon a centraltrustedthird party The fundamental
goal the extendedXChangeprotocolis to achiese fair ex-
changeof electronicdataitems betweentwo nodesin an
e-communityusingothernodesin the samee-community

5.1 ExtendedXChangeProtocol

LettherebeN nodesn alargeonlinecommunity Letp be
the percentagef badnodesin the system.Let cf (m) de-
notethecollusion-fictorfor amaliciousnodem; collusion-
factordenoteghefractionof maliciousnodesn thesystem
thatwould colludewith nodem. Notethatsincethenodes
arelargely autonomousit is quite unlikely thata malicious
nodefrom oneautonomousrganizationvould colludewith

othermaliciousnodesfrom otherorganizations.

For simplicity assuméhatthenodesn thesystemarela-
beledwith identi ersfromf0;1; ;N 1g. Lettheiden-
tier for anoden be denotedby I D(n). We remove this
restrictionon the domainof identi ers andalsopermitthe
numberof nodesin the systemto vary subsequentl{15].

Let us supposdwo nodesn andm areinterestedn ex-
changingelectronicitemsP and Q. The rst stepof the
protocolis to uniformly and randomly choosea set of k
nodesin the systemto play to role of untrustedsenersin
our fair-exchangeprotocol. It is very importantthatthe set
of k nodesare chosenrandomlyfrom the setof N nodes;
elsea maliciousnodem could choosea set of his mali-
ciousfriendsasthe collection of untrustedseners. To be
fair to both nodesn andm, we might wantto allow each
of them choose% nodesto form the group of untrusted
seners. However, sinceour protocoltoleratesonly % mali-
ciousnodesamongsthe groupof untrustedseners,allow-
ing a maliciousnodeto chooseg untrustedsenersis also
not feasible.We augmenphased to our XChangeprotocol
for selectinguntrustedseners.

Phase0: Two exchangingpartiesn andm choosea group
of nodesto play the role of untrustedseners as follows.
Two nodesn andm chooseuntrustedseners; asthatsener
whoseidentier isH(ID(n) I1D(m) j) modN (for
1 k), whereH denotesa strongone-way collision
free hashfunction (like MD5 [6] or SHA1[13]) and de-
notesbitwise exclusive-or operation. Hence,neithernode



‘ N ‘Meantime E[Att ] | Pr(Att 4N) | Pr(Att 8N)
(ms)

1024 2.32 2112 0.80 0.96
2048 4.22 4301 0.76 0.95
4096 8.47 8157 0.76 0.97
8192 16.08 16421 0.84 0.99

Table3: Effort requiredto chooseafavorabler and;

n nor nodem independentlyhasa sayin determiningthe
collection of untrustedseners assumingthe uniform and
randompropertiesof the hashfunction H andthat nodes
cannotspooftheiridenti ers. Also, animplicit assumption
in our discussions thatit is indeedpossibleto correctlylo-
cateanodegivenits identi er. Interestedeadersnayrefer
to thelong versionof this paperfor furtherdetails[15].

Why don't we permitthenodesn and/orm to usesome
randomvaluesrand; for generatingkey;, i.e., why not
usekey, = ID(n) 1D(m) rand; insteadof key; =
ID(m) ID(n) j? Onemight supposehatallowing
the nodesn andm to choosetheserandomnumbersmay
not give themary advantagesincethe untrustedsenersare
choserasahashof thekeys (recall,s; = H (key,) modN)
thereby makingthe processf choosinga favorable r and
as hard as attemptingto invert the hashfunctionH. A
rand; is favorablefor a maliciousnodem if usingrand;
resultsin the selectionof a malicioussener nodes;. As-
sumingthat the size of the hashspaceis 2!® one might
incorrectly concludethat abouthalf of the hashspacehas
to be searchbefore the maliciousnodem canidentify a
favorablerand;. Unfortunately this is not true, sincewe
choosesener s; from a domainof sizeN (recalls; =
H (key;) mod N). In fact, with a reasonablyhigh proba-
bility, in aboutO(N ) attemptghe maliciousnodem would
be ableto choosea favorablerand;. Moreover the com-
putationaleffort requiredto identify a favorablerand; is
very small; the XOR operationsare computationallyvery
cheapandone cancomputeaboutl million hashequsing
MD5 [6] from OpenSSLlibrary [10]) in just one second
2. Table 3 shavs the meantime andthe expectednumber
of attempts(Att) to nd afavorablerand;; andthe prob-
ability thata favorablerand; is foundin O(N) attempts.
Thereforejt is very importantthatthe keys f key; g arenot
choserusingsomerandomintegersgeneratedby thetrans-
acting parties. We proposeto generatekey; as follows:
keyy = ID(m) 1D(n) f(j), wheref (j) is somepub-
licly known deterministicinjective function on the domain
of integers. Onesimpleexampleof suchaninjective func-
tionf (j)isf(j)=].

2As measurean a 900MHz Intel Pentiumlll processorunningRed-
HatLinux 9.0

5.2 Analysis

In this section,we presentan in-depthsecurityanalysisof
our extendedXChangeprotocol. Thekey concernsnclude
thefollowing: (i) Doesthe extendedXChangeprotocolin-
deedselectk untrustedseners uniformly and randomly?
(i) Whatif thereare morethanone-thirdmaliciousnodes
in thecollectionof untrustedseners?(iii) Whatis theeffect
of collusionamongsthe badnodeson the extendedproto-
col?

Before we proceedwith the discussionon theseissues
we emphasizehe importanceof disalloving the malicious
nodesfrom spoo ng fake identities. It hasbeenshavn by
Douceuiin the Sybil attackpapel2] thatthebadnodesnay
potentiallyamplify their strengthby a factorthatis propor
tional to the numberof identitiesthey can spoof simulta-
neously Onecouldtie down anidentity to a nodethrough
digital certi cation basedmechanism®r enforcea secure
login proceduregfor nodeswantingto join the overlay net-
work (comprisingof the online electroniccommunity).

5.2.1 Number of Untrusted Servers

We study our selectionprocedurefor selectinga group of
untrustedseners. We explore this issuein threesteps:(i)
Whatis the probability that the group size could be lesser
thank? (ii) How canone changethe group size dynami-
cally?

Now we addresshe rst issueusingtheoremb.1.
Theorem 5.1 Theuntrustedselectionprocedue (phase0)

yieldsk untrustedserves with probability e G

Theproofof thistheorendirectly follows from theBirthday
paradox[16]. Birthday paradoxestimateshe probability
of collision in a hashfunction;in our scenarioa collision
would imply thattwo of thek nodeshatarerandomlycho-
senfrom N nodesin the systemhapperto beidentical. In
otherwords, a collision in the hashfunction would imply
thatour sener selectionprocedureactuallyyieledlessthan
k seners.

Note that while N, the numberof nodesin the online
communitycould be of the orderof afew thousandsk, the
numberof untrustedsenersrequiredfor fair-exchangeis
verysmall(about4 to 10, seeSection5.2.2).Birthdaypara-
dox shaws thatunlessk is of the orderof = N the proba-
bility of a collisionis extremelysmall. Figure1 shavs the
probabilityof acollisionwith N = 1024nodedor different
valuesof thegroupsizek. FromFigurelit is apparenthat
theprobabilitythata selectioryieldslessethank untrusted
senersis very smallfor smallgroupsizes.

Now we addresghe secondissue. Supposethe group
sizeof untrustedsenersturnedout to be lessthank. One
option would be to simply run the fair-exchangeprotocol
using a smallernumberof untrustedseners. This would



0.12

server-selection

0.1

0.08

0.06

0.04 -

0.02 -

Pr(Num Selected Servers < k)

0 2 4 6 8 10 12 14 16
Untrusted Servers Group Size (k)

Figurel: Probabilityof Collision for VaryingGroupSize(k) and
N = 1024nodes

impactthe probabilityof afair-exchangeasdiscussedh the
next section. Onecanalsodynamicallyincreasethe group
size provided both the nodesn andm agreeon doing so.
This canbe achieved by systematicallysearchingor other
untrustedsenersby constructingkeys usingf (j) forj =

k+ Lk+ 2 Neverthelesswe emphasizehat with
very high probability this additional searchwould not be
required.

Discussion. Our sener selectionschemehas several ad-
vantageskFirst, by randomlychoosinguntrustedsenersthe
selectionschemeguaranteegood load balancingproper
ties. Secondthereis no small setof maliciousnodesthat
can disrupt the transactionf noden with all the other
nodesin the system.However, if therearemorethanone-
third maliciousnodesin the setof untrustedseners cho-
senfor an exchangebetweennoden and m thenall ex-
changedetweenthe nodesn andm may bedisrupted.As
we have pointedout, randomizingf (j ) breaksthe systems
securityguaranteesOnecanwork aroundthis problemby
using an externally observableand veri able eventasfol-
lows. For example,onecould de ne a time varying func-
tionf (t;j) = j + hour_of _day(t). The nodesn andm
may exchangetheir currenthour of the day asa partof the
initial message,, andl, (recall Section3.2). Only if the
two nodesagreeon this valuethe exchangeprotocolis ini-
tiated. Note thattwo nodeswould mostprobablyagreeon
thecurrenthour of thedayfor mosttime instants assuming
thatthe maximumclock skew betweentwo nodesis much
smallerthanonehour Also obsene thata maliciousnode
doesnot have a choiceof randomly choosingthe current
hour of the day, andthatthe setof untrustedsenersfor an
exchangebetweentwo givennodesn andm changeevery
onehour.

5.2.2 Fairnessand Effectiveness

Now, we havediscussedechniqueso chooseaintrustedseners
randomlyfrom the collection of all nodesin the system.
Neverthelesghereis non-zeroprobability thata randomly
chosercollectionof untrustedsenersconsistof morethan
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Figure2: Probabilityof Fair-Exchangédor VaryingGroupSize
(k) andDifferentFractionof Malicious Nodes(p)

one-thirdmaliciousnodes. We addresghis issuein mul-

tiple steps:(i) Whatis the probability that morethanone-
third nodesin a randomlychosensetof untrustedseners
are malicious? (i) What arethe chanceghat a exchange
terminatesunfairly whenmorethanone-thirdof theseners
aremalicious?

We addresghe rst issuenow usingtheorem5.2. Let
p denotethe fraction of maliciousnodesin the entire sys-
tem. Let binom(p;v;k) denotesthe probability in a bi-
nomial distribution for v successeBom k trials wherethe
probability of successn ary trial is p.

Theorem 5.2 Theprobabilitythatour serverselectiorscheme
choosessmallerthan one-thid maliciousserves in a col-
ctionof k servesis

2K3¢ binom(p; v; k).

The proof of this theoremfollows from the factthatour
sener selectionschemechoosesenersuniformly andran-
domly from a large pool of nodeswhereinthe probability
thatarandomlychosemodeis maliciousis p.

Figure2 shavstheprobabilityof fair-exchangetheprob-
ability that the numberof malicious senersis lesserby
%). For small valuesof p the probability that more than
one-thirdnodegturn outto bemaliciousis extremelysmall.
Also, for small valuesof p, the probability that morethan
one-thirduntrustedsenersaremaliciousdecreasewith the
numberof untrustedsenersk. Hence,in theory onecould
alwaysincreasehe probability of fair-exchangeby increas-
ing k (providedp < %). However, this highersecurityguar
anteecomesat the costof increasechumberof messages
exchangedy our protocol.

Now we addresghe secondissue. What if more than
one-thirdthe senersare malicious? Note that presencef
morethanone-thirdmalicioussenersdoesnotguarante@n
unfair exchangebecausenly colluding senerswould aim
at achievzing an unfair exchange,while the non-colluding
malicioussenerswould attempta denial-of-serviceattack.
We have studiedthe extendedXChangeprotocolunderthe



threatmodeldiscussedn Section4. Interestedeadersnay
refer to the long versionof this paperfor detailedexperi-
mentalresults[15].

6 Conclusion

In this paper we have proposedXChange,an electronic
fair-exchangeprotocol that functions without requiring a
trustedthird party sener(s). Eliminating the requirement
of trustedsenersreducesadministratve costs avoidsasin-
gle point of failure and shieldsthe systemfrom denial-of-
serviceand hostcompromiseattacks. We have shavn the
correctnesandquantitatvely analyzedhesecurityguaran-
teesprovided by the XChangeprotocol. We presentedan
extendedXChangeprotocol that operateson a large scale
onlineelectroniccommunitiesandpeerto-peersystemsThe
extendedXChangeprotocolis completelydistributed,scal-
able,highly fault-toleranandshavs very goodloadbalanc-
ing properties.We alsostudiedthe securityguaranteesf-
feredby the extendedXChangeprotocolandoutlinedtech-
niguesto constructa pragmaticimplementatiorof the ex-

tendedXChangeprotocolusingDHT-basedverlaynetworks.
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