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Abstract1

Electronicfair-exchangeprotocolshave receivedsignif-
icant attentionfrom the researchcommunityin the recent
past. In looseterms,the fair exchangeproblemis de�ned
asatomicallyexchangingelectronicitemsbetweentwo par-
ties. All theknown fair exchangeprotocolstodayutilize a
centralizedtrustedthird partyserver eitheractively or pas-
sively. In this paper, we proposea distributedprotocolfor
exchangeof electronicitemsusinguntrustedservers. We
perform detailedsecurityanalysisand show that the pro-
tocol guaranteeseffectivenessandfairnesswith Byzantine
failuresof up to onethird of theuntrustedservers.We also
givetheprobabilityof afair exchangeotherwise.Finally we
discusshow to deploy theprotocolto largeonlineelectronic
communitiesandpeer-to-peersystemsanddemonstrateits
securityguarantees,scalabilityandload balancingproper-
ties.

1 Intr oduction
Electroniccommercetransactions,especiallythosethat in-
volve theexchangeof digital productsbetweentransacting
parties,have additionalrequirementsascomparedto clas-
sical barterexchanges.In a typical businessenvironment,
a transactioninvolvesful�llment of someobligationby two
parties;acontractdescribesthepenaltiesif eitherof thepar-
ties fail to meetits obligation. For example,a purchaseof
productsinvolve themerchantdeliveringthegoods,andsi-
multaneously, a customerpayingfor it. Since,a fraud by
eitherpartiesin sucha transactionis physicallydetectable,
the party responsiblefor unfair behavior canbe penalized.
In anelectronictransactiona fraudcannotbephysicallyde-
tected. Indeedthe falteringparty may vanishafter cheat-
ing on a transaction.In suchcases,it is next to impossi-
ble to enforcethe penaltiesof the contract. Consequently,
in anelectroniccommerceenvironmenttwo mutuallynon-
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trustingpartiesarereluctantto transact.
In anopenelectroniccommerceenvironment(non-mutually

trustingparties),we needprotocolsto prevent unfair busi-
nessdealingsby any party involved. However, guarantee-
ing fairnessin an electronictransactionis easiersaidthan
done.Say, acustomerC contactsanonlinemerchantM for
a productP. Now customerC wantsto payfor theproduct
only if C receivesthe right productP. At the sametime,
themerchantM doesnot deliver theproductP to thecus-
tomerprior to receiving aproperpayment.If merchantwere
to deliver theproductbeforereceiving a properpayment,a
fraudulentcustomermayvanishedafterreceiving theprod-
uct. On the otherhand,if the customerwereto make the
paymentbeforehe/shereceives the product, a fraudulent
merchantmayvanishafterreceiving thepayment.

Fairnessin anelectroniccommercetransactionisastronger
propertythansecurity. Securityin atransactioncanbeachieved
by ensuringthat thepartiessign their electronicitems(the
merchant'sproductandthecustomer'spayment)beforethey
exchangethem.Fairnesson theotherhandis achievedonly
if boththepartiesful�ll theirobligationandreceivetheitem
it expects,or neitherreceivesany portionof theothersitem.
More concretely, a fair electronicexchangeprotocolcanbe
de�ned asa protocolthatensuresthatnoplayerin anelec-
tronic commerce transactioncan gain an advantage over
theotherplayerbymisbehaving, misrepresentingor bypre-
maturely aborting theprotocol [12]. In otherwords,a fair
electronicexchangeprotocolguaranteesexchangeatomic-
ity .

Onetrivial solutionfor guaranteeingfairnessin electronic
transactionsis to routeall suchtransactionsthroughanon-
line trustedthird party. For example,anonlinetrustedthird
party (ttp) cansolve the fair exchangeproblemin thecus-
tomer and merchantscenariodescribedabove as follows.
Thecustomersendshis/herpaymentto ttp andthemerchant
sendstheproductto thesamettp . Thettp veri�es that the
productsentby the merchantis indeedwhat the customer
wantedandthat the paymentis indeedwhat the merchant
expectsin return.If so,ttp forwardstheproductto thecus-
tomerandthepaymentto themerchant;elsettp abortsthe
transaction.However, a trustedthird party basedsolution
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is not scalable,hasa singlepoint of failure, incursheavy
administrative overheads,and is susceptibleto Denial-of-
Service(DoS)andhostcompromiseattacks.

In this paperwe presentelectronicfair exchangepro-
tocols that do not requirea completelytrustedserver. We
achievefairexchangeusingacollectionof untrustedservers.
Theuntrustedserverscouldpotentiallydisplayarbitrarybe-
havior; weuseByzantinefailures[5] to modelthebehavior
of untrustedservers. Our protocol is guaranteedto termi-
natewith a successfulexchangeor with a proofof themali-
ciousbehaviorof oneof thepartiesprovidednotmore than
one-third of theuntrustedservers aremalicious.

The restof this paperis organizedas follows. Section
2 summarizesthework donein the �eld of electronicfair-
exchangeprotocolsand positionsour work appropriately.
Section3 presentsourprotocolfollowedby adetailedanal-
ysis and proof of correctnessin Section4. Section5 de-
scribesour extendedprotocol and sketchestechniquesto
practicallydeploy theprotocolon a largescale.Finally, the
paperconcludesin Section6.

2 RelatedWork
Electronicfair exchangeprotocolshavereceivedsigni�cant
attentionfrom the researchcommunityin the recentpast.
Several interestingquestionshave alreadybeenanswered:
(i) Is it possibleto constructa fair exchangeprotocolwith-
out involving trustedthird parties?(ii) Evenotherwise,how
canwereducetheloadin thetrustedthird parties?

Pagniaet. al. [11] show thatit is impossibleto construct
a strongfair-exchange protocol in theabsenceof third par-
ties.SupposetwopartiesP andQ areinterestedin exchang-
ing electronicitemi P andi Q . Assumethedescriptionof the
item i Q , denotedasdQ beknown to P andthedescription
of theitem i P (dP ) is known to Q. In otherwords,thepar-
ties P andQ shouldknow preciselywhat to expect from
eachother. Let desc(i ) denotethedescriptionof someitem
i . Thepropertiesof astrongexchangeprotocolbetweentwo
partiesP andQ areasfollows:

� Effectiveness:If P andQ behavecorrectlyanddonot
wantto abandontheexchangethenwhentheprotocol
hascompleted,P hasi Q suchthat desc(i Q ) = dQ

andQ hasitem i P suchthatdesc(i P ) = dP .

� Strong Fairness: Whenthe protocolhascompleted,
eitherP hasi Q suchthat desc(i Q ) = dQ , or Q has
gainednoadditionalinformationabouti P . Thesame
conditionssimilarly countfor Q.

� Timeliness:P canbe surethat the protocolwill be
completedat a certainpoint in time. At completion,
thestateof theexchangeasof thispoint is either�nal
or changesto the statewill not degradethe level of

fairnessreachedsofar.

Pagniaet. al. [11] shows the impossibility of strong-
fair electronicexchangebetweentwo parties(in theabsence
of trustedthird parties)by reducingit to an asynchronous
distributed consensusproblem. It is well known that the
asynchronousdistributedconsensusproblemis impossible
in thepresenceof evenonefaultyprocess[4, 1].

Given that strongfair-exchangeprotocolsare impossi-
blewith involving third parties(tp), severalresearchefforts
havefocusedontechniquesthatcansigni�cantly reducethe
load on the tps. Optimistic fair-exchangeprotocolsguar-
anteestrongfair-exchangeby utilizing trustedthird parties,
while reducingthe involvementof a tp to only thoseex-
changesthat result in a con�ict. More concretely, an opti-
mistic fair-exchangeprotocolis de�ned asfollows:

� An exchangebetweentwonon-fraudulentpartiesdoes
not requirea trustedtp.

� Thetrustedtp is involvedonlywhenoneof theparties
detecta fraud in theelectronicexchange.Assuming
that most of the partiesin an openelectroniccom-
merceenvironmentaregood,the trustedtp is hope-
fully involvedinfrequently.

Micali [7] hasproposedacerti�ed emailexchange(CEM)
protocol that satis�es the propertiesof an optimistic fair-
exchangeprotocol.A certi�ed emailexchangeis de�ned as
follows: Let a bethemessagethatpartyP wantsto sendto
partyQ andlet bbetheQ's digitally signedreceiptfor that
message.CEM guaranteesthat party Q getsthe message
(a) if andonly if partyP getsthecorrespondingreceipt(b).

CEM doesnot requirethetrustedtp to bealwaysavail-
able. However, for the durationof time the trustedtp is
down, no con�icts canbe resolved. The costof increased
con�ict resolutiontime comeswith a reward. Note that
maintaininga trustedtp online and always available not
only increasesitsmaintenancecostsandadministrativeover-
heads,but alsomakesit moresusceptibleto attackers.

Nevertheless,any schemethatusesa trustedthird party
(or a small collectionof them)suffers from several draw-
backs. First andmost importantly, the trustedtp becomes
a singlepoint of failure; if the trustedtp is compromised
by an attacker then the attacker may succeedin perform-
ing many unfair exchanges.Second,the trustedtp is also
susceptibleto denialof serviceattackswhereina groupof
maliciousnodesmay�ood fakerequestsandexhaustall the
network bandwidthand processingpower available at the
trustedtp. Lastbut not theleast,it incursheavy administra-
tiveoverheadsto maintainthetrustedtp servers.

This paperpresentsanelectronicfair-exchangeprotocol
withoutrelyingoncompletelytrustedservers.To thebestof
our knowledgethis is �rst attemptto developfair-exchange
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protocolsusinguntrustedservers.Theguaranteesprovided
by our protocolis veryclose(but not equivalentto) thatof
a strongfair-exchangeprotocol. We extendour protocolto
applicationscenariosincludinglargeonlineelectroniccom-
mercecommunities,peer-to-peersystemsetc.Ourextended
protocolworkson largeelectroniccommunitiesandshows
the following good properties: completelydecentralized,
effective load balancing,toleranceto crashandByzantine
failures,andfreeof administrative costs(sinceit is devoid
of expensive trustedthird-partyservers).

3 The Protocol
In this sectionwe presentXChange, a distributedandde-
centralizedfairexchangeprotocolthatdoesnotrelyontrusted
third parties.

3.1 High-Level Properties

In thispaper, wecompletelyavoid therequirementof trusted
third party serversby achieving fair-exchangeusinga col-
lectionof untrustedservers. Our protocoltoleratesByzan-
tinefailuresof uptoone-thirdof theuntrustedservers.How-
ever, our protocoldoesnot guaranteestrongfair-exchange;
but provides guaranteesthat are very closeto strongfair-
exchange.Our protocolcompletelysatis�es the effective-
nessandthetimelinesspropertiesof a strongfair-exchange
protocol.However, thestrongfairnesspropertyis not com-
pletely satis�ed. When our protocol terminates,the two
partieseither have completeda fair exchangeor an hon-
est party hasa proof of maliciousbehavior of the fraud-
lent party. In the event that the latter happens,the mali-
ciouspartymighthave knowledgeof theotherparty's elec-
tronic item. Nonetheless,the proof of misbehavior canbe
usedtopermanentlyreprimandthemaliciousnode,thereby,
makingit fatal for themaliciousnodeto attemptsuchmal-
ice. Werequirethattheuntrustedserversarealwaysonline.
Notethatthis makestheuntrustedserversmoresusceptible
to attackers;however, compromisinga smallfractionof the
untrustedserversdoesnotaffect theguaranteesprovidedby
ourprotocol.

3.2 ElectronicExchangeUsingUntrusted Servers

In thissectionwepresentadistributedanddecentralizedfair
exchangeprotocol that doesnot rely on trustedthird par-
ties. In our protocol,two nodesexchangeelectronicitems
througha collection of untrustedserver(s). The group of
untrustedserversmay compriseof somemaliciousnodes,
whoseactionsmaybeentirelyunknownorunde�ned.Hence,
we assumea Byzantinemodel [5] for the malicious un-
trustedservers.In thefollowing portionsof thissection,we
presentan algorithmfor two partiesn andm to exchange
electronicitemsP andQ respectively. Wealsoassumethat
thedescriptionsof itemsP andQ (namely, dP anddQ ) is

known to nodesm andn respectively.
In the section,we describethe protocolasexecutedby

a non-maliciousnoden. Our protocol is completelysym-
metric;hence,if nodem werenon-maliciousthenit would
executeasymmetricsetof stepsasthatof noden. If nodem
weremaliciousthenit couldexecuteany arbitraryprotocol.
Thesameholdsfor untrustedservers. We only specifythe
protocolasexecutedby a non-maliciousservers; themali-
ciousserversmayexecuteany arbitraryprotocol.

OneUntrusted Server (Tri vial Case).Supposetwo nodes
n andm exchangetheir electronicitemsP andQ via one
untrustedserver s. Nodesn sendsits items P to the un-
trustedserver s alongwith dQ , the descriptionof item Q.
Theuntrustedservers on receiving boththeitemsP andQ
veri�es whetheritem Q matchesthedescriptiondQ sentby
noden andif item P matchesthedescriptionsendby node
m. If so,theuntrustedservers forwardstheitemQ to node
n anditemP to nodem.

Observethatthiselectronicexchangeprotocolis guaran-
teedto be fair if the server s doesnot behave maliciously.
In thefollowing schemesweaddmoreuntrustedserversand
guaranteethat theelectronicexchangeis fair aslong asno
morethanone-thirdof themaremalicious.

k Untrusted Servers. Now, supposeone relies on k un-
trustedserverss1; s2; � � � ; sk to exchangeelectronicitems
P andQ betweennodesn andm. Nodesn andm send
their respective itemsto all theuntrustedservers.Thenon-
maliciousserversindependentlyexecutethesameprotocol
asdiscussedin thepreviousscheme.

Supposingamaliciousnodem sendsits itemQ toatleast
onenon-maliciousserver thentheitemsP andQ would be
exchangedfairly (sinceirrespectiveof themaliciousbehav-
ior of otheruntrustedservers, the non-maliciousserver(s)
wouldanywayexchangetheitemsP andQ fairly). Also, if
nodem wereto sendits item Q to all the untrustedserver
thenit is quitelikely thatat leastoneof theuntrustedservers
is non-maliciousandhence,theexchangeterminatesfairly.
Unfortunately, sucha solution is deceptive and it in fact
worsensthesituationbecausethefair exchangeis notguar-
anteedaslongasat leastoneof theuntrustedserversis ma-
licious. Saythe goodnoden sendsits item (P) to all the
untrustedserversandthebadnodem sendsits itemto none.
If any oneof theuntrustedserversis malicious,thenit may
forwardnodetheitemP (n's item) to nodem.

k Untrusted Servers using Secret Shares. It is clearfrom
previousschemethatno untrustedserver mustever receive
any of the itemsP andQ completely. Hence,noden can
divideits itemP into k secretsharesf P1; P2; � � � ; Pk g with
thresholdthr � k. A (thr ; k) thresholdsecretsharing
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schemeproposedby Shamir[14] presentsatechniqueto di-
videadataitemD into k piecesin suchawaythatD is eas-
ily reconstructablefrom any thr piecesbut even complete
knowledgeof thr � 1 piecesrevealsabsolutelyno infor-
mationaboutD . Now, noden sendssharePi to untrusted
server si for 1 � i � k. Let us for now overlook how
the untrustedserver veri�es the sharePi andassumethat
thenon-maliciousserversexecutethesameprotocolasdis-
cussedin the �rst scheme.Note thata major improvement
in SchemeIII over schemesI and II is that the untrusted
serversdonotdirectly learnanythingabouttheitemsP and
Q aslong asthe numberof maliciousuntrustedservers is
lesserthanthethresholdthr .

Onemight be temptedto believe that if the numberof
maliciousservers is lesserthanthe thresholdthr thenthe
itemsP andQ would beexchangedfairly. Saynodem is
maliciousandit colludeswith a maliciousuntrustedserver
sj . Nodem sendsthr � 1 sharesto somesetof thr � 1
serversfrom f s1; � � � ; sj � 1; sj +1 ; � � � ; sk g. Now, themali-
ciousnodem wouldgetthr � 1 sharesof itemP from these
servers and the thr th sharefrom the maliciousserver sj

(whichis enoughto reconstructitemP); while noden getat
mostthr � 1 sharesof itemQ (whichis notenoughto recon-
structitemQ). In general,if nodem wereto colludewith r
maliciousserversthenit couldsendoutthr � r sharesto the
non-maliciousserversandreceive thr � r sharesof itemP
from non-maliciousserversandtheremainingr sharesfrom
the setof maliciousservers. Noden would not be ableto
reconstructitem Q (or a proof of nodem's misbehavior)
sinceit hasonly thr � r sharesof itemQ.

3.3 XChangeProtocol

We now presentour XChangeprotocol.Notethatwe spec-
ify theactionsonly for non-maliciousnodesandservers;ac-
tion of maliciousnodesmaybecompletelyunde�ned.Also,
we specifytheprotocolasexecutedby noden; nodem ex-
ecutesa symmetricprotocol(if it werenon-malicious).We
usek to denotethetotal numberof untrustedservers,k0 to
denotethenumberof maliciousservers(k0 � k) andr de-
note the numberof untrustedservers that colludeswith a
maliciouspartym.

Phase1: Initial Exchange.As the �rst phase,we simplify
theproblemof exchanging(possiblylarge)electronicitems
P andQ to exchangingtwo relatively smallkeys. Themain
motivation in doing so is the hugeperformancegainsone
would obtain in termsof the costof computingthe secret
sharesand the messagingcost. Let hPK n ; RK n i denote
the public and private key pair owned by noden. Also,
let us assumethat the public-key PK n is boundto node
n througha PKI baseddigital certi�cate [9]. Noden �rst
sendsI n = dP k ESK n (P) andsign (I n ) directly to node

m where,sign (X ) denotesthe digital signatureof X as
signedby noden, E denotessomesymmetrickey encryp-
tion algorithm(likeDES[3] or AES[8]) andSK n is a ran-
dom key generatedby noden for the symmetrickey en-
cryption algorithmE. Clearly, nodem canef�ciently ex-
tract theitem P from I n only if it becomesawareof SK n ,
thekey usedfor encryptingitem P. Whennoden receives
I m and sigm (I m ), it checksthe validity of this signature
beforeproceedingto phase2. In the remainingphasesof
this protocol,noden andm exchangethesecretkeys SK n

andSK m throughthecollectionof k untrustedservers.The
untrustedserversensurethatat theendof theprocessboth
noden andnodem receive SK m andSK n respectively.

Phase2: ExchangingPartiesSubmittingSecretSharesto
UntrustedServers.Noden dividesSK n into k secretshares
f SK 1

n ; SK 2
n ; � � � ; SK k

n g with thresholdthr = k � 2k0. We
defer the discussionof how the thresholdwas selectedto
theendof this section.Noden thensendsUj = dP k dQ k
SK j

n andsign (Uj ) to theserversj for j = 1; 2; � � � ; k.

Phase3: UntrustedServersVerifying SecretSharesandEx-
changingOK Messages.Whena non-maliciousserver sj

receivesasharefrom noden andnodem it veri�es thesig-
naturesandensuresthatbothof themagreeof thedescrip-
tion of the itemsto be exchanged,namely, dP anddQ . If
so,server sj sendsanOK messageto all untrustedservers
(includingitself).

Phase4: UntrustedServers Forwarding SecretSharesto
Nodes. When a non-maliciousserver sj receives k � k0

numberof OK messages,it sendsUj andsign (Uj ) to node
m andvice-versa.Theuntrustedserverswait for only k � k0

messagessinceweassumedthattherecouldbek0malicious
serversandtheir actionscouldbeunde�ned(includingnot
sendingtheOK message).

Why doweneedaroundof OK messages?Supposethe
maliciousnodem wereto colludewith r maliciousservers
(say, f s1; s2; � � � ; sr : 1 � r � k0g), thennodem maysend
itssecretsharesonly tok� 2k0� r serversin f qr +1 ; � � � ; qk g.
Now, nodem obtainsthe item from noden through the
serversto whomit sentits sharesandits r maliciousfriends,
while the non-maliciousnoden obtainsonly at mostk �
2k0� r shares(whichis insuf�cient to reconstructtheitem).
Essentially, a roundof OK messagesforcesthe malicious
nodem to sendout at leastk � 2k0 (= thr ) sharesto the
non-maliciousservers. Even if nodem werenot awareof
any maliciousservers in the group, it can sendout only
k � 2k0 + r (r < k0) sharesandhopethat at leastr + 1
of themreachthe maliciousservers. Now thesemalicious
serversmaychooseto forward thesharesentby noden to
nodem andnot vice-versa(Notethatactionstakenby ma-
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licious serversare in generalunde�ned). However, if one
assumesthatnodem is not awareof (or doesnot colludes
with) maliciousserversthentheprobabilityof anunfair ex-
changeis largelyreduced.Wearguemoreonthelinesof the
probability of anunfair exchangein our extendedprotocol
presentedin Section5.

Phase5: SecretShareReconstructionandItem Construc-
tion. After noden receivesk � 2k0 secretshares,it recon-
structsthe key SK m . Let the reconstructedkey be SK 0

m .
Now, noden attemptsto recover theitem Q from themes-
sageI m initially sentby nodem. Let Q0denotetheitemob-
tainedondecryptingtheitemfrom I m usingsymmetrickey
SK 0

m . If thedescriptionof Q0 doesnot matchdQ , namely
desc(Q0) 6= dQ , then either the maliciousnodem must
have eithersentan incorrectelectronicitems(Q0 6= Q) or
anincorrectkey (SK 0

m 6= SK m ). Nonetheless,noden has
a proof of nodem's maliciousbehavior. The proof com-
prisesof the initial messageI m anda setof k � 2k0 secret
shares(all of which aredigitally signedby nodem) such
that theelectronicitem extractingusingthesymmetrickey
SK 0

m constructedfrom thesesecretsharesdoesnot match
thedescriptionof theelectronicitemusedin I m .

Now werevisit thethresholdthr usedfor dividing secret
sharesin Phase2 anddiscusshow to determineit. Notethat
of thek � k0 OK messagesreceived in Phase3, only k �
2k0 messagesareguaranteedto have originatedfrom non-
maliciousnodes(maliciousnodesmayreportOK without
receiving theshareOR they maynot verify the integrity of
themessageOR they maysimply not forward theshareto
noden in Phase4). Hence,in orderfor noden to reconstruct
the secretshares,the thresholdshouldnot exceedk � 2k0

(thr < = k � 2k0). On theotherhand,thethresholdshould
be unachievablebetweena maliciousnodeandhis r mali-
ciousfriends(thr > r ). So,if r < k � 2k0, we canalways
pickathresholdthr (r < thr < = k� 2k0) suchthatthefair-
nessis guaranteed.Assumingworsecasecollusion,r = k0,
thefairnessis guaranteedaslongask0 < thr < = k � 2k0).
Hence,this solutioncanguaranteecompletefairnesswith
up to one-thirdof thenodesto bemalicious(k0 < k

3 ). We
will give a moreformal anddetailedanalysisof the effec-
tivesandfairnessof theprotocolin next section.

4 Analysis

4.1 Thr eatModel

Recallthatwehavek untrustedserversamongwhichk0 are
malicious.A maliciousnodem maycolludewith r servers
out of thek0 maliciousones.Themaliciousnodem is not
awareof thek0� r maliciousbut non-colludingservers.We
�rst formalizethemaliciousnodebehaviors andthenature

of collusionswe explore in this paper. It is importantto
rememberthat therecould be othermeansthroughwhich
maliciousnodescouldcolludethatwe have not exploredin
this paper. The collusionmodelpresentedin this paperis
a highly pragmaticmodelfor largescaleonlineelectronic-
communitiesdiscussedin Section5.

For a maliciousnoden, thegoal is to have anunfair ex-
change,i.e. to gettheitem from n but not giving away his.
The setof untrustedserversthat colludewith nodem will
try to extract the item P from noden but not give away a
proofof maliciousbehavior of nodem. However, themali-
ciousnodesthatdonotcolludewith nodem wouldattempt
a DoS attackon the electronicexchange(insteadof help-
ing nodem in achieving an unfair exchange).This serves
themtwo purposes.If the two transactingnodesn andm
arenon-maliciousthenby notsendingtheOK messagethe
maliciousnodesmaypreventanexchangebetweenthetwo
nodes.On the otherhand,if nodem weremaliciousthen
sendinganOK messagewouldonly resultin eitherthenon-
maliciousnoden gettinga proof of maliciousbehavior of
nodem or the maliciousnodem performingan unfair ex-
change;bothof whichareof nointerestto thenon-colluding
maliciousservers.Table1 summarizesthebehavior of vari-
ousuntrustedservers.Additionally, onecouldview thefail-
ure model for colluding servers as Byzantinefailures and
that of non-colludingmaliciousservers as crash failures.
Our analysisanalyzestheXChangeprotocolundera com-
binationof thesetwo failuremodels;we motivatetheneed
of suchamodelfrom apragmaticstandpoint in Section5.

Notethatwe do not considercollusionbetweennodem
andnoden. If they wereto collude,then:Why go through
the fair-exchangeprotocolat all? If the transactingparties
trusteachothercompletelythenthereis no needfor a fair-
exchangeprotocolin the�rst place.

4.2 Effectiveness

Theorem4.1 TheXChange protocol guaranteeseffective-
nessfor twonon-maliciousnodesn andm.

Sincenodesn and m are non-maliciousthey sendout
all k correctsecretsharesto theuntrustedserversin phase
(1). Everynon-maliciousserver thatreceivesit sendsoutan
OK message(sincethe sharesagreeon the itemsdP and
dQ ) in phase(2). Hence,every untrustedserver would re-
ceiveat leastk � k0 numberof OK messagesandthussend
nodem'ssecretshareto noden andvice-versain phase(3).
Givenk � k0 correctsharesnoden canreconstructthecor-
rect symmetrickey SK m andthe protocolterminatessuc-
cessfullyin phase(4). Note that it is not possiblefor the
maliciousserversto modify thesecretsharessincethey are
digitally signedby the nodes. Hence,even if noden re-
ceivesa corruptedsharefrom a maliciousserver, it simply
ignorestheshareif thesignatureveri�cation fails.
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UntrustedServer Goal Action

non-maliciousservers fair-exchange completeprotocol
maliciousnon-colludingservers denial-of-service not sendOK messages

maliciouscolludingservers unfair-exchange sendOK messages;
delivernoden 's secretsharesto nodem ;

NOT delivernodem 'ssecretsharesto noden

Table1: PartialCollusionof UntrustedServers:GoalsandActions

Threshold Outcomeof Fair Exchange

thr � r guaranteedunfair exchange
r < thr � k � k 0 � r guaranteedfair exchangeor aproofof maliciousbehavior
thr > k � k 0 � r

V
outcomeof thefair exchangeprotocolis uncertain

thr > r Pr(fair exchangeor proofof maliciousbehavior) = 1� Pr(unfair exchange)

Pr(unfair exchange)=
P min ( thr � 1 ;q )

nms = max ( k � k 0� r ;thr � r )

�
k � k 0
nms

�
�

�
k 0

q � nms

�

�
k
q

�

Table2: Probabilityof Fair-ExchangeunderPartialCollusiveSettings

4.3 Fairness

Now weanalyzethefairnessof theXChangeprotocol.Sup-
posenoden were non-maliciousand nodem were mali-
cious.Theonly waynodem succeedsin anunfair exchange
is whenit hasthe item P andnoden hasno proof of node
m'smaliciousbehavior.

As we have discussedearlierin the threatmodel,a ma-
licious nodem will always receive r sharesfrom the un-
trustedserversit is colludingwith. If thethresholdthr used
for constructingsecretshareswereto be lessthanor equal
to r , thenit is straightforwardfor nodem to performanun-
fair exchangesinceit canconstructSK n from ther shares
it receivesfrom its colludingservers.

Corollary 4.2 GuaranteedUnfair Exchange. If thr � r ,
thena maliciousnodecanperforma guaranteedunfair ex-
change.

Now we considerthe casewhen r < thr . Sincethe
thresholdis not achievablebetweennodem andits collud-
ing servers,it needsadditionalsharesto constructSK n . So
it hasto sendout somesharesto otherservers in order to
obtainadditionalsharesfrom noden.

Lemma 4.3 Assumea maliciousnodem sendsoutqshares
(0 < q � k), amongwhichnms sharesreachnon-malicious
untrustedservers. Thefollowing conditionshaveto besat-
is�ed in order for nodem to getanunfair exchange.
C1: nms � k � k0 � r
C2: nms + r � thr
C3: nms < thr

Nodem needsadditionalsharesto constructSK n . How-
ever, a non-maliciousserver would sendnoden's shareto
nodem only after it receivesk � k0 numberof OK mes-
sagesaccordingto Phase3 in ourprotocol.Ther malicious
friends of nodem would anyway sendthe OK message.

Sincethemaliciousnon-colludingserversdo not sendOK
message,in orderto obtaintheremainingk � k0� r number
of OK messages,m shouldsendat leastk � k0 � r shares
reachingnon-maliciousservers. HenceC1: nms � k �
k0 � r . Oncethenms non-maliciousservershave received
sharesfrom both n andm andreceived the requirednum-
ber of OK messages,they will forward the sharesto both
n andm. Sonodem receivesnms sharesfrom thesenon-
maliciousserversandr sharesfrom his maliciousfriends.
Thetotal numberof secretsharesmustexceedsthe thresh-
old (� thr ) in order to reconstructSK n andsuccessfully
extract item P. HenceC2, nms + r � thr . At the same
time, noden alsoreceivesnms sharesfrom non-malicious
servers.For nodem to getanunfair exchange,noden must
not have the requirednumberof secretshares(< thr ) so
thatit canneitherextracttheitemQ norcanit obtainaproof
of maliciousbehavior of nodem. HenceC3,nms < thr .

Theorem4.4 GuaranteedFair Exchange. If r < thr �
k � k0 � r , thenthere is a guaranteedfair exchange or the
non-maliciousnodesgetsa proof of maliciousbehaviorof
themaliciousnode.

If the thresholdthr usedfor generatingsecretsis less
thanor equalto k � k0 � r thennoden receivesthecorrect
item Q from nodem or a proof of maliciousbehavior by
nodem. Note that the only way to satisfyconditionC1 is
to sendat leastk � k0 � r sharesto non-maliciousservers;
however this would falsify condition C3. Note that r <
thr � k � k0 � r putsa boundon thenumberof colluding
maliciousserversr , namely, r < k � k 0

2 .

Theorem4.5 UncertainOutcome. If thr > k � k0 � r
V

thr > r , theXChange protocolmayhaveanuncertainout-
come. They aregivenby thefollowingprobabilities:
Pr(fair exchangeor proofofmaliciousbehavior)= 1� Pr(unfair
exchange)
Pr(unfair exchange)
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=
P min ( thr � 1;q)

nms = max (k � k 0� r ;thr � r )
(k � k 0

nms ) � ( k 0� r
q � nms )

(k � r
q )

Uncertaintyin Fair Exchange. If the thresholdthr were
greaterthank � k0 � r , the fact that nodem cannotdis-
tinguishbetweennon-maliciousserversandnon-colluding
maliciousserversmakesits taskdif�cult. To satisfycondi-
tion C1, nodem would have to sendout q � k � k0 � r
secretsharesandhopethat it reachesat leastk � k0 � r
non-maliciousservers(nms). In orderto satisfyconstraint
C2,thenodem wouldhaveto hopethatthenumberof non-
maliciousserversnms it reachesis constrainedby nms +
r � thr . To satisfyconditionC3, nodem would have to
hopethat nms < thr . On the other hand, if more that
thr sharesoutof theq sharesreachesnon-maliciousservers
then noden getsthe item Q or a proof of maliciousbe-
havior of nodem; or if nms < k � k0 � r we do not get
therequirednumberof OK messagesandhencetheproto-
col terminateswithout theexchangeof theelectronicitems
(still the exchangeis fair); or if nms < thr � r thenthe
maximumnumberof sharesreceivedby themaliciousnode
m equalsnms + r , which is lesserthanthe thresholdthr
andhencetheprotocolterminateswithout theexchangeof
theelectronicitems(still theexchangeis fair).

Nonetheless,the fact that the noden may get a crypto-
graphicallysecureandprovablepieceof datafrom nodem
with a non-zero probability makesthis a toughbet for the
maliciousnodem; sinceonemistakeby nodem mayresult
in it beingpermanentlyreprimandedfrom theonlinecom-
munity. Theonly waynodem canplay it safeis to sendthe
correctitemQ andthecorrectkey SK m ; sothatwhennode
m fails in makinganunfair exchange,noden getsthecor-
rectitemQ andnotaproofof its maliciousbehavior. In the
event that nodem succeedsin makingan unfair exchange
thennoden getsneithertheitemQ noraproofof nodem's
maliciousbehavior.

Summary. Table2 summarizestheresultsof theabove dis-
cussion. The epitomeof this discussionis that onecould
exploit the partial collusive settingsthat is commonlyob-
served in large scalesystemscomprisingof autonomous
nodesto achieve thefollowing: (i) Toleratelargerfractions
of maliciousserversin thegroupof untrustedservers(k0 >
k
3 ), (ii) Largelyreducetheprobabilityof anunfairexchange,
and (iii) Heavily constraina maliciousnodem to always
usethecorrectitemQ andsendthecorrectkey SK m lestit
givesawayaproofof its maliciousbehavior to thenoden.

5 ExtendedProtocolfor Lar geOnline
E-Communities

In thissectionwepresentanddiscussourfair-exchangepro-
tocol in thecontext of largeonlineelectroniccommunities

andpeer-to-peersystems.Thesearelargescaledistributed
systemscomprisingof alargenumberof autonomousnodes.
Thesemutuallysuspiciousnodesmayexecutetransactions
that exchangeelectronicdataitemsbetweeneachother. It
is very importantto ensurefairnessin suchelectronicex-
changes.Also, most of the participantsin thesecommu-
nities arenon-malicious.Nevertheless,the lack of mutual
trustmakesit necessaryfor theparticipantsin suchcommu-
nitiesto cautiouslyexchangeelectronicitems.Also, theau-
tonomousnatureof theparticipantsmakesit hardfor them
to agreeon a centraltrustedthird party. The fundamental
goal the extendedXChangeprotocol is to achieve fair ex-
changeof electronicdataitems betweentwo nodesin an
e-communityusingothernodesin thesamee-community.

5.1 ExtendedXChangeProtocol

Let therebeN nodesin a largeonlinecommunity. Let p be
the percentageof badnodesin the system.Let cf (m) de-
notethecollusion-factorfor amaliciousnodem; collusion-
factordenotesthefractionof maliciousnodesin thesystem
thatwould colludewith nodem. Notethatsincethenodes
arelargely autonomous,it is quiteunlikely thata malicious
nodefromoneautonomousorganizationwouldcolludewith
othermaliciousnodesfrom otherorganizations.

For simplicity assumethatthenodesin thesystemarela-
beledwith identi�ers from f 0; 1; � � � ; N � 1g. Let theiden-
ti�er for a noden be denotedby I D(n). We remove this
restrictionon thedomainof identi�ers andalsopermit the
numberof nodesin thesystemto varysubsequently[15].

Let ussupposetwo nodesn andm areinterestedin ex-
changingelectronicitems P andQ. The �rst stepof the
protocol is to uniformly and randomlychoosea set of k
nodesin the systemto play to role of untrustedservers in
our fair-exchangeprotocol. It is very importantthat theset
of k nodesarechosenrandomlyfrom the setof N nodes;
elsea maliciousnodem could choosea set of his mali-
ciousfriendsasthe collectionof untrustedservers. To be
fair to both nodesn andm, we might want to allow each
of them choose k

2 nodesto form the group of untrusted
servers.However, sinceour protocoltoleratesonly k

3 mali-
ciousnodesamongstthegroupof untrustedservers,allow-
ing a maliciousnodeto choosek

2 untrustedserversis also
not feasible.We augmentphase0 to our XChangeprotocol
for selectinguntrustedservers.

Phase0: Two exchangingpartiesn andm choosea group
of nodesto play the role of untrustedservers as follows.
Two nodesn andm chooseuntrustedserversj asthatserver
whoseidenti�er is H (I D (n) � I D (m) � j ) mod N (for
1 � j � k), whereH denotesa strongone-way collision
freehashfunction(like MD5 [6] or SHA1 [13]) and� de-
notesbitwise exclusive-or operation. Hence,neithernode
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N Meantime E[Att ] Pr(Att � 4N ) Pr(Att � 8N )
(ms)

1024 2.32 2112 0.80 0.96
2048 4.22 4301 0.76 0.95
4096 8.47 8157 0.76 0.97
8192 16.08 16421 0.84 0.99

Table3: Effort requiredto choosea favorabler and j

n nor nodem independentlyhasa say in determiningthe
collection of untrustedservers assumingthe uniform and
randompropertiesof the hashfunction H and that nodes
cannotspooftheir identi�ers. Also, animplicit assumption
in ourdiscussionis thatit is indeedpossibleto correctlylo-
catea nodegivenits identi�er. Interestedreadersmayrefer
to thelongversionof thispaperfor furtherdetails[15].

Why don't we permit thenodesn and/orm to usesome
randomvaluesr andj for generatingkeyj , i.e., why not
usekeyj = I D(n) � I D (m) � r andj insteadof keyj =
I D(m) � I D (n) � j ? Onemight supposethat allowing
the nodesn andm to choosetheserandomnumbersmay
not give themany advantagesincetheuntrustedserversare
chosenasahashof thekeys(recall,sj = H (keyj ) mod N )
thereby, makingtheprocessof choosinga favorabler andj

as hard as attemptingto invert the hashfunction H . A
r andj is favorablefor a maliciousnodem if usingr andj

resultsin the selectionof a maliciousserver nodesj . As-
sumingthat the size of the hashspaceis 2128 one might
incorrectlyconcludethat abouthalf of the hashspacehas
to be searchbefore the maliciousnodem can identify a
favorabler andj . Unfortunately, this is not true, sincewe
chooseserver sj from a domainof size N (recall sj =
H (keyj ) mod N ). In fact, with a reasonablyhigh proba-
bility, in aboutO(N ) attemptsthemaliciousnodem would
be able to choosea favorabler andj . Moreover the com-
putationaleffort requiredto identify a favorabler andj is
very small; the XOR operationsarecomputationallyvery
cheapandonecancomputeabout1 million hashes(using
MD5 [6] from OpenSSLlibrary [10]) in just one second
2. Table3 shows the meantime andthe expectednumber
of attempts(Att ) to �nd a favorabler andj ; andthe prob-
ability that a favorabler andj is found in O(N ) attempts.
Therefore,it is very importantthat thekeys f keyj g arenot
chosenusingsomerandomintegersgeneratedby thetrans-
acting parties. We proposeto generatekeyj as follows:
keyj = I D(m) � I D (n) � f (j ), wheref (j ) is somepub-
licly known deterministicinjective functionon thedomain
of integers.Onesimpleexampleof suchaninjective func-
tion f (j ) is f (j ) = j .

2As measuredon a 900MHzIntel PentiumIII processorrunningRed-
HatLinux 9.0

5.2 Analysis

In this section,we presentan in-depthsecurityanalysisof
our extendedXChangeprotocol.Thekey concernsinclude
thefollowing: (i) DoestheextendedXChangeprotocolin-
deedselectk untrustedservers uniformly and randomly?
(ii) What if therearemorethanone-thirdmaliciousnodes
in thecollectionof untrustedservers?(iii) Whatis theeffect
of collusionamongstthebadnodeson theextendedproto-
col?

Beforewe proceedwith the discussionon theseissues
we emphasizethe importanceof disallowing themalicious
nodesfrom spoo�ng fake identities. It hasbeenshown by
Douceurin theSybil attackpaper[2] thatthebadnodesmay
potentiallyamplify their strengthby a factorthat is propor-
tional to the numberof identitiesthey can spoof simulta-
neously. Onecould tie down an identity to a nodethrough
digital certi�cation basedmechanismsor enforcea secure
login procedurefor nodeswantingto join the overlay net-
work (comprisingof theonlineelectroniccommunity).

5.2.1 Number of Untrusted Servers

We studyour selectionprocedurefor selectinga groupof
untrustedservers. We explore this issuein threesteps:(i)
What is the probability that the groupsizecould be lesser
thank? (ii) How canonechangethe groupsizedynami-
cally?

Now weaddressthe�rst issueusingtheorem5.1.

Theorem5.1 Theuntrustedselectionprocedure (phase0)
yieldsk untrustedserverswith probabilitye� k ( k � 1)

2N

Theproofof thistheoremdirectlyfollowsfrom theBirthday
paradox[16]. Birthday paradoxestimatesthe probability
of collision in a hashfunction; in our scenario,a collision
would imply thattwo of thek nodesthatarerandomlycho-
senfrom N nodesin thesystemhappento be identical. In
otherwords,a collision in the hashfunction would imply
thatour server selectionprocedureactuallyyieledlessthan
k servers.

Note that while N , the numberof nodesin the online
communitycouldbeof theorderof a few thousands,k, the
numberof untrustedservers requiredfor fair-exchangeis
verysmall(about4 to 10,seeSection5.2.2).Birthdaypara-
dox shows that unlessk is of the orderof

p
N the proba-

bility of a collision is extremelysmall. Figure1 shows the
probabilityof acollisionwith N = 1024nodesfor different
valuesof thegroupsizek. FromFigure1 it is apparentthat
theprobabilitythataselectionyieldslesserthank untrusted
serversis verysmallfor smallgroupsizes.

Now we addressthe secondissue. Supposethe group
sizeof untrustedserversturnedout to be lessthank. One
option would be to simply run the fair-exchangeprotocol
using a smallernumberof untrustedservers. This would
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Figure1: Probabilityof Collision for VaryingGroupSize(k) and
N = 1024nodes

impacttheprobabilityof a fair-exchangeasdiscussedin the
next section.Onecanalsodynamicallyincreasethegroup
sizeprovided both the nodesn andm agreeon doing so.
This canbeachievedby systematicallysearchingfor other
untrustedserversby constructingkeys usingf (j ) for j =
k + 1; k + 2; � � � . Nevertheless,we emphasizethat with
very high probability this additionalsearchwould not be
required.
Discussion. Our server selectionschemehasseveral ad-
vantages.First,by randomlychoosinguntrustedserversthe
selectionschemeguaranteesgood load balancingproper-
ties. Second,thereis no small setof maliciousnodesthat
can disrupt the transactionsof noden with all the other
nodesin thesystem.However, if therearemorethanone-
third maliciousnodesin the set of untrustedservers cho-
senfor an exchangebetweennoden and m then all ex-
changesbetweenthenodesn andm maybedisrupted.As
we have pointedout, randomizingf (j ) breaksthesystem's
securityguarantees.Onecanwork aroundthis problemby
usingan externally observableand veri�able eventasfol-
lows. For example,onecould de�ne a time varying func-
tion f (t; j ) = j + hour of day(t). The nodesn andm
mayexchangetheir currenthour of thedayasa partof the
initial messageI n andI m (recallSection3.2). Only if the
two nodesagreeon this valuetheexchangeprotocolis ini-
tiated. Note that two nodeswould mostprobablyagreeon
thecurrenthourof thedayfor mosttimeinstantst assuming
that themaximumclock skew betweentwo nodesis much
smallerthanonehour. Also observe thata maliciousnode
doesnot have a choiceof randomlychoosingthe current
hour of theday; andthat thesetof untrustedserversfor an
exchangebetweentwo givennodesn andm changeevery
onehour.

5.2.2 Fairnessand Effectiveness

Now, wehavediscussedtechniquestochooseuntrustedservers
randomlyfrom the collection of all nodesin the system.
Neverthelessthereis non-zeroprobability that a randomly
chosencollectionof untrustedserversconsistsof morethan
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Figure2: Probabilityof Fair-Exchangefor VaryingGroupSize
(k) andDifferentFractionof MaliciousNodes(p)

one-thirdmaliciousnodes. We addressthis issuein mul-
tiple steps:(i) What is the probability that morethanone-
third nodesin a randomlychosensetof untrustedservers
aremalicious? (ii) What are the chancesthat a exchange
terminatesunfairly whenmorethanone-thirdof theservers
aremalicious?

We addressthe �rst issuenow using theorem5.2. Let
p denotethe fraction of maliciousnodesin the entiresys-
tem. Let binom(p; v; k) denotesthe probability in a bi-
nomialdistribution for v successesfrom k trials wherethe
probabilityof successin any trial is p.

Theorem5.2 Theprobabilitythatourserverselectionscheme
choosessmallerthan one-third maliciousservers in a col-
lectionof k servers is
P bk=3c

v=0 binom(p; v; k).

Theproof of this theoremfollows from thefact thatour
serverselectionschemechoosesserversuniformly andran-
domly from a large pool of nodeswhereinthe probability
thata randomlychosennodeis maliciousis p.

Figure2showstheprobabilityof fair-exchange(theprob-
ability that the numberof malicious servers is lesserby
k
3 ). For small valuesof p the probability that more than
one-thirdnodesturnout to bemaliciousis extremelysmall.
Also, for small valuesof p, the probability that morethan
one-thirduntrustedserversaremaliciousdecreaseswith the
numberof untrustedserversk. Hence,in theory, onecould
alwaysincreasetheprobabilityof fair-exchangeby increas-
ing k (providedp < 1

3 ). However, thishighersecurityguar-
anteecomesat the costof increasednumberof messages
exchangedby ourprotocol.

Now we addressthe secondissue. What if more than
one-thirdthe serversaremalicious?Note that presenceof
morethanone-thirdmaliciousserversdoesnotguaranteean
unfair exchangebecauseonly colludingserverswould aim
at achieving an unfair exchange,while the non-colluding
maliciousserverswould attempta denial-of-serviceattack.
We have studiedtheextendedXChangeprotocolunderthe
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threatmodeldiscussedin Section4. Interestedreadersmay
refer to the long versionof this paperfor detailedexperi-
mentalresults[15].

6 Conclusion
In this paper, we have proposedXChange,an electronic
fair-exchangeprotocol that functions without requiring a
trustedthird party server(s). Eliminating the requirement
of trustedserversreducesadministrativecosts,avoidsasin-
gle point of failure andshieldsthe systemfrom denial-of-
serviceandhostcompromiseattacks.We have shown the
correctnessandquantitatively analyzedthesecurityguaran-
teesprovided by the XChangeprotocol. We presentedan
extendedXChangeprotocol that operateson a large scale
onlineelectroniccommunitiesandpeer-to-peersystems.The
extendedXChangeprotocolis completelydistributed,scal-
able,highly fault-tolerantandshowsverygoodloadbalanc-
ing properties.We alsostudiedthesecurityguaranteesof-
feredby theextendedXChangeprotocolandoutlinedtech-
niquesto constructa pragmaticimplementationof the ex-
tendedXChangeprotocolusingDHT-basedoverlaynetworks.
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