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Abstract

Peer-to-Peer eCommerce communitiesare commonly
perceivedas an environmentoffering both opportunities
and threats. Oneway to minimizethreatsin such an open
communityis to usecommunity-basedreputations,which
can be computed,for example, through feedback about
peers' transactionhistories. Such reputationinformation
can help estimatingthe trustworthinessand predictingthe
future behaviorof peers. This paper presentsa coherent
adaptive trust model for quantifying and comparing the
trustworthinessof peersbasedona transaction-basedfeed-
back system. There are two main features of our model.
First, wearguethat the trust modelsbasedsolelyon feed-
back from other peers in the communityis inaccurateand
ineffective. We introducethree basic trust parameters in
computingtrustworthinessof peers. In additionto feedback
a peer receivesthrough its transactionswith other peers,
weincorporatethetotal numberof transactionsa peerper-
forms,and the credibility of the feedback sourcesinto the
modelfor evaluatingthe trustworthinessof peers. Second,
we introducetwo adaptivefactors, the transactioncontext
factorandthecommunitycontext factor, to allow themetric
to adaptto differentdomainsandsituationsandto address
commonproblemsencountered in a varietyof onlinecom-
munities.We presenta concretemethodto validatethepro-
posedtrust modelandreport thesetof initial experiments,
showingthefeasibilityandbene�t of our approach.

1 INTRODUCTION

Peer-to-peer(P2P) electroniccommerce(eCommerce)
communitiescanbeseenastruly distributedcomputingap-
plicationsin which peers(members)communicatedirectly
with oneanotherto exchangeinformation,distribute tasks,
or executetransactions.P2PeCommercecommunitiescan
beimplementedeitherontopof aP2Pnetwork [24, 1, 26] or

usinga conventionalclient-server platform. Gnutellais an
exampleof P2PeCommercecommunitiesthatarebuilt on
top of a P2Pcomputingplatform. Person-to-persononline
auctionsitessuchaseBayandmany business-to-business
(B2B) servicessuchassupply-chain-management networks
areexamplesof P2Pcommunitiesbuilt on top of a client-
servercomputingarchitecture.

In eCommercesettingsP2Pcommunitiesare often es-
tablisheddynamicallywith peersthatareunrelatedandun-
known to each other. Peersof such communitieshave
to managethe risk involved with the transactionswithout
prior experienceand knowledgeabouteachother's repu-
tation. Oneway to addressthis uncertaintyproblemis to
develop strategies for establishingtrust and develop sys-
tems that can assistpeersin accessingthe level of trust
they shouldplaceon an eCommercetransaction.For ex-
ample, in a buyer-seller market, buyersare vulnerableto
risksbecauseof potentialincompleteor distortedinforma-
tion providedby sellers.Trust is critical in suchelectronic
marketsasit canprovide buyerswith high expectationsof
satisfyingexchangerelationships. A recentstudy [9] re-
portedresultsfrom bothanonlineexperimentandanonline
auctionmarket,which con�rmed thattrustcanmitigatein-
formationasymmetry(thedifferencebetweentheamounts
of information the two transactingpartiespossess)by re-
ducingtransaction-speci�crisks,thereforegeneratingprice
premiumsfor reputablesellers.

Recognizingthe importanceof trust in suchcommuni-
ties, an immediatequestionto ask is how to build trust.
Thereis anextensiveamountof researchfocusedon build-
ing trustfor electronicmarketsthroughtrustedthird parties
or intermediaries[14, 23, 8]. However, it is not applicable
to P2PeCommercecommunitieswherepeersareequalin
their rolesandthereareno entitiesthatcanserveastrusted
third partiesor intermediaries.

Reputationsystems[21] provideawayfor building trust
throughsocial control without trustedthird parties. Most
researchon reputation-basedtrustutilizesinformationsuch
as community-basedfeedbacksaboutpastexperiencesof



peersto help making recommendationand judgmenton
quality and reliability of the transactions. Community-
basedfeedbacksareoften simpleaggregationsof positive
and negative feedbacksthat peershave received for the
transactionsthey have performedand cannot accurately
capturethetrustworthinessof peers.In addition,peerscan
misbehave in a numberof ways, suchas providing false
feedbackson otherpeers.Thechallengeof building a trust
mechanismis how to effectively copewith suchmalicious
behavior of peers. Anotherchallengeis that trust context
variesfrom communitiesto communitiesandfrom transac-
tions to transactions.It is importantto build a reputation-
basedsystemthat is ableto adaptto differentcommunities
anddifferentsituations.

Furthermore,thereis alsoa needfor experimentaleval-
uationmethodsof a given trust model in termsof the ef-
fectivenessandbene�ts. Most traditionaltrustmodelsonly
give an analyticalmodelwithout any experimentalvalida-
tion dueto thesubjectivenatureof trust.Thereis a needof
generalmetricsfor evaluatingtheeffectivenessandbene�ts
of trustmechanisms.

With these researchproblems in mind, we develop
PeerTrust, a peer-to-peertrust model for quantifying and
assessingthe trustworthinessof peersin P2PeCommerce
communities.Ourgoalis to build ageneraltrustmetricthat
providesaneffectivemeasurefor capturingthetrustworthi-
nessof peers,addressesthe fake or misleadingfeedbacks,
andhasthecapabilityto adaptto differentcommunitiesand
situations.

A uniquecharacteristicof our trust model is the iden-
ti�cation of � ve importantfactorsfor evaluatingthe trust-
worthinessof a peerin an evolving P2PeCommercecom-
munity: (1) the feedbackin termsof amountof satisfac-
tion a peerobtainsfrom otherpeersthroughtransactions,
(2) thefeedbackscope,suchasthetotalnumberof transac-
tions that a peerperformswith otherpeersin the commu-
nity, (3) the credibility factor for the feedbacksource,(4)
the transactioncontext factor for discriminatingmission-
critical transactionsfrom lessor non-criticalones,and(5)
the communitycontext factor for addressingcommunity-
relatedcharacteristicsandvulnerabilities. A generaltrust
metricis de�ned to combinethesetrustparametersin com-
puting trustworthinessof peers(seeSection3). Most ex-
isting reputation-basedtrustmodelsonly take into account
the�rst factor � theamountof satisfaction(feedbacks)that
otherspeershave over thegivenpeer. By analyzinga vari-
ety of commonproblemsencounteredin today's electronic
marketsandonline communities,we demonstratethat the
feedbackonly approachis not only inaccuratebut alsovul-
nerablewhen appliedto evaluatingthe trustworthinessof
a peer. In addition,we presenta concretemetric to illus-
tratetheimportanceof thetrustassessmentfactors(seeSec-
tion 4); validatetheproposedtrustmodel,andreporttheset

of initial experiments,showing the feasibility andbene�ts
of ourapproach(seeSection5).

2 RELATED WORK

Therearea few existing onlinereputationsystemssuch
asthefeedbacksystemof eBay, Yahoo!Auction,andAuc-
tion Universe.Most of thesesystemsusethesinglefactor
of feedbacksasthereputationmeasure.As wehavepointed
out, the feedbackonly approachcannotcapturethe trust-
worthinessof userseffectively. We will analyzethe com-
mon problemsencounteredin thesecommunitiesin detail
in Section3.1anddiscusshow our approachaddressesthe
problems.

A numberof reputationsystemsand mechanismsare
proposedfor online environmentsand agent systemsin
general[28, 4, 27]. Most of themassumethe feedbackis
alwaysgiven honestlyandwith no biasandpaid little at-
tentionto handlethesituationwherepeersmayconspireto
providefalseratings.

A few proposalsattemptedto addressthe issueof qual-
ity of thefeedbacks.Theproposalfor computingandusing
reputationfor Internetratingsby Chenet al. [10] differen-
tiatesthe ratingsby computinga reputationfor eachrater
basedon the quality and quantity of the ratings it gives.
However, the methodis basedon the assumptionthat the
ratingsareof goodquality if they areconsistentto thema-
jority opinionsof the rating. Adversarieswho submitfake
or misleadingfeedbackscanstill gaina goodreputationas
a rater in their methodsimply by submittinga large num-
berof feedbacksandbecomingthemajority opinion. Del-
larocas[12] proposedmechanismsto combattwo typesof
cheatingbehavior when submittingfeedbacks.The basic
ideais to detectand�lter out exceptionsin certainscenar-
ios usingcluster-�ltering techniques.Thetechniquecanbe
appliedinto feedback-basedreputationsystemsto �lter out
the suspiciousratingsbeforethe aggregation. In compari-
son,our trustmodelis moregeneral.We usethecredibility
of thefeedbacksourceasoneof thebasictrustparameters
when evaluatingthe trustworthinessof peers. The credi-
bility factorcanbe alsousedto detectfake or misleading
ratings.

Thereis someresearchon reputationandtrustmanage-
mentin P2Psystems.AbererandDespotovic [6] proposed
acomplaint-onlytrustmanagementmethodfor adistributed
P2Psystem,due to the lack of incentives for submitting
feedbacks.The complaint-onlytrust metric works in very
limited casesand is over-sensitive to the skewed distribu-
tion of the communityand to several misbehaviors of the
system.Anotherwork is theP2PRepproposedby Cornelli
etal [11] It is aP2Pprotocolwhereserventscankeeptrack
of informationaboutthereputationof their peersandshare
themwith others.Their focusis to providea protocolcom-



plementingexisting P2Pprotocols,asdemonstratedon top
of Gnutella. However, thereis no formalizedtrust metric
andnoexperimentalresultsin thepapervalidatingtheirap-
proach.Our work differs from themin a numberof ways.
First,wetakeacoherentapproachto analyzethetrustprob-
lems in eCommercecommunitiesand identify the impor-
tant trust parametersin addition to the feedbacksin order
to effectively evaluatethe trustworthinessof peersand to
addressvariousmaliciousbehaviors in a P2Pcommunity.
Second,we alsoconsiderothercontext factorsto allow the
generaltrustmetricto adaptto differentcommunitiesunder
differenttransactionalor community-speci�ccontexts. Fur-
thermore,we presenta methodfor experimentalevaluation
of ourapproachin a distributedP2Penvironment.

Anothercloselyrelatedresearchareais collaborative�l-
tering and recommendationsystems[20, 22, 13, 15]. In
collaborative �ltering basedrecommendationsystemsthe
ratingsareaboutstaticproductsinsteadof peersandthere
is nonotionof transaction-basedratings.Althoughboththe
reputationsystemsandrecommendationsystemsarebased
on collaborative feedbacks,reputationsystemshave prob-
lemsthat areuniqueanddo not apply to recommendation
systems.For example,the reputationsystemsneedto re-
�ect differenttransactioncontextsandadaptto thechanging
behavior of peers,which do not apply in recommendation
systems.

3 THE TRUST MODEL

In thissectionwe�rst presenta list of commonproblems
observedin today's electronicmarketsandonlinecommu-
nities. Thenwe introducethe threebasicfactorswith two
adaptive factorsin evaluatingtrustworthinessof peers.We
illustratethegeneraltrustmetricthroughdiscussiononeach
of the� ve factorsandtheir rolesin addressingthecommon
problems.

3.1 Common Problems in Current Electronic
Communities

A variety of electronic markets and online commu-
nity sites have reputation managementbuilt in, such
as eBay, Amazon, Yahoo!Auction,Edeal, Slashdot,En-
trepreneur.com. However, to our knowledge,thereareno
comprehensivesurveysof all sitesthatusereputationman-
agementsystems.Fromour experiencewith onlineauction
sites,andthesurvey providedby Malagain [16], we sum-
marizea list of commonproblemsobserved.

1. Most systemsrely solely on the positive or negative
feedbacksto evaluateanddeterminethe reputationof
peers. The feedbackonly approachsuffers from in-
accuratere�ection of pastexperiencesof peersin the
respectivecommunity.

2. Most systemsassumefeedbacksare honestand un-
biasedand lack ability to differentiatefeedbacksob-
tained from less trustworthy peersand those from
trustworthypeers.

3. Mostsystemslackability to setupvariouscontext sen-
sitive feedback�lters.

4. Mostsystemslacktemporaladaptivity by eithercount-
ing all thetransactionhistoryof a peerwithout decay-
ing theimportanceof old transactionsin thefarpastor
only counttherecenttransactions.

5. Most systemsdo not provide incentivesfor a peerto
rateothers.

In the rest of the sectionwe presentour trust model
anddiscusshow eachof the above-mentionedproblemsis
avoidedor reduced.

3.2 Trust Parameters � Overcoming Inaccuracy
and Non›�exibility

With theaboveproblemsin mind,wedesignanddevelop
PeerTrust model. In PeerTrust, a peer's trustworthinessis
de�ned by an evaluationof the peerin termsof the level
of reputationit receivesin providing serviceto otherpeers
in thepast.Suchreputationre�ects thedegreeof trust that
otherpeersin thecommunityhave on thegivenpeerbased
on their pastexperiencesin interactingwith the peer. We
identify � ve importantfactorsfor suchevaluation:

� thefeedbackin termsof amountof satisfactiona peer
obtainsthroughtransactionswith others,

� thenumberof transactionsthepeerhasperformedwith
otherpeers,

� thecredibility of thefeedbackssubmittedby peers,
� thetransactioncontext factor, addressingtheimpactof

transactioncharacteristics(suchasvaluesor typesof
the transactions)on the trustworthinessof the peers,
and

� thecommunitycontext factor, addressingtheimpactof
community-speci�cpropertieson the trustworthiness
of peers.

In therestof this sectionwe illustratetheimportanceof
theseparametersthrougha numberof examplescenarios
andaddresstheproblemswith feedback-onlymethods.We
formalizethesefactors,andshow that they play anequally
importantrole in evaluatingthetrustworthinessof apeer.
Feedback in Terms of Amount of Satisfaction
Reputation-basedsystemsrely on feedbacksto evaluatea
peer. In a P2PeCommercecommunity, the feedbacksin
termsof amountof satisfactionapeerreceivesregardingits
servicecomesprimarily from the transactionsotherpeers



have hadwith this peerandre�ects how well this peerhas
ful�lled its partof theserviceagreement.Mostexistingrep-
utationbasedsystemsusesthis factoraloneandcomputes
a peer � 's trust valueby a summarizationof all the feed-
backs� receivesthroughits transactionswith otherpeersin
the community. For example,in eBay, buyersandsellers
canrateeachotheraftereachtransaction(+1,0, -1) andthe
overall reputationis thesumof theseratingsover thelast6
months.

We canclearlyseethat thesefeedback-onlymetricsare
�a wed. A peerwho hasperformeddozensof transactions
andcheatson1 outof every4 caseswill haveasteadilyris-
ing reputationin a giventime durationwhereasa peerwho
hasonlydone10transactionsduringthegiventimeduration
but is completelyhonestwill be treatedaslessreputableif
thereputationmeasuresof peersarecomputedby a simple
aggregationof thefeedbacksthey receive.
Number of Transactions
With askewedtransactiondistribution,i.e. somepeershave
a higher transactionfrequency thanotherpeers,the trust-
worthinessof apeeris notcapturedfairly whenasimpleag-
gregationof feedbacksis usedto modelthetrustworthiness
of peerswithout takinginto accountthenumberof transac-
tions. A peermay increaseits trustvalueby increasingits
transactionvolumeto hide the fact that it frequentlymis-
behaves at a certainrate. So the numberof transactions
is an importantscopefactor for comparingthe feedbacks
in termsof amountof satisfaction amongdifferentpeers.
An updatedmetric canbe de�ned as the ratio of the total
amountof satisfactionpeer � receivesover the total num-
ber of transactionspeer � has,i.e. the averageamountof
satisfactionpeer� receivesfor eachtransaction.

However, this is still not suf�cient to measurea peer's
trustworthiness.Whenconsideringreputationinformation
weoftenaccountfor thesourceof informationandcontext.
Credibility of Feedback
The feedbackpeer � receivesfrom anotherpeer � during
a transactionis simply a statementfrom � regardinghow
satis�ed � feelsaboutthequality of theinformationor ser-
viceprovidedby � . Thetrustmodelshouldconsiderpoten-
tial threats.For example,a peermaymake falsestatements
aboutanotherpeer's servicedueto jealousyor othertypes
of maliciousmotives.Consequentlyatrustworthypeermay
endup gettinga large numberof falsestatements.With-
out a credibility factorbuilt in, this peerwill be evaluated
incorrectlybecauseof falsestatementseven thoughit pro-
videssatisfactoryservicein every transaction.Therefore,
the feedbackfrom thosewith bettercredibility shouldbe
weightedmoreheavily in thetrustmetric. Intuitively incor-
poratingcredibility factorfor feedbacksrepresentstheneed
to differentiatethecredibleamountsof satisfactionfrom the
lesscredibleonesin computingthe reputationof peers.If
we considerreputation-basedtrust asan importantmech-

anismto addressthreatsof untrustworthy peersand their
maliciousbehaviors in theP2Pcommunity, thenwecansee
credibility of feedbacksasa mechanismto addresstherisk
of using potentially falsefeedbacksto rate peers' reputa-
tion. Theconcreteformulato determinecredibility of peers
in �ling feedbackswill bediscussedin Section3.4.
Transaction Context Factor
Transactioncontext is anotherimportantfactorwhenaggre-
gatingthe feedbacksfrom eachtransactionastransactions
may differ from oneanothereven within the sameeCom-
mercecommunity. For example,if a communityis busi-
nesssavvy, thesizeof a transactionis animportantcontext
thatshouldbeincorporatedin thetrustmetricto weightthe
feedbackfor thattransaction.It canactasadefenseagainst
someof thesubtlemaliciousattacks,suchasa sellerdevel-
opsagoodreputationby beinghonestfor smalltransactions
andtriesto makeapro�t by beingdishonestfor largetrans-
actions.
Community Context Factor
Variouscommunitycontexts canbe taken into accountto
addresssomeof the commonproblemswe listed suchas
lack of the temporaladaptivity. In a pop music sharing
community, it maybedesirableto only considertherecent
transactionhistoriesof a peerto re�ect the currenttrend.
However, in a businesscommunity, one may wish to use
therecenttransactionhistoryof apeerandat thesametime
considerthehistoricalratingsapeerreceivesin thepastbut
with alowerweightthantherecenthistoryin orderto evalu-
atethepeerbasedon its consistentbehavior. Thishistorical
behavior of a peeris onetypeof communitycontext thatis
importantto beincorporatedinto thetrustmodelto givethe
trustsystematemporaladaptivity.

The feedbackincentive problemcanbe also alleviated
by addinga rewardasa communitycontext for peerswho
submitfeedbacks.

The communitycontext can be also usedto adaptthe
trustsystemto differentcommunitiesandaddressproblems
thatarespeci�c to thecommunity. For instance,freeriding
is a commonchallengewith online �le sharingcommuni-
ties [7, 19] The total numberof �les a peersharescanbe
seenasa typeof communitycontext andbe taken into ac-
countwhenevaluatingthe trustworthinessof a peer. With
sucha communitycontext factor, a peerthatsharesa large
numberof �les with therestof thepeersin thecommunity
will haveahighertrustvaluethanthefreeridersandallevi-
atethefreeriding problem.

3.3 General Trust Metric

We havediscussedtheimportanceof eachtrustparame-
ter we identi�ed. In this sectionwe formalizetheseparam-
etersandpresenta generaltrustmetric thatcombinesthem
in a coherentmanner.



Let
���

��� denotethe total numberof transactionsper-
formedby peer� duringthegivenperiod,� � ���	�
� denotethe
otherparticipatingpeerin peer � 's � th transaction,� � ���	�
�
denotethe normalizedamountof satisfaction peer � re-
ceives from � � ���	�
� in its � th transaction,��
 � � � ���	�
�	� de-
note the credibility of the feedbacksubmittedby � � ������� ,�����

���	�
� denotetheadaptive transactioncontext factorfor
peer � 's � th transaction,and � ��� ��� denotethe adaptive
communitycontext factor for peer � during the given pe-
riod. The trust valueof peer � during the period,denoted
by

���
��� , is de�ned as:

���������! #"#$&%('*),+-�.�/10 �2�43657�8":9�;<� =>�2�43?57�6�8"@��AB�2�43657�CD����� EGF "H9GAB����� (1)

The metric consistsof two parts. The �rst part is the
averageamountof crediblesatisfactiona peerreceivesfor
eachtransaction.It maytake into accounttransactioncon-
text factorto capturethetransaction-dependentcharacteris-
tics. This history-basedevaluationcanbeseenasa predic-
tion for peer� 's likelihoodof asuccessfultransactionin the
future.A con�dencevaluecanbecomputedandassociated
with the trust metric that may re�ect the numberof trans-
actions,thestandarddeviation of the ratingsdependingon
differentcommunities.

Thesecondpartof themetricadjuststhe�rst partby an
increaseor decreaseof thetrustvaluebasedoncommunity-
speci�c characteristicsandsituations. I and J denotethe
normalizedweightfactorsfor thetwo parts.

Thisgeneraltrustmetricmayhavedifferentappearances
dependingon which of the parametersare turnedon and
how theparametersandweight factorsareset. Thedesign
choicesdependon characteristicsof communities.We ar-
guethatthe�rst threeparameters� thefeedback,thenum-
ber of transactions,andthe credibility of feedbacksource
aretheimportantbasictrustparametersthatshouldbecon-
sideredin computationof a peer's trustworthinessin any
P2PeCommercecommunities.

3.4 The Basic Metric

We �rst considerthebasicform of thegeneralmetricby
turning off the transactioncontext factor (

�K���
���	�
�MLON )

andthecommunitycontext factor( IPLQN and JRLTS ):
���2���#� $ %('*),+-�.�/ 0 �2�43657�8":9�;<� =>�2�43657�6�CU����� (2)

Thismetriccomputesthetrustvalueof apeer� by anav-
erageof thecredibleamountof satisfactionpeer� receives
for eachtransactionperformedduringthegivenperiod.

The feedbacksin terms of amountof satisfaction are
collectedby a feedbacksystem. PeerTrust model usesa
transaction-basedfeedbacksystem,wherethe feedbackis

boundto eachtransaction. The systemsolicits feedback
after eachtransactionandthe two participatingpeersgive
feedbackabouteachotherbasedon thecurrenttransaction.
Feedbacksystemsdiffer with eachother in their feedback
format. They canusea positive format,a negative format,
anumericratingor amixedformat. � � ���	�
� is a normalized
amountof satisfaction between0 and1 that can be com-
putedbasedon thefeedback.

Both the feedbacksand the numberof transactionsare
quantitative measuresand can be collectedautomatically.
Different from thesetwo basicparameters,the third trust
parameter� credibility of feedbackis a qualitative mea-
sureandneedsto be computedbasedon pastbehavior of
peerswho �le feedbacks.Differentapproachescanbeused
to determinethe credibility factorandcomputethe credi-
ble amountof satisfaction. Oneway is to solicit separate
feedbacksfor feedbacksthemselves. This makestheprob-
lem of reputation-basedtrust managementmorecomplex.
A simpler approachis to infer or computethe credibility
value of a peer implicitly. For example,one may usea
functionof the trustvalueof a peerasits credibility factor
so feedbacksfrom trustworthy peersare consideredmore
credibleand thusweightedmorethan thosefrom untrust-
worthy peers.This solutionis basedon two assumptions.
First,untrustworthypeersaremorelikely to submitfalseor
misleadingfeedbacksin orderto hide their own malicious
behavior. Second,trustworthy peersaremorelikely to be
honeston thefeedbacksthey provide.

It is widely recognizedthat the �rst assumptionis gen-
erally truebut thesecondassumptionmaynot betrueat all
time. For example,it is possible(thoughnot common)that
a peermaymaintaina goodreputationby performinghigh
quality servicesbut sendmaliciousfeedbacksto its com-
petitors. In this extremecase,usinga function of trust to
approximatethe credibility of feedbackswill generateer-
rors.This is becausethereputation-basedtrustin PeerTrust
modelis establishedin termsof thequality of servicepro-
videdby peers,ratherthanthequalityof thefeedbacks�led
by peers.Thereforeit cannothandlethesituationof incon-
sistentbehavior, suchas peersoffering good servicesbut
providing falsefeedbacksto jeopardizeits competitors.

We believe that thestudyof whatdeterminesthepreci-
sionof credibilityof feedbacksis by itself aninterestingand
hard researchproblemthat deserves attentionof its own.
Given that oneof thedesigngoalsof the PeerTrustmodel
is to emphasizeon therolesof differenttrustparametersin
computingtrustworthinessof peers,in the restof the pa-
per we will usea function of trustworthinessof a peerto
approximatethecredibility of feedbacks�led by thispeer.



3.5 Adapting the Metric Using Context Factors

We have discussedthemotivationsandscenariosfor in-
corporatingthe adaptive context factors into our general
trust metric. In this sectionwe focuson the concretefor-
mula whenthesefactorsareturnedon in the generalmet-
ric andaddresssomeof the commonproblemsby setting
propercontext factorsin thegeneralmetric.
Incorporating Transaction Contexts
For a businesssavvy community, we can incorporatethe
sizeof a transaction� in termsof dollaramount,denotedby� �

���	�
� , into thegeneraltrustmetricto weightthefeedback
for that transaction.If we only turn on thetransactioncon-
text factor, andkeepthecommunitycontext factoroff, we
havetheadaptedtrustmetricof thefollowing form:

���2���#� $ %('*),+-�.�/ 0 ���43657�8":9�;<� =>�2�43?57�?��"��K�2�43?57�
CU����� (3)

Adding Temporal Adaptivity
Thehistoricalrecordsof apeer'sperformancewithin acom-
munity canbe an importantfactor for evaluationof trust-
worthinessof this peerin a consistentmanner. Whenthis
is the case,the communitycontext factor can be de�ned
astheevaluationof thepeer's historicalbehavior sincethe
timewhenpeer� entersthecommunity. ThroughPeerTrust
formula,suchtemporaladaptivity canbeincorporatedinto
the trustmetric seamlessly. By assigninga properweight,
the pasthistory of the peercanbe taken into accountbut
with a lower weight thanthe recenthistory. Let

���@�
��� de-

notethetotalnumberof transactionspeer� hashistorically.
If we only turn on thecommunitycontext factor, andkeep
thetransactioncontext factoroff, wehavetheadaptivetrust
metricof thefollowing form:

���������  �" $ %('*),+-�.�/ 0 �2�43?57�8":9�;<� =>�2�43657�6�CU����� E
E F " $ %�� ' )<+-�.�/ 0 �2�43657��" 9�;,� =>��� 3?57�C�������� (4)

Providing Incentives to Rate
The incentive problem of reputationsystemscan be ad-
dressedby building incentivesinto themetricthroughcom-
munitycontext factor. Thiscanbeaccomplishedby provid-
ing a smallincreasein reputationwhenevera peerprovides
feedbackto others. The communitycontext factorcanbe
de�ned asa ratio of total numberof feedbackspeer � give
othersduringthegiventime period,denotedas

���
��� , over

thetotalnumberof transactionspeer� has.Theweightfac-
tors canbe tunedto control the amountof reputationthat
canbegainedby ratingothers.If weturnoff thetransaction
context factor, we have theadaptedmetric:

� �������! �" $ % ' )<+-2.�/10 �2�43657��" 9�;,� =>��� 3?57�6�CD�2��� E F " AB�����CD����� (5)

Alleviating Free Riding Problem
Thefreeriding problemin �le sharingcommunitiescanbe
alsoaddressedby building incentivesfor sharing�les into
themetricthroughcommunitycontext factor. Thecommu-
nity context factorcanbede�ned asa ratio of total number
of transactionsin whichpeer� uploadeda�le duringatime
period,denotedas 	 � ��� , over the total numberof transac-
tionspeer� has.If weturnoff thetransactioncontext factor,
wehave theadaptedmetric:

� �������M K" $ % ' )<+-2.�/10 �2�43657��" 9�;,� =>��� 3?57�6�CD�2��� E F "�
 �����CD���8� (6)

3.6 Using the Trust Value

Thevaluegivenby thetrustmetricgivesa measurethat
helpspeersto form a trust belief or actionon otherpeers
or to comparethe trustworthinessof otherpeers.A higher
valueof

� �
��� indicatesthat peer � is moretrustworthy in

termsof thecollectiveevaluationof � by thepeerswhohave
hadtransactionswith � andothercommunitycontext fac-
tors.

Thereareseveralusagesof thetrustvaluein P2PeCom-
mercecommunities.First, a peer � canderive trust rela-
tionshipwith anotherpeer � to determinewhetherto per-
form the next transactionwith peer � . A decisionrule is
neededto deriveatrustrelationshipbasedonthetrustvalue
andthesituation.Eachpeermustconsiderto which degree
thevalueof

���
��� with theassociatedcon�dencevaluewill

make it trust � given a speci�c situation. Differentpeers
mayhave differentperceptionover thesamevalue.A sim-
ple rule for peer � to form a trustactionon peer � canbe
conductedas:

if
� ������
 ��� ������������� � ���G��3

thentrust
�

(7)

where
��� ��!�"�#��%$�&�'�� �K� is thethresholdtrustvaluefor peer

� to trustanotherpeer.
The factorsthat determinethe threshold

�(� ��!�"�#��%$�&�' � �K�
includehow muchpeer� is willing to trustothers.A more
tolerantpeermayhavea lower threshold.It is amanifestof
what is calleddispositionaltrust [18], the extent to which
an entity hasa consistenttendency to trust acrossa broad
spectrumof situationsand entities. Other factorsinclude
thecontext of thepotentialtransaction.For example,amore
expensivetransactionmayrequireahigherthreshold.

More complex decisionrulescanbeappliedandarenot
our focusin this paper. Interestedreadersmayreferto [17]



for anumberof modelsthatderivea trustrelationshipfrom
differentparametersin aneCommerceenvironment.

A secondusageis to comparethe trustworthinessof a
list of peers. For example, in a �le sharingcommunity
likeGnutella,apeerwho issuesa�le downloadrequestcan
comparethetrustworthinessof thepeersthatrespondto its
requestbasedon their trustvalueandchoosethepeerwith
thehighesttrustvalueto downloadthe�le.

Furthermore,the trust valuesof peerscan be usedto
computethe aggregatetrust valuesof a peergroup in or-
der to derive a trust relationshipfor a task that requiresa
groupof peers.

4 AN EXAMPLE TRUST METRIC

We have presenteda generaltrustmetric for evaluating
the trustworthinessof peersin a P2PeCommercecommu-
nity. In this sectionwe presenta concretemetric with its
computationto illustrateour trustmodel.Themetricis also
usedto conductexperimentsandstudythefeasibility, effec-
tiveness,andbene�tsof our trustmodel.

Thismetricusesacomplaintbasedfeedbacksystemand
assumespeersare rational in a gametheoreticsense,i.e.
trustworthy peersdo not �le fake complaintsanduntrust-
worthypeers�le fakecomplaintswhenthey misbehavedur-
ing a transaction.With a complaintsystem,if a peer � re-
ceivesa complaintfrom anotherpeerduring its � th trans-
action,it simply meansthe peerreceives0 amountof sat-
isfactionfor this transactionand � � ������� is set to 0, other-
wise the peer is consideredto have a satisfactory perfor-
manceand � � ���	�
� is set to 1. The trust value of a peer
is usedas the credibility factor to weight the complaints
the peer�les againstotherpeers. Thus, the total credible
amountof satisfactionpeer � receivescanbe measuredas���

��� � � � ��� �4��� � � �4� where � � ��� �>� is the total number
of complaintspeer � receives from v during the time pe-
riod. Weturnoff thetransactioncontext factorandcommu-
nity context factorandderiveacomplaint-basedtrustmetric
from equation2:

���2���#����� $��	��

� ���. ) 9 �2�43��,�8"@�����,�CU����� (8)

We canwrite aboveequationin a matrix form as:
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(9)

The trust valuescanbe computedby solving the above
equation.We canstartby settingeachelementin the trust

valuevectoron the right side of the equationto a default
value,say1. As we collect moretransactionhistoriesfor
eachpeer, we repeatedlycomputethe trust vectoruntil it
converges.

We caneasilyseethat this computationis very expen-
sive in a distributedenvironmentwherethereis no central
databaseto managethetrustdataandthetrustdataaredis-
tributedanddynamicallymaintainedoverthepeernetwork.
Every timewhena peeris interestedin evaluatingthetrust-
worthinessof anotherpeeror a smallsubsetof peers,it has
to retrieve the trustdataof all peersin thecommunity. To
addressthis high communicationcost,we proposean ap-
proximatecomputationby maintainingatrustcacheateach
peerto providea morecost-effectivecomputation.

Eachpeermaintainsatrustcachethatkeepsthetrustval-
uesit hascomputedfor otherpeersin thepastandusesthe
availablecachedtrustvaluesasthecredibility factorswhen
computingthis concretetrustmetric. It thuseliminatesthe
recursive computation. The trust valueof peer � is com-
putedat peer� asfollows:

���2���#����� $��	��

� ���. ) 9 �2�43��,�>"@���! "��� �H��� 3��<�CD���8� (10)

where
��#%$&#��%"<� � � �>� is the trust valueof peer � in peer

� 's cacheor a default trustvalueif it is notavailablein the
cache.

5 EXPERIMENT AL EVALUATION

We performedthreesetsof initial experimentsto eval-
uatePeerTrustapproachandshow its feasibility, effective-
ness,and bene�ts. The �rst set of experimentsevaluates
PeerTrustin termsof its accuracy. Thesecondsetof exper-
imentsdemonstratesthebene�t of PeerTrustmodelwhenit
is usedin a distributedcommunity. The lastonecompares
anexampleof theadaptedmetricswith thebasicmetric to
show the effectsandbene�ts of adaptingthe metric using
thecontext factors.

5.1 Simulation Setup

Weimplementedasimulatorin Mathematica4.0andthis
subsectiondescribesthe generalsimulationsetup,includ-
ing thecommunitymodel,thethreatmodel,thetransaction
model,anda list of simulationparameters.
Community Model
Our initial simulatedcommunityconsistsof ' peers.We
startwith a smallnumberof peersfor the�rst setof exper-
imentsandcontinuewith larger numberof peers.Among
thesepeers,somearetrustworthyandsomeareuntrustwor-
thy. The percentageof untrustworthy peersis denotedby(
. An untrustworthypeermaynot actmaliciousduringev-

ery transaction.We use)M
+*
,�- to modelthefrequency that



anuntrustworthy peeractsmalicious(seethe threatmodel
below for moredetail).
Threat Model
The threatcomesfrom the untrustworthy peerswhenthey
actmalicious.A peerfails to provide therequestedservice
or informationwhenactingmaliciousduringa transaction.
It further�les afakecomplaintagainsttheotherpeerto hide
its own maliciousbehavior. A peeralsogeneratesrandom
trustdatain responseto queriesfor thedatait is responsi-
ble for storagewhenactingmaliciousfor the datastorage
function. Theoverall maliciousbehavior percentagein the
communityis capturedby � L ( � ) 
+* ,�- .
Transaction Model
The transactionsare randomization-based,i.e. peersare
randomlypicked to performtransactionswith oneanother
or to initiate transactionsand respondto transactionre-
quests.During eachtransaction,a trustworthy peeralways
cooperatesandonly �les a complaintwhenthe otherpeer
fails to provide the requestedserviceor information. An
untrustworthypeeractsmaliciousata certainratespeci�ed
by ) 
+* ,�- . We use � ( to modelthetransactionskew in the
communitywhich meanssomepeershave a higher trans-
action frequency than others. Concretely, half randomly
chosenpeershave a transactionfrequency � ( timeshigher
than the other half peers. When � ( L S , eachpeerhas
aboutthesametransactionfrequency. Theaveragenumber
of transactionseachpeerhasup to currenttime , is denoted
by

����� " � ,	� .
Table1 summarizesthemainparameterswhich we will

usethroughoutour simulations.
Trust Mechanism Implementation
Thereis no centraldatabaseor server in the community.
Eachpeerstoresasmallportionof thetrustdata(transaction
historyandfeedbacks)anda distributedP2Pdatalocation
scheme,P-Grid[5], is usedfor thedataroutingandlookup.
A peercollectsthetrustdataandconductsthetrustevalua-
tion on the�y whenneeded.Theapproximatecomputation
is usedfor thetrustevaluation.For further implementation
details,pleasereferto [25].

5.2 Trust Evaluation Accuracy

The objective of this set of experimentsis to evaluate
the effectivenessof the trust modelwith basicparameters
andunderstandhow themaliciousbehavior andtransaction
skew in thecommunityaffect its performance.Wecompare
PeerTrustapproachto theconventionalapproachin which
only the �rst parameter, i.e. the amountof satisfaction, is
usedto measurethetrustworthinessof apeer.
Evaluation Metric
We de�ne trust evaluationaccuracy as a metric to evalu-
ate how well the trust model helpspeersin making trust
decisions.A trust evaluationis consideredcorrectwhena

trustworthypeeris evaluatedastrustworthyandanuntrust-
worthy peeris evaluatedas untrustworthy. In contrast,a
trustevaluationis consideredincorrectif a trustworthypeer
is evaluatedas untrustworthy or an untrustworthy peer is
evaluatedastrustworthy. For the�rst case,thepeerthatre-
questsa servicemaymissanopportunityto interactwith a
trustworthypeer. For thesecondcase,thepeerthatrequests
aservicemayendupinteractingwith anuntrustworthypeer
andrunninginto therisk of misbehavior fromtheotherpeer.
The trust evaluationaccuracy is de�ned asthe ratio of the
correctevaluationsover thetotalnumberof evaluations.
Simulation Design
We setthetotalnumberof peersto N���� ( ' L N	�
� ). For the
�rst experiment,we vary the maliciousbehavior factor in
the community( � ) by varying the percentageof untrust-
worthy peerswith a �x edmaliciousrateof N���
 ( )M
+*
,�- L
N���
 ). The transactionskew factor is set to S ( � ( L S ).
For the secondexperiment,we vary the transactionskew
factor. Thepercentageof untrustworthy peersis setto N��
�
(
( L N���� ) andmaliciousrateof untrustworthy peersis set

to N���
 ( ) 
+* ,�- L N���
 ).
The experimentsproceedaspeersarerandomlychosen

to performtransactionswith eachother. After �

�S S trans-
actionsin the community, i.e. an averageof N,S�S transac-
tions for eachpeer(

� ��� "U� ,	��L N<S S ), 
 peersarechosento
evaluatethe trustworthinessof N,S�S randomlychosenpeers
from the remaining N���
 peers. A simple decisionrule is
usedat theevaluatingpeer � , asshown in Equation7, with
thethresholdsetto be S�� � (

�(� ��! "�#��%$�& '��
��� L S�� � ), to decide

whethera peeris trustworthy basedon thecomputedtrust
value.Wethencomputethetrustevaluationaccuracy of the
evaluations.

For comparisonpurpose,we use the complaint-based
trustmethoddescribedin [6] asanexampleof theconven-
tional method.Themethodusesthenumberof complaints
only as the trust measure.It only supportsa binary trust
output,i.e. whetherthepeeris trustworthyor not. We refer
to this methodasthecomplaint-onlyapproach.
Simulation Results
Figure1 representsthetrustevaluationaccuracy of thetwo
modelswith respectto themaliciousbehavior factorin the
community. We canmake a numberof interestingobser-
vations. First, PeerTrust andthe complaint-onlyapproach
performalmostequallywell whenthe maliciousbehavior
factoris low. This is becausethecomplaint-onlyapproach
relieson therebeing a large numberof trustworthy peers
who offer honeststatementsto override the effect of the
false statementprovided by the untrustworthy peersand
thusachievesahighaccuracy. Second,asthemaliciousbe-
havior factorincreases,PeerTruststayseffective while the
performanceof the complaint-onlyapproachdeteriorates.
This canbe explainedasfollows. Whenthemaliciousbe-
havior factor in the communityincreases,the chancesfor



Parameter Description' Numberof peersin thecommunity(
Percentageof untrustworthypeersin thecommunity)M
+*
,�- Ratethatanuntrustworthypeeractsmalicious

� Maliciousbehavior factorin thecommunity( � L ( � )M
+*
,�- )
� ( Transactionskew factorin thecommunity, Thecurrenttime� ��� "U� ,	� Averagenumberof transactionseachpeerhasup to time ,

Table 1. Simulation Parameters

trustworthy peersto interactwith untrustworthy peersand
receive fake complaintsincrease.Sincethecomplaint-only
approachonlyusesthenumberof complaintsfor computing
thetrustworthinessof peersanddoesnot take into account
thecredibility of thecomplaints,thetrustworthypeerswith
fake complaintswill likely be evaluatedas untrustworthy
incorrectly. On thecontrary, PeerTrustusesthecredibility
factorto offset the risk of fake complaintsandthusis less
sensitive to themisbehaviorsof untrustworthypeers.
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Figure 1. Trust Evaluation Accuracy with Ma-
licious Behavior ( ' L N���� , � ( L S , � ��� " � ,	� L
N<S S )

Figure2 representsthe trust evaluationaccuracy of the
two models with respectto the transactionskew factor
in the community. When the transactionskew factor in-
creases,PeerTrust stayseffective while the performance
of the complaint-onlyapproachdeteriorates.This demon-
stratesthe importanceof the numberof transactionswhen
computingthetrustworthinessof peers.Thecomplaint-only
approachis very sensitive to the transactionskew because
it doesnot take into accountthenumberof transactionsin
their trustmetric.
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Figure 2. Trust Evaluation Accuracy with
Transaction Skew ( ' L N	��� , � L S��2N	��� ,� ��� " � ,	��L N<S S )

5.3 Bene�t of the Trust Mechanism

Thissetof experimentssimulatesanapplicationscenario
wherepeersusethe trustmechanismto comparethe trust-
worthinessof peersand choosethe peerwith the highest
trustvalueto interactwith. Theobjective is to usethesce-
nario to show how a trustmechanismbene�ts a P2Pcom-
munity.
Evaluation Metric
We de�ne transactionsuccessrateasa metric to measure
theproductivity andsecuritylevel of acommunity. A trans-
actionis consideredsuccessfulif both of the participating
peerscooperate.Otherwiseoneor bothof thepeersis faced
with the risk of maliciousbehaviors from the other peer.
The successfultransactionrate is de�ned asa ratio of the
numberof successfultransactionsover thetotal numberof
transactionsin thecommunityup to a certaintime. A com-
munity with a highertransactionsuccessratehasa higher
productivity andastrongerlevel of security. Weexpectthat
acommunitywith aneffectivetrustmechanismshouldhave



a highertransactionsuccessrateaspeersareableto make
informedtrustdecisionsandavoid unreliableanddishonest
peers.

Simulation Design
We set the numberof peersto be N,S ��
 ( ' L N<S ��
 ), the
percentageof untrustworthy peersto be1/2 (

( L N���� ), the
maliciousrateof anuntrustworthypeerto be1/4 ( )M
+*
,�-�L
N���
 ), andthetransactionskew to be S ( � ( L S ).

Theexperimentproceedsby repeatedlyhaving randomly
selectedpeers initiating transactions. A selectedpeer
(sourcepeer)initiatesa transactionby sendingout a trans-
actionrequestanda certainnumberof randomlyselected
peersrespond.Thesourcepeerneedsto selecta peerfrom
the peercandidatesto performthe transaction.The selec-
tion processdiffersin a communitythathasno trustmech-
anismanda communitythathasa trustmechanism.In the
�rst case,thesourcepeerrandomlyselectsa peerfrom the
peercandidates.In thesecondcase,thesourcepeerevalu-
atesthetrustworthinessof eachpeerin thepeercandidates
andselectsthe peerwith the highesttrust value. The two
peersthenperformthe transactionandcooperateor defect
accordingto their trustworthinessstatusandmaliciousrate.
We recordwhetherthe transactionsucceedsandcompute
thetransactionsuccessratewhentheexperimentproceeds.

Wesimulatedthreecommunities,the�rst with PeerTrust
mechanism,thesecondwith thecomplaint-onlymechanism
for comparison,and the last without any trust mechanism
for reference.

Simulation Result
Figure3 showsthetransactionsuccessratewith theaverage
numberof transactionseachpeerhasat currenttime. The
graphpresentsa numberof interestingobservations.First,
we seean obvious gain of the transactionsuccessrate in
both communitiesequippedwith a trust mechanism.This
con�rms that supportingtrust is an importantfeaturein a
P2Pcommunity. Second,thecomplaint-onlytrustmetricis
not aseffective asPeerTrust. This alsomatchestheresults
from the previous experiment. Third, it is alsointeresting
to observe that the transactionsuccessrate increasesover
the time in the communitywith PeerTrust and then stays
fairly stable. This is becauseas peersinteractwith each
other over the time, peerssuccessfullyselecttrustworthy
peersto interactwith. Theuntrustworthypeersaredeterred
from participatingin transactions.On the otherhand,the
transactionsuccessrateincreases�rst andthendropsbefore
goingstablein thecommunitywith complaint-onlymethod.
This is becausepeersmake wrong evaluationsdue to the
limitationsof themethodandin turn chooseuntrustworthy
peersto interactwith beforethesystemgetsstable.
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Figure 3. Transaction Success Rate ( ' L
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5.4 Adapting the Metric Using Context Factors

Thegoalof thisexperimentis to useanexampleadapted
metricto show theeffectsandbene�tsof adaptingthemet-
ric usingtheadaptivecontext factors.
Simulation Design
We setthenumberof peersto be N	�
� ( ' L N	�
� ), theper-
centageof untrustworthy peersto be 1/2 (

( L N��
� ), the
maliciousrateof anuntrustworthypeerto be1/4 ( )M
+*
,�-�L
N���
 ), andthetransactionskew factorto be0 ( � ( LTS ).

The experimentproceedssimilarly as the previous one
exceptthat onerandomlyselectedpeer � actsmaliciously
with ) 
�*
,�- for aperiodof timeandthenstartsactingtrust-
worthyatacertaintimepoint. Werecordthecomputedtrust
valueof peer� whentheexperimentproceeds.

We comparethebasicexamplemetric de�ned in Equa-
tion 8 with thetimewindow setto be50(

�@�
����L � S ), which

only countsthe feedbacksfrom the recent50 transactions,
andthe adaptedtrust metric de�ned in Equation4, which
takesinto accountthehistoricalbehavior of peersfrom the
verybeginningby usingthecommunitycontext factor.
Simulation Result
Figure4 shows the computedtrust valueof peer � by the
basicmetricandtheadaptedmetric.Thedashedline shows
thechangingpointof thepeer. Wecanseebothtrustvalues
computedby thetwo metricsshow anincreasecorrespond-
ing to thechangeof thepeer. However, with thehistorical
communitycontext factor, theadaptedmetricshowsamore
gradualchangeas it also takes into accountthe historical
behavior of the peerso a peercannotsimply increaseits
trustvaluequickly by actinggoodfor ashortrecentperiod.
Anotherobservationis thattheadaptedtrustmetricis more
consistentthan the basicmetric andhasfewer spikes that



indicateaninaccuratetrustvalue.
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6 CONCLUSION

We presentedan adaptive reputation-basedtrust model
for P2Pelectroniccommunities.We identi�ed the� ve im-
portanttrustparametersanddevelopedacoherenttrustmet-
ric thatcombinestheseparametersfor quantifyingandcom-
paringthe trustworthinessof peers.We alsoreporteda set
of initial experimentalresults,demonstratingthefeasibility,
effectiveness,andbene�tsof our trustmodel.

OurresearchonPeerTrustcontinuesalongseveraldirec-
tions. First, we areinvestigatingdifferentthreatmodelsof
P2PeCommercecommunitiesand exploring mechanisms
to makePeerTrustmodelmorerobustagainstmaliciousbe-
haviors suchascollusionamongpeers.We arealsointer-
estedin combiningtrustmanagementwith intrusiondetec-
tion to addressconcernsof suddenandmaliciousattacks.
Second,we areinterestedin testingtheapproachwith real
workloaddata.Finally, weareworking towardsincorporat-
ing PeerTrust into two P2Papplicationsthat arecurrently
underdevelopmentin Georgia Tech, namelyPeerCQ[3]
andHyperBee[2].
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