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Abstract

Peerto-Peer eCommaere communitiesare commonly
perceivedas an ervironmentoffering both opportunities
andthreats. Oneway to minimizethreatsin suc an open
communityis to use community-basedeputations,which
can be computed,for example through feedbak about
pees' transactionhistories. Sud reputationinformation
can help estimatingthe trustworthinessand predictingthe
future behaviorof pees. This paper presentsa coheent
adaptivetrust modelfor quantifying and comparingthe
trustworthines®f pees basedonatransaction-baseteed-
badk system. Thee are two main featuies of our model.
First, we arguethat the trust modelsbasedsolelyon feed-
badk from other peess in the communityis inaccurate and
ineffective We introducethree basic trust parametes in
computingrustworthines®f pees. In additionto feedbak&
a peerreceivesthroughits transactionswith other pees,
weincorporatethetotal numberof transactionsa peerper-
forms, and the credibility of the feedba& souicesinto the
modelfor evaluatingthe trustworthinesof pees. Second,
we introducetwo adaptivefactors, the transactioncontext
factorandthecommunitycontext factor, to allow the metric
to adaptto differentdomainsand situationsandto address
commonproblemsencounteedin a variety of online com-
munities.\\e presenta concretemethodo validatethe pro-
posedtrust modeland reportthe setof initial experiments,
showingthefeasibilityandbene t of our approach.

1 INTRODUCTION

Peerto-peer (P2P) electroniccommerce(eCommerce)
communitiexanbe seenastruly distributedcomputingap-
plicationsin which peers(membersrommunicatedirectly
with oneanotherto exchanganformation,distribute tasks,
or executetransactionsP2PeCommerce&ommunitiescan
beimplementeckitherontop of aP2Pnetwork [24, 1, 26] or
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usinga corventionalclient-serer platform. Gnutellais an
exampleof P2PeCommerce&eommunitieshatarebuilt on
top of a P2Pcomputingplatform. Person-to-persoanline
auctionsitessuchas eBay and mary business-to-tisiness
(B2B) servicesuchassupply-chain-managememetworks
are examplesof P2Pcommunitiesbuilt on top of a client-
senercomputingarchitecture.

In eCommercesettingsP2P communitiesare often es-
tablisheddynamicallywith peersthatareunrelatedandun-
known to eachother Peersof such communitieshave
to managethe risk involved with the transactionsvithout
prior experienceand knowledge abouteachother's repu-
tation. Oneway to addresghis uncertaintyproblemis to
develop stratgies for establishingtrust and develop sys-
temsthat can assistpeersin accessinghe level of trust
they shouldplaceon an eCommercdransaction. For ex-
ample,in a buyerseller market, buyersare vulnerableto
risks becausef potentialincompleteor distortedinforma-
tion provided by sellers. Trustis critical in suchelectronic
marketsasit canprovide buyerswith high expectationsof
satisfyingexchangerelationships. A recentstudy[9] re-
portedresultsfrom bothanonlineexperimentandanonline
auctionmarket, which con rmed thattrustcanmitigatein-
formationasymmetry(the differencebetweernthe amounts
of informationthe two transactingpartiespossesspy re-
ducingtransaction-speci ¢isks,thereforegeneratingrice
premiumsfor reputablesellers.

Recognizingthe importanceof trustin suchcommuni-
ties, an immediatequestionto askis how to build trust.
Thereis anextensive amountof researctiocusedon build-
ing trustfor electronicmarketsthroughtrustedthird parties
or intermediarie§14, 23, 8]. However, it is not applicable
to P2PeCommerceommunitieswherepeersare equalin
their rolesandthereareno entitiesthatcansene astrusted
third partiesor intermediaries.

Reputatiorsystemg21] provide away for building trust
throughsocial control without trustedthird parties. Most
researcton reputation-basettustutilizesinformationsuch
as community-basedeedbacksabout past experiencesof



peersto help making recommendatiorand judgmenton

quality and reliability of the transactions. Community-
basedfeedbacksare often simple aggreationsof positive

and negative feedbacksthat peershave receved for the

transactionsthey have performedand cannotaccurately
capturethe trustworthinessof peers.In addition,peerscan
misbehae in a numberof ways, suchas providing false
feedback®n otherpeers.The challengeof building a trust
mechanismis how to effectively copewith suchmalicious
behaior of peers. Anotherchallengeis that trust context

variesfrom communitiego communitiesandfrom transac-
tions to transactions.lt is importantto build a reputation-
basedsystenthatis ableto adaptto differentcommunities
anddifferentsituations.

Furthermorethereis alsoa needfor experimentaleval-
uation methodsof a given trust modelin termsof the ef-
fectivenesandbene ts. Most traditionaltrustmodelsonly
give an analyticalmodelwithout arny experimentalvalida-
tion dueto thesubjectve natureof trust. Thereis a needof
generametricsfor evaluatingthe effectivenesandbene ts
of trustmechanisms.

With theseresearchproblemsin mind, we develop
PeerTust, a peerto-peertrust model for quantifying and
assessinghe trustworthinessof peersin P2PeCommerce
communitiesOur goalis to build ageneratrustmetricthat
providesan effective measurdor capturingthetrustworthi-
nessof peers,addressethe fake or misleadingfeedbacks,
andhasthe capabilityto adapto differentcommunitiesand
situations.

A uniquecharacteristiof our trust modelis the iden-
ti cation of ve importantfactorsfor evaluatingthe trust-
worthinessof a peerin an evolving P2PeCommerceom-
munity: (1) the feedbackin termsof amountof satishc-
tion a peerobtainsfrom other peersthroughtransactions,
(2) thefeedbackscope suchasthetotal numberof transac-
tions that a peerperformswith otherpeersin the commu-
nity, (3) the credibility factorfor the feedbacksource,(4)
the transactioncontet factor for discriminatingmission-
critical transactiongrom lessor non-criticalones,and (5)
the community context factor for addressingcommunity-
relatedcharacteristicand vulnerabilities. A generaltrust
metricis de ned to combinethesetrustparameterin com-
puting trustworthinessof peers(seeSection3). Most ex-
isting reputation-basettustmodelsonly take into account
the rst factor theamountof satishction(feedbacksjhat
otherspeershave over the givenpeer By analyzinga vari-
ety of commonproblemsencounteredh today's electronic
marketsand online communities we demonstratehat the
feedbackonly approaclhis not only inaccuratebut alsovul-
nerablewhen appliedto evaluatingthe trustworthinessof
a peer In addition,we presenta concretemetric to illus-
tratetheimportanceof thetrustassessmefiictors(seeSec-
tion 4); validatethe proposedrustmodel,andreportthe set

of initial experimentsshaving the feasibility andbene ts
of ourapproachseeSectionb).

2 RELATED WORK

Thereareafew existing online reputationsystemssuch
asthe feedbacksystemof eBay Yahoo!Auction,and Auc-
tion Universe. Most of thesesystemausethe singlefactor
of feedbackasthereputatiormeasureAs we have pointed
out, the feedbackonly approachcannotcapturethe trust-
worthinessof userseffectively. We will analyzethe com-
mon problemsencounteredn thesecommunitiesin detail
in Section3.1anddiscusshow our approachaddressethe
problems.

A numberof reputationsystemsand mechanismsare
proposedfor online ervironmentsand agent systemsin
general[28 4, 27]. Most of them assumehe feedbackis
always given honestlyand with no bias and paid little at-
tentionto handlethe situationwherepeersmay conspireto
provide falseratings.

A few proposalsattemptedo addresghe issueof qual-
ity of thefeedbacksTheproposalfor computingandusing
reputationfor Internetratingsby Chenet al. [10] differen-
tiatesthe ratingsby computinga reputationfor eachrater
basedon the quality and quantity of the ratingsit gives.
However, the methodis basedon the assumptiorthat the
ratingsareof goodquality if they areconsistento the ma-
jority opinionsof therating. Adversariesvho submitfake
or misleadingfeedbacksanstill gaina goodreputationas
araterin their methodsimply by submittinga large num-
ber of feedbacksandbecomingthe majority opinion. Del-
larocas[12] proposedmechanisms$o combattwo typesof
cheatingbehaior when submittingfeedbacks. The basic
ideais to detectand Iter out exceptionsin certainscenar
ios usingcluster Itering techniquesThetechniquecanbe
appliedinto feedback-basedeputationsystemsdo Iter out
the suspiciougatingsbeforethe aggreyation. In compari-
son,ourtrustmodelis moregeneral We usethe credibility
of the feedbacksourceasoneof the basictrustparameters
when evaluatingthe trustworthinessof peers. The credi-
bility factorcanbe alsousedto detectfake or misleading
ratings.

Thereis someresearcton reputationandtrustmanage-
mentin P2Psystems AbererandDespotwic [6] proposed
acomplaint-onlytrustmanagemennethodfor adistributed
P2P system,due to the lack of incentives for submitting
feedbacks.The complaint-onlytrust metric works in very
limited casesandis over-sensitve to the skewed distribu-
tion of the communityandto several misbehaiors of the
system.Anotherwork is the P2PReproposeddy Cornelli
etal [11] It is aP2Pprotocolwheresenentscankeeptrack
of informationaboutthe reputationof their peersandshare
themwith others.Theirfocusis to provide a protocolcom-



plementingexisting P2Pprotocols,asdemonstratedn top
of Gnutella. However, thereis no formalizedtrust metric
andno experimentaresultsin the papervalidatingtheir ap-
proach. Our work differs from themin a numberof ways.
First,wetake acoherenapproacto analyzethetrustprob-
lemsin eCommercecommunitiesand identify the impor-
tanttrust parametersn additionto the feedbacksn order
to effectively evaluatethe trustworthinessof peersandto
addressrariousmaliciousbehaiors in a P2P community
Secondwe alsoconsiderothercontext factorsto allow the
generatrustmetricto adaptto differentcommunitiesunder
differenttransactionabr community-speci ccontexts. Fur-
thermore we presenta methodfor experimentalkevaluation
of ourapproachin adistributedP2Pernvironment.

Anothercloselyrelatedresearclareais collaboratie I-
tering and recommendatiorsystems[20, 22, 13, 15]. In
collaboratve Itering basedrecommendatiorsystemsthe
ratingsare aboutstatic productsinsteadof peersandthere
is no notionof transaction-basettings.Althoughboththe
reputationsystemsaandrecommendatiosystemsarebased
on collaboratie feedbacksreputationsystemshave prob-
lemsthatare unigueanddo not apply to recommendation
systems. For example, the reputationsystemsneedto re-
ect differenttransactiorcontextsandadapto thechanging
behaior of peers,which do not apply in recommendation
systems.

3 THE TRUST MODEL

In thissectiorwe rst presentlist of commonproblems
obsenedin today's electronicmarketsandonline commu-
nities. Thenwe introducethe threebasicfactorswith two
adaptve factorsin evaluatingtrustworthinessof peers.We
illustratethegeneratrustmetricthroughdiscussioroneach
of the vefactorsandtheirrolesin addressinghecommon
problems.

3.1 Common Problems in Current Electronic
Communities

A variety of electronic markets and online commu-
nity sites have reputation managementbuilt in, such
as eBay Amazon, Yahoo!Auction, Edeal, Slashdot,En-
trepreneucom. However, to our knowledge,thereare no
comprehensie suneys of all sitesthatusereputationman-
agemensystemsFromour experiencewith onlineauction
sites,andthe surwey provided by Malagain [16], we sum-
matrizea list of commonproblemsobsened.

1. Most systemsrely solely on the positive or negative
feedbackdo evaluateand determinethe reputationof
peers. The feedbackonly approachsufers from in-
accuratere ection of pastexperiencef peersin the
respectre community

2. Most systemsassumefeedbacksare honestand un-
biasedand lack ability to differentiatefeedbacksob-
tained from less trustworthy peersand those from
trustworthy peers.

3. Mostsystemdackability to setupvariouscontext sen-
sitive feedbacklters.

4. Mostsystemdacktemporaladaptvity by eithercount-
ing all thetransactiorhistory of a peerwithout decay-
ing theimportanceof old transaction#n thefar pastor
only counttherecenttransactions.

5. Most systemsdo not provide incentvesfor a peerto
rateothers.

In the rest of the sectionwe presentour trust model
anddiscusshow eachof the abore-mentionegroblemsis
avoidedor reduced.

3.2 Trust Parameters
and Non> exibility

Overcoming | naccur acy

With theabove problemsn mind,we designanddevelop
PeerTustmodel. In PeerTust, a peers trustworthinessis
de ned by an evaluationof the peerin termsof the level
of reputationit receivesin providing serviceto otherpeers
in the past. Suchreputationre ects the degreeof trustthat
otherpeersin the communityhave on the givenpeerbased
on their pastexperiencesn interactingwith the peer We
identify veimportantfactorsfor suchevaluation:

thefeedbackin termsof amountof satishctiona peer
obtainsthroughtransactionsvith others,

thenumberof transactionthepeerhasperformedwith
otherpeers,

the credibility of thefeedbacksubmittedby peers,

thetransactiorcontext factor addressingheimpactof
transactiorcharacteristicgsuchasvaluesor typesof
the transactionspn the trustworthinessof the peers,
and

thecommunitycontext factor addressingheimpactof
community-speci cpropertieson the trustworthiness
of peers.

In therestof this sectionwe illustratethe importanceof
theseparameterghrougha numberof example scenarios
andaddresghe problemswith feedback-onlynethodsWe
formalizethesefactors,andshav thatthey play anequally
importantrole in evaluatingthetrustworthinessof a peer
Feedback in Terms of Amount of Satisfaction
Reputation-basedystemsrely on feedbackdo evaluatea
peer In a P2PeCommercecommunity the feedbacksn
termsof amountof satishctionapeerrecevesregardingits
servicecomesprimarily from the transactionother peers



have hadwith this peerandre ects how well this peerhas
ful lled its partof theserviceagreementMostexistingrep-
utationbasedsystemausesthis factoraloneand computes
a peer 'strustvalue by a summarizatiorof all the feed-
backs recevesthroughits transactionsvith otherpeersn
the community For example,in eBay buyersandsellers
canrateeachotheraftereachtransactior(+1, 0, -1) andthe
overallreputationis the sumof theseratingsoverthelast6
months.

We canclearly seethat thesefeedback-onlymetricsare
awed. A peerwho hasperformeddozensof transactions
andcheaton 1 out of every 4 casewill have a steadilyris-
ing reputationin a giventime durationwhereasa peerwho
hasonly donelOtransactionsluringthegiventimeduration
but is completelyhonestwill betreatedaslessreputablaf
thereputationmeasuresf peersarecomputedby a simple
aggregationof thefeedbackshey receve.

Number of Transactions

With askewedtransactiordistribution,i.e. somepeershave
a highertransactiorfrequeng than other peers,the trust-
worthinesof apeeris notcapturedairly whenasimpleag-
gregationof feedbackss usedto modelthe trustworthiness
of peerswithout takinginto accounthe numberof transac-
tions. A peermayincreasats trustvalueby increasingts
transactionvolumeto hide the fact thatit frequentlymis-
behaesat a certainrate. So the numberof transactions
is an importantscopefactorfor comparingthe feedbacks
in termsof amountof satishction amongdifferent peers.
An updatedmetric can be de ned asthe ratio of the total
amountof satisfctionpeer recevesover the total num-
ber of transactiongpeer has,i.e. the averageamountof
satishctionpeer recevesfor eachtransaction.

However, this is still not sufcient to measurea peers
trustworthiness.When consideringreputationinformation
we oftenaccounffor the sourceof informationandcontext.

Credibility of Feedback

The feedbackpeer recevesfrom anotherpeer during
a transactionis simply a statemenfrom regardinghow
satised feelsaboutthe quality of theinformationor ser
vice providedby . Thetrustmodelshouldconsiderpoten-
tial threats.For example,a peermay make falsestatements
aboutanotherpeers servicedueto jealousyor othertypes
of maliciousmotives.Consequentlatrustworthy peermay
end up getting a large numberof false statements.With-
out a credibility factorbuilt in, this peerwill be evaluated
incorrectlybecausef falsestatementgventhoughit pro-
vides satishctory servicein every transaction. Therefore,
the feedbackfrom thosewith bettercredibility shouldbe
weightedmoreheavily in thetrustmetric. Intuitively incor-
poratingcredibility factorfor feedbacksepresenttheneed
to differentiatehecredibleamountsf satishctionfrom the
lesscredibleonesin computingthe reputationof peers. If
we considerreputation-basetfust as an importantmech-

anismto addresghreatsof untrustworthy peersand their
maliciousbehaiorsin theP2Pcommunity thenwe cansee
credibility of feedbacksasa mechanismo addresgherisk
of using potentially falsefeedbackgo rate peers'reputa-
tion. Theconcretdormulato determinecredibility of peers
in ling feedbackswvill bediscussedh Section3.4.
Transaction Context Factor

Transactiorcontext is anotheiimportantfactorwhenaggre-
gatingthe feedbackdrom eachtransactiorastransactions
may differ from oneanothereven within the sameeCom-
mercecommunity For example,if a communityis busi-
nesssavvy, the sizeof atransactions animportantcontext
thatshouldbeincorporatedn thetrustmetricto weightthe
feedbackor thattransactionlt canactasa defenseagainst
someof the subtlemaliciousattacks suchasa sellerdevel-
opsagoodreputatiorby beinghonesfor smalltransactions
andtriesto makeapro t by beingdishonesfor largetrans-
actions.

Community Context Factor

Variouscommunity contexts can be taken into accountto
addresssomeof the commonproblemswe listed suchas
lack of the temporaladaptvity. In a pop music sharing
community it may be desirableto only considerthe recent
transactionhistoriesof a peerto re ect the currenttrend.
However, in a businesscommunity one may wish to use
therecenttransactiorhistory of apeerandatthe sametime
considetthehistoricalratingsa peerrecevesin the pastbut
with alowerweightthantherecenthistoryin orderto evalu-
atethe peerbasednits consistenbehaior. This historical
behaior of a peeris onetype of communitycontext thatis
importantto beincorporatednto thetrustmodelto give the
trustsystematemporaladaptvity.

The feedbackincentive problemcanbe also alleviated
by addinga reward asa communitycontext for peerswho
submitfeedbacks.

The community context can be also usedto adaptthe
trustsystemto differentcommunitiesandaddresproblems
thatarespeci c to thecommunity For instancefreeriding
is a commonchallengewith online le sharingcommuni-
ties[7, 19 Thetotal numberof les a peersharesanbe
seenasa type of communitycontext andbetakeninto ac-
countwhenevaluatingthe trustworthinessof a peer With
sucha communitycontext factor a peerthatsharesalarge
numberof les with therestof the peersin the community
will have ahighertrustvaluethanthefreeridersandallevi-
atethefreeriding problem.

3.3 General Trust Metric

We have discussedheimportanceof eachtrustparame-
terweidenti ed. In this sectionwe formalizetheseparam-
etersandpresenta generakrustmetricthatcombinegshem
in acoherenmanner



Let denotethe total numberof transactionger
formedby peer duringthegivenperiod, denotethe
other participatingpeerin peer 's th transaction,
denotethe normalizedamountof satishction peer re-
ceives from in its th transaction, de-
note the credibility of the feedbacksubmittedby ,

denotethe adaptve transactiorcontext factorfor
peer 's th transaction,and denotethe adaptve
communitycontext factorfor peer during the given pe-
riod. Thetrustvalueof peer duringthe period,denoted
by ,isde nedas:

@

The metric consistsof two parts. The rst partis the
averageamountof crediblesatistctiona peerrecevesfor
eachtransaction.t maytake into accountransactiorcon-
text factorto capturethetransaction-dependecharacteris-
tics. This history-based@valuationcanbe seenasa predic-
tion for peer 'slikelihoodof asuccessfulransactiorin the
future. A con dencevaluecanbe computedandassociated
with the trust metric that may re ect the numberof trans-
actions,the standardieviation of the ratingsdependingon
differentcommunities.

The secondpartof themetricadjuststhe rst partby an
increaser decreasef thetrustvaluebasedn community-
speci ¢ characteristicandsituations. and denotethe
normalizedweightfactorsfor thetwo parts.

This generatrustmetricmayhave differentappearances
dependingon which of the parametersare turnedon and
how the parametersindweightfactorsareset. The design
choicesdependon characteristic®f communities.We ar
guethatthe rst threeparameters thefeedbackthenum-
ber of transactionsandthe credibility of feedbacksource
aretheimportantbasictrustparametershatshouldbe con-
sideredin computationof a peers trustworthinessin ary
P2PeCommerceommunities.

3.4 TheBasic Metric
We rst considerthebasicform of the generaimetricby

turning off the transactioncontext factor ( )
andthe communitycontext factor( and ):

@)

Thismetriccomputeghetrustvalueof apeer byanav-
erageof the credibleamountof satishctionpeer receves
for eachtransactiorperformedduringthe givenperiod.

The feedbacksin termsof amountof satishction are
collectedby a feedbacksystem. PeerTust model usesa
transaction-basefitedbacksystem,wherethe feedbackis

boundto eachtransaction. The systemsolicits feedback
after eachtransactionrandthe two participatingpeersgive

feedbackabouteachotherbasedn the currenttransaction.
Feedbaclsystemdiffer with eachotherin their feedback
format. They canusea positive format, a negative format,

anumericratingor amixedformat. is anormalized
amountof satishction between0 and 1 that can be com-

putedbasedn thefeedback.

Both the feedbacksaand the numberof transactionsare
guantitatve measuresand can be collectedautomatically
Differentfrom thesetwo basicparametersthe third trust
parameter credibility of feedbackis a qualitatve mea-
sureand needsto be computedbasedon pastbehaior of
peersvho le feedbacksDifferentapproachesanbeused
to determinethe credibility factorand computethe credi-
ble amountof satishction. Oneway is to solicit separate
feedbackdor feedbackghemseles. This makesthe prob-
lem of reputation-basettust managemenmore complex.
A simplerapproachis to infer or computethe credibility
value of a peerimplicitly. For example, one may use a
function of thetrustvalueof a peerasits credibility factor
so feedbackdrom trustworthy peersare considerednore
credibleand thus weightedmore thanthosefrom untrust-
worthy peers. This solutionis basedon two assumptions.
First, untrustworthy peersaremorelik ely to submitfalseor
misleadingfeedbacksn orderto hide their own malicious
behaior. Second trustworthy peersare morelikely to be
honestbn thefeedbackshey provide.

It is widely recognizedhatthe rst assumptions gen-
erally true but the secondassumptiormay not betrueatall
time. For example,it is possible(thoughnot common)that
a peermay maintaina goodreputationby performinghigh
quality servicesbut sendmaliciousfeedbackgo its com-
petitors. In this extremecase,usinga function of trustto
approximatethe credibility of feedbackswill generatesr-
rors. Thisis because¢hereputation-basettustin PeerTust
modelis establishedn termsof the quality of servicepro-
videdby peersratherthanthequality of thefeedbacksled
by peers.Thereforeit cannothandlethe situationof incon-
sistentbehaior, suchas peersoffering good servicesbut
providing falsefeedbackso jeopardizats competitors.

We believe that the study of what determineghe preci-
sionof credibility of feedbackss by itself aninterestingand
hard researchproblemthat deseres attentionof its own.
Giventhat oneof the designgoalsof the Peertustmodel
is to emphasizen therolesof differenttrustparameterin
computingtrustworthinessof peers,in the restof the pa-
perwe will usea function of trustworthinessof a peerto
approximatehe credibility of feedbacksled by this peer



3.5 Adaptingthe Metric Using Context Factors

We have discussedhe motivationsandscenariogor in-
corporatingthe adaptve contet factorsinto our general
trust metric. In this sectionwe focus on the concretefor-
mulawhenthesefactorsareturnedon in the generalmet-
ric and addresssomeof the commonproblemshy setting
propercontext factorsin the generalmetric.

Incor por ating Transaction Contexts

For a businesssasvy community we can incorporatethe

sizeof atransaction in termsof dollaramountdenotedy
, into thegeneralrustmetricto weightthefeedback

for thattransactionIf we only turn onthetransactiorcon-

text factor andkeepthe communitycontext factoroff, we

have the adaptedrustmetric of thefollowing form:

®

Adding Temporal Adaptivity

Thehistoricalrecordof apeers performancevithin acom-
munity can be an importantfactor for evaluationof trust-
worthinessof this peerin a consistenmanner Whenthis
is the case,the community context factor can be de ned
asthe evaluationof the peers historicalbehaior sincethe
timewhenpeer enterghecommunity ThroughPeerTust
formula, suchtemporaladaptvity canbeincorporatednto
the trustmetric seamlessly By assigninga properweight,
the pasthistory of the peercan be taken into accountbut
with alower weightthanthe recenthistory. Let de-
notethetotal numberof transactionpeer hashistorically.
If we only turn on the communitycontext factor, andkeep
thetransactiorcontext factoroff, we have theadaptve trust
metricof the following form:

4)

Providing Incentivesto Rate

The incentive problem of reputationsystemscan be ad-
dressedy building incentivesinto the metricthroughcom-
munity context factor This canbeaccomplishedby provid-
ing asmallincreasen reputationwhenever a peerprovides
feedbackto others. The communitycontext factorcanbe
de ned asaratio of total numberof feedbackgpeer give
othersduringthe giventime period,denotedas , over
thetotalnumberof transactionpeer has.Theweightfac-
tors canbe tunedto control the amountof reputationthat
canbegainedby ratingothers.If weturnoff thetransaction
contet factor we have theadaptednetric:

©)

Alleviating Free Riding Problem

Thefreeriding problemin le sharingcommunitiescanbe

alsoaddressetby building incentvesfor sharing les into

the metricthroughcommunitycontext factor The commu-
nity context factorcanbede ned asaratio of total number
of transactiong whichpeer uploadedh le duringatime

period,denotedas , over thetotal numberof transac-
tionspeer has.If weturnoff thetransactiorcontext factor,

we have theadaptednetric:

(6)

3.6 Usingthe Trust Value

Thevaluegivenby the trust metric givesa measurdhat
helpspeersto form a trust belief or actionon other peers
or to comparethe trustworthinessof otherpeers.A higher
value of indicatesthat peer is moretrustworthy in
termsof thecollective evaluationof bythepeeravhohave
hadtransactionsvith  and othercommunitycontext fac-
tors.

Therearesereralusage®f thetrustvaluein P2PeCom-
mercecommunities. First, a peer canderive trust rela-
tionshipwith anotherpeer to determinewhetherto per
form the next transactiorwith peer . A decisionrule is
neededo derive atrustrelationshipbasednthetrustvalue
andthe situation. Eachpeermustconsiderto which degree
thevalueof with theassociatedon dencevaluewill
male it trust given a speci c situation. Differentpeers
may have differentperceptiorover the samevalue. A sim-
ple rule for peer to form atrustactionon peer canbe
conductedas:

if thentrust (@)

where

to trustanothempeer

The factorsthat determinethe threshold
includehow muchpeer iswilling to trustothers.A more
tolerantpeermayhave alower threshold It is a manifestof
whatis calleddispositionaltrust [18], the extentto which
an entity hasa consistentendeny to trust acrossa broad
spectrumof situationsand entities. Otherfactorsinclude
thecontext of thepotentialtransactionFor example,amore
expensvetransactiormayrequirea higherthreshold.

More complex decisionrulescanbe appliedandarenot
our focusin this paper Interestedeadersnayreferto [17]

is thethresholdrustvaluefor peer



for anumberof modelsthatderive atrustrelationshipfrom
differentparameterén aneCommercervironment.

A secondusageis to comparethe trustworthinessof a
list of peers. For example,in a le sharingcommunity
like Gnutella,apeerwhoissuesa le downloadrequestan
comparehetrustworthinessof the peersthatrespondo its
requesbasedon their trustvalueandchoosethe peerwith
thehighesttrustvalueto downloadthe le.

Furthermore the trust valuesof peerscan be usedto
computethe aggreyatetrust valuesof a peergroupin or-
der to derive a trustrelationshipfor a taskthat requiresa
groupof peers.

4 AN EXAMPLE TRUST METRIC

We have presented generaltrust metric for evaluating
the trustworthinessof peersin a P2PeCommerceommu-
nity. In this sectionwe presenta concretemetric with its
computatiorto illustrateour trustmodel. Themetricis also
usedto conductexperimentandstudythefeasibility, effec-
tivenessandbene tsof ourtrustmodel.

This metricusesa complaintbasedeedbacksystemand
assumegpeersare rationalin a gametheoreticsense,.e.
trustworthy peersdo not le fake complaintsand untrust-
worthypeersle fake complaintavhenthey misbehaedur-
ing a transaction.With a complaintsystem,if a peer re-
ceivesa complaintfrom anotherpeerduringits th trans-
action, it simply meansthe peerreceives0 amountof sat-
isfactionfor this transactiorand is setto O, other
wise the peeris consideredo have a satisfctory perfor
manceand is setto 1. The trust value of a peer
is usedas the credibility factor to weight the complaints
the peer les againstother peers. Thus, the total credible
amountof satishctionpeer recevescanbe measureds

where is the total number
of complaintspeer recevesfrom v during the time pe-
riod. We turn off thetransactiorcontext factorandcommu-
nity contet factorandderive acomplaint-basettustmetric
from equatior2:

®)

We canwrite above equationin a matrix form as:

©)

The trust valuescanbe computedby solving the above
equation.We canstartby settingeachelementin the trust

value vectoron the right side of the equationto a default
value,sayl. As we collect moretransactiorhistoriesfor
eachpeer we repeatedlycomputethe trust vector until it
corverges.

We can easily seethat this computationis very expen-
sive in a distributedervironmentwherethereis no central
databas¢o managehetrustdataandthetrustdataaredis-
tributedanddynamicallymaintainecbverthe peeretwork.
Everytime whena peeris interestedn evaluatingthetrust-
worthinesf anothemeeror a smallsubsebf peersjt has
to retrieve the trust dataof all peersin the community To
addresghis high communicationcost, we proposean ap-
proximatecomputatiorby maintainingatrustcacheateach
peerto provide a morecost-efective computation.

Eachpeemaintainsatrustcachethatkeepghetrustval-
uesit hascomputedor otherpeersin the pastandusesthe
availablecachedrustvaluesasthe credibility factorswhen
computingthis concreterustmetric. It thuseliminatesthe

recursve computation. The trust value of peer is com-
putedatpeer asfollows:

(10

where is the trust value of peer in peer

's cacheor adefaulttrustvalueif it is notavailablein the
cache.

5 EXPERIMENT AL EVALUATION

We performedthreesetsof initial experimentsto eval-
uatePeerTustapproachandshaw its feasibility, effective-
ness,andbene ts. The rst setof experimentsevaluates
PeerTustin termsof its accurag. Thesecondsetof exper
imentsdemonstratethe bene t of Peerfustmodelwhenit
is usedin a distributedcommunity The lastonecompares
anexampleof the adaptednetricswith the basicmetricto
shav the effectsandbene ts of adaptingthe metric using
the context factors.

5.1 Simulation Setup

Weimplementedisimulatorin Mathematicat.0andthis
subsectiordescribeghe generalsimulationsetup,includ-
ing the communitymodel,thethreatmodel,thetransaction
model,andalist of simulationparameters.

Community Model
Our initial simulatedcommunityconsistsof  peers.We
startwith a smallnumberof peersfor the rst setof exper
imentsand continuewith larger numberof peers. Among
thesepeers somearetrustworthy andsomeareuntrustwor-
thy. The percentagef untrustworthy peersis denotedby
. An untrustworthy peermay not actmaliciousduring ev-
ery transactionWe use to modelthefrequeng that



an untrustvworthy peeractsmalicious(seethe threatmodel
below for moredetail).

Threat Model

The threatcomesfrom the untrustworthy peerswhenthey
actmalicious. A peerfailsto provide therequestedervice
or informationwhenactingmaliciousduring a transaction.
It further les afake complaintagainstheotherpeerto hide
its own maliciousbehaior. A peeralsogeneratesandom
trustdatain responsdo queriesfor the datait is responsi-
ble for storagewhenacting maliciousfor the datastorage
function. The overall maliciousbehaior percentagén the
communityis capturedoy

Transaction Model

The transactionsare randomization-based,e. peersare
randomlypicked to performtransactionsvith oneanother
or to initiate transactionsand respondto transactionre-
guests.During eachtransactiona trustworthy peeralways
cooperateandonly les a complaintwhenthe otherpeer
fails to provide the requestedserviceor information. An
untrustworthy peeractsmaliciousat a certainratespeci ed
by . Weuse tomodelthetransactiorskew in the
communitywhich meanssomepeershave a highertrans-
action frequeng than others. Concretely half randomly
chosempeershave atransactiorfrequeny  timeshigher
than the other half peers. When , eachpeerhas
aboutthe sametransactiorfrequeng. The averagenumber
of transactiongachpeerhasupto currenttime is denoted
by .
Table1l summarizeshe main parametersvhich we will
usethroughoubur simulations.

Trust Mechanism Implementation

Thereis no centraldatabaseor sener in the community
Eachpeerstoresasmallportionof thetrustdata(transaction
history andfeedbackskhnda distributed P2Pdatalocation
schemeP-Grid[5], is usedfor thedataroutingandlookup.
A peercollectsthetrustdataandconductghetrustevalua-
tion onthe y whenneededTheapproximatecomputation
is usedfor the trustevaluation. For furtherimplementation
details,pleasaeferto [25].

5.2 Trust Evaluation Accuracy

The objective of this setof experimentsis to evaluate
the effectivenessof the trust modelwith basicparameters
andunderstandhow the maliciousbehaior andtransaction
skew in thecommunityaffectits performanceWe compare
PeerTustapproacho the corventionalapproachn which
only the rst parameteri.e. the amountof satisfction,is
usedto measurghetrustworthinesof a peer
Evaluation Metric
We de ne trust evaluationaccurag as a metric to evalu-
ate how well the trust model helpspeersin making trust
decisions.A trustevaluationis considereccorrectwhena

trustworthy peeris evaluatedastrustworthy andanuntrust-
worthy peeris evaluatedas untrustworthy. In contrast,a
trustevaluationis consideredncorrectif atrustworthy peer
is evaluatedas untrustworthy or an untrustworthy peeris
evaluatedastrustworthy. For the rst casethepeerthatre-
guestsa servicemay missan opportunityto interactwith a
trustworthy peer For thesecondcasethepeerthatrequests
aservicemayendupinteractingwith anuntrustworthy peer
andrunninginto therisk of misbehaior fromtheotherpeer
The trust evaluationaccurag is de ned asthe ratio of the
correctevaluationsover the total numberof evaluations.
Simulation Design

We setthetotal numberof peergto ( ). Forthe
rst experiment,we vary the maliciousbehaior factorin
the community( ) by varying the percentagef untrust-
worthy peerswith a x ed maliciousrate of (

). The transactionskew factoris setto ( ).
For the secondexperiment,we vary the transactionskew
factor The percentag®f untrustworthy peersis setto
( ) andmaliciousrate of untrustvworthy peersis set
to ( ).

The experimentsproceedaspeersarerandomlychosen

to performtransactionwith eachother After trans-
actionsin the community i.e. an averageof transac-
tionsfor eachpeer( ), peersarechoserto

evaluatethe trustworthinessof randomlychosempeers
from the remaining peers. A simpledecisionrule is

usedatthe evaluatingpeer , asshawvn in Equation?, with

thethresholdsetto be  ( ), to decide
whethera peeris trustworthy basedon the computedtrust
value.Wethencomputethetrustevaluationaccuray of the
evaluations.

For comparisonpurpose,we use the complaint-based
trustmethoddescribedn [6] asanexampleof the corven-
tional method. The methodusesthe numberof complaints
only asthe trust measure.It only supportsa binary trust
output,i.e. whetherthe peeris trustworthy or not. We refer
to this methodasthe complaint-onlyapproach.

Simulation Results

Figurel representshe trustevaluationaccuray of thetwo
modelswith respecto the maliciousbehaior factorin the
community We canmake a numberof interestingobser
vations. First, PeerTust andthe complaint-onlyapproach
performalmostequally well whenthe maliciousbehaior
factoris low. Thisis becauséhe complaint-onlyapproach
relies on therebeing a large numberof trustworthy peers
who offer honeststatementgo override the effect of the
false statementprovided by the untrustworthy peersand
thusachiezesa highaccurag. Secondasthemaliciousbe-
havior factorincreasesPeerTust stayseffective while the
performanceof the complaint-onlyapproachdeteriorates.
This canbe explainedasfollows. Whenthe maliciousbe-
havior factorin the communityincreasesthe chancegor



Parameter| Description

Numberof peersan thecommunity

Percentagef untrustworthy peersn the community

Ratethatanuntrustworthy peeractsmalicious

Maliciousbehaior factorin thecommunity( )

Transactiorskew factorin the community

Thecurrenttime

Averagenumberof transactiongachpeerhasupto time

Table 1. Simulation Parameters

trustworthy peersto interactwith untrustworthy peersand
receve fake complaintsincrease Sincethe complaint-only
approactonly useghenumberof complaintfor computing
the trustworthinessof peersanddoesnot take into account
thecredibility of thecomplaintsthetrustworthy peerswith
fake complaintswill likely be evaluatedas untrustworthy
incorrectly On the contrary PeerTustusesthe credibility
factorto offsetthe risk of fake complaintsandthusis less
sensitve to themisbehaiors of untrustworthy peers.
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Figure 1. Trust Evaluation Accuracy with Ma-
licious Behavior ( , ,

)

Figure 2 representshe trust evaluationaccurag of the
two modelswith respectto the transactionskew factor
in the community When the transactionskew factor in-
creasesPeerTust stays effective while the performance
of the complaint-onlyapproachdeteriorates.This demon-
stratesthe importanceof the numberof transactionsvhen
computingthetrustworthinesf peers.Thecomplaint-only
approachs very sensitie to the transactiorskew because
it doesnot take into accountthe numberof transactionsn
theirtrustmetric.
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Figure 2. Trust Evaluation Accuracy with
Transaction Skew ( , ,

)

5.3 Bene t of the Trust Mechanism

This setof experimentsimulatesanapplicationscenario
wherepeersusethe trustmechanisnto comparethe trust-
worthinessof peersand choosethe peerwith the highest
trustvalueto interactwith. The objectie is to usethe sce-
narioto shav how a trustmechanisnbene tsa P2Pcom-
munity.

Evaluation Metric

We de ne transactionsuccessate asa metric to measure
theproductvity andsecuritylevel of acommunity A trans-
actionis consideredsuccessfulf both of the participating
peerscooperateOtherwiseoneor bothof thepeerss faced
with the risk of maliciousbehaiors from the other peer
The successfutransactiorrateis de ned asa ratio of the
numberof successfutransaction®ver the total numberof
transaction$n thecommunityup to a certaintime. A com-
munity with a highertransactiorsuccesgate hasa higher
productivity andastrongeievel of security We expectthat
acommunitywith aneffectivetrustmechanisnshouldhave



a highertransactiorsuccessateaspeersareableto make
informedtrustdecisionsandavoid unreliableanddishonest
peers.

Simulation Design

We setthe numberof peersto be (

percentag®f untrustworthy peersto be 1/2 (

maliciousrateof anuntrustworthy peerto be 1/4 (
), andthetransactiorskew tobe ( ).

), the
), the

Theexperimentproceedby repeatedihaving randomly
selectedpeersinitiating transactions. A selectedpeer
(sourcepeer)initiatesa transactiorby sendingout a trans-
actionrequestand a certainnumberof randomlyselected
peersrespond.The sourcepeerneeddo selecta peerfrom
the peercandidatego performthe transaction.The selec-
tion procesdliffersin a communitythathasno trustmech-
anismanda communitythathasa trustmechanismin the

rst casethesourcepeerrandomlyselectsa peerfrom the
peercandidatesIn the secondcase the sourcepeerevalu-
atesthetrustworthinessof eachpeerin the peercandidates
andselectsthe peerwith the highesttrust value. The two
peersthenperformthe transactiorand cooperateor defect
accordingo theirtrustworthinessstatusandmaliciousrate.
We recordwhetherthe transactionsucceedsand compute
thetransactiorsuccessatewhenthe experimentproceeds.

We simulatedhreecommunitiesthe rst with PeerTust
mechanismthesecondvith thecomplaint-onlymechanism
for comparisonandthe last without arny trust mechanism
for reference.

Simulation Result

Figure3 shavsthetransactiorsuccessatewith theaverage
numberof transactiongachpeerhasat currenttime. The
graphpresentsa numberof interestingobsenations. First,

we seean ohvious gain of the transactionsuccesgatein

both communitiesequippedwith a trustmechanism.This
con rms that supportingtrust is an importantfeaturein a
P2Pcommunity Secondthe complaint-onlytrustmetricis

not aseffective asPeerTust. This alsomatcheghe results
from the previous experiment. Third, it is alsointeresting
to obsere that the transactionsuccessate increasesover
the time in the communitywith PeerTust andthen stays
fairly stable. This is becauseas peersinteractwith each
other over the time, peerssuccessfullyselecttrustworthy
peergo interactwith. Theuntrustworthy peersaredeterred
from participatingin transactions.On the otherhand,the
transactiorsuccessateincreasegst andthendropsbefore
goingstablein thecommunitywith complaint-onlymethod.
This is becausgpeersmalke wrong evaluationsdue to the
limitations of the methodandin turn chooseuntrustworthy
peergo interactwith beforethe systemgetsstable.
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Figure 3. Transaction Success Rate (
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5.4 Adapting the Metric Using Context Factors

Thegoalof this experiments to useanexampleadapted
metricto show the effectsandbene ts of adaptinghe met-
ric usingtheadaptve contet factors.
Simulation Design
We setthe numberof peersto be (
centageof untrustworthy peersto be 1/2 (
maliciousrateof anuntrustworthy peerto be 1/4 (

), andthetransactiorskew factorto be 0 ( ).

The experimentproceedssimilarly asthe previous one
exceptthat onerandomlyselectedoeer actsmaliciously
with for aperiodof time andthenstartsactingtrust-
worthyatacertaintime point. We recordthecomputedrust
valueof peer whentheexperimentproceeds.

We comparethe basicexamplemetric de ned in Equa-
tion 8 with thetime window setto be50 ( ), which
only countsthe feedbackdrom the recent50 transactions,
andthe adaptedrust metric de ned in Equation4, which
takesinto accountthe historicalbehaior of peersfrom the
very beginningby usingthe communitycontext factor
Simulation Result
Figure 4 shaws the computedtrust value of peer by the
basicmetricandtheadaptednetric. Thedashedine showvs
thechangingpoint of the peer We canseebothtrustvalues
computeddy thetwo metricsshov anincreasecorrespond-
ing to the changeof the peer However, with the historical
communitycontext factor theadaptednetricshovsamore
gradualchangeasit alsotakesinto accountthe historical
behaior of the peerso a peercannotsimply increaseits
trustvaluequickly by actinggoodfor a shortrecentperiod.
Anotherobsenationis thatthe adaptedrustmetricis more
consistenthanthe basicmetric and hasfewer spikesthat

), the per
), the



indicateaninaccuratdrustvalue.
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Figure 4. Trust Value of a Changing Peer (
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6 CONCLUSION

We presentechn adaptve reputation-basettust model
for P2Pelectroniccommunities.We identi ed the veim-
portanttrustparameteranddevelopedacoherentrustmet-
ric thatcombinegheseparameterfor quantifyingandcom-
paringthe trustworthinessof peers.We alsoreporteda set
of initial experimentakesultsdemonstratinghefeasibility,
effectivenessandbene ts of our trustmodel.

Ourresearclon PeerTustcontinuesalongseveraldirec-
tions. First, we areinvestigatingdifferentthreatmodelsof
P2P eCommercecommunitiesand exploring mechanisms
to make Peertustmodelmorerobustagainsimaliciousbe-
haviors suchascollusionamongpeers. We are alsointer-
estedin combiningtrustmanagemenuith intrusiondetec-
tion to addressconcernsof suddenand maliciousattacks.
Secondwe areinterestedn testingthe approachwith real
workloaddata.Finally, we areworking towardsincorporat-
ing PeerTustinto two P2Papplicationsthat are currently
underdevelopmentin Geogia Tech, namely PeerCQ[3]
andHyperBe€d2].
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