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Abstract

Advances in distributed service-oriented computing and
global communications have formed a strong technology
push for large scale data integration among organizations
and enterprises. However, concerns about data privacy be-
come increasingly important for large scale mission-critical
data integration applications. ldeally, given a database
query spanning multiple private databases, we wish to com-
pute the answer to the query without revealing any addi-
tional information of each individual database apart from
the query result. In practice, we may relax this constraint
to allow efficient information integration while minimizing
the information disclosure. In this paper, we propose an
efficient decentralized peer-to-peer protocol for supporting
aggregate queries over multiple private databases while re-
specting the privacy constraints of participants. The paper
has three main contributions. First, it formalizes the no-
tion of loss of privacy in terms of information revealed at
individual participating databases. Second, it presents a
novel probabilistic decentralized protocol for top selection
across multiple private databases that minimizes the loss of
privacy. Third, it experimentally evaluates the protocol in
terms of its correctness, efficiency and privacy characteris-
tics.

1 Introduction

Informationintegrationhasbeenanimportantareaof re-
searclasthereis greatbene t for organizationgndindivid-
ualsin sharingtheirdata.Traditionally, informationintegra-
tion researcthasassumedhatinformationin eachdatabase
canbefreely shared.Recently it hasbeenrecognizedhat
concernsaboutdataprivagy increasinglybecomeanimpor-
tantaspectbf dataintegrationbecauserganizationor in-
dividuals do not want to reveal their private database$or
variouslegalandcommerciakeasons.

Application Scenarios. The increasingneedfor privacy
preservingdataintegrationis driven by several trends[4].

In the businessworld, with the pushtowardsend-to-endn-
tegrationbetweerorganizationandtheir suppliersservice
providers,andtradepartnersjnformationsharingmay oc-
curacrosanultiple autonomougnterpriseskull disclosure
of eachdatabaseés undesirable.lt is alsobecomingcom-
monfor enterpriseso collaboratén certainareasandcom-
petein others. This in turn requiresselectve information
sharing.

Anotherimportantapplicationscenariais driven by se-
curity. Governmenggenciesealizetheimportanceof shar
ing information for devising effective security measures.
For example, multiple agenciesmay needto sharetheir
criminalrecorddatabaset identify suspectin thecircum-
stanceof aterroristattack.However, they cannotindiscrim-
inately openup their database® all otheragencies.

Suchconcernsaboutdataprivacy placelimits on infor-

mationintegration.We arefacedwith the challengeof data
integration while respectingprivacy constraints. Ideally,
givenadatabasgueryspanningnultiple privatedatabases,
wewishto computeheanswelto the querywithoutreveal-
ing ary informationapartfrom thequeryresult.
Curr ent Techniquesand Reseach Challenges.Thereare
two main existing techniqueghat onemight usefor build-
ing privagy preservingdataintegrationapplicationsandwe
discusshelow why they areinadequate.

Onetechniquds to useatrustedthird partyandhave the
participatingpartiesreportthedatato thetrustedthird party
which performsthe dataintegrationtask and reportsback
the resultto eachparty. However, nding sucha trusted
third partyis notalwaysfeasible.Thelevel of trustrequired
for the third party with respectto intent and competence
againstsecuritybreachess too high. Compromiseof the
sener by haclerscouldleadto a completeprivacy lossfor
all participatingpartiesshouldthedataberevealedpublicly.

The othertechniqueis securemulti-party computation,
[9, 8] which hasdevelopedtheoreticaimethoddor securely
computingfunctionsover privateinformationsuchthatpar
ties only know the resultof the function andnothingelse.
However, the methodsrequiresubstantiacomputatiorand
communicationcostsand are impractical for multi-party



large data-bas@roblems.

Agrawal et al [4] recently proposeda new paradigm
of information integration with minimal necessaryshar
ing acrossprivate database. As a tradeof for ef ciency
andpracticability the constraintof not revealingary addi-
tionalinformationapartfrom thequeryresultcanberelaxed
sometimeso allow minimaladditionalinformationto bere-
vealed.As anexample,they developedprotocolsfor com-
putingintersectiorandequijoinbetweertwo partiesthatis
still basedon cryptographigrimitivesbut is moreef cient
thansecuremulti-party computatiorandhasminimalinfor-
mationdisclosure.

Giventhis paradigmresearctopportunitiesarisefor de-
veloping ef cient specializedprotocolsfor differentoper
ations. One importantoperationis statisticsqueriesover
multiple private databasessuchastop datavaluesof a
sensitve attribute. In particular when , it becomes
themax(min)query For example,agroupof competinge-
tail companiesn the samemarket sectormaywishto nd
out statisticsabouttheir sales suchasthetop salesevenue
amongthem, but to keepthe salesdataprivateat the same
time. Thetop function canbe alsosened asa building
block for more complex distributedtop queriesor data
mining algorithmssuchas NN classi cation. The design
goalfor suchprotocolsis threefold. First, it shouldguar
anteeaccurateresultsno matterwhat techniquesare used
for preservingdataprivagy. Second,t shouldbe ef cient
in termsof both computatiorandcommunicatiorcosts.In
orderto minimize the computationcost, expensve crypto-
graphicoperationshouldbe limited or avoided. Finally, it
shouldminimize the informationdisclosureapartfrom the
gueryresultsfor eachparticipant.

Contrib utions and Organizations. Bearingthesedesign
goalsin mind, we proposea protocolfor selectingop data
valuesof a sensitve attribute acrossmultiple ( ) pri-
vate databases.This paperhasthree main contributions.
First, we formalizethe dataprivacy goal andthe notion of
lossof privagy in termsof informationrevealed by propos-
ing a dataprivacy metric (Section2). Second,we pro-
poseanovel probabilisticdecentralizegrotocolfor privacy
preservingtop selection(Section3). Third, we evaluate
theprotocolexperimentallyin termsof its correctnessf -
cieng/ andprivacy characteristic§Sectiond). We provide a
brief overview of therelatedwork (Section5) andconclude
the paperwith a summaryanda brief discussiorof future
work (Section6).

2 Privacy Mode

In this sectionwe de ne the problemof top queries
acrosgprivatedatabasesWe presenthe privacgy goalsthat
we focuson in the paper followed by privacy metricsfor
characterizingand evaluating how the privagy goals are

achieved.
Problem Statement. The input of the problemis a setof
privatedatabases, . Atop query
isto nd outthetop valuesof a commonattribute of all
theindividual databasesWe assumeall datavaluesof the
attribute belongto a publicly known datadomain.Now the
problemis to selecthetop valueswith minimaldisclosure
of the datavaluesthat eachdatabasdasbesideshe nal
result.
Adversary Model. We adoptthe semi-honest model of
adwersarieg[8] thatis commonlyusedin multi-party se-
cure computationresearch. A semi-honesparty follows
the rules of the protocol, but it canlater usewhatit sees
during executionof the protocolto compromiseother par
ties' dataprivagy. Suchkind of behaior is referredto as
honest-it-curiousbehavior [8] andalsoreferredto aspas-
sivelogging[18] in researctonanorymouscommunication
protocols. The semi-honest modelis realisticfor our con-
text whereeachparticipatingparty will wantto follow the
agreedrotocolto getthecorrectresultfor theirmutualben-
e t andatthesametime reducethe probabilityandamount
of informationdisclosureabouttheir privatedataduringthe
protocolexecution.
Privacy Goal. We focuson achieving dataprivacy for top
queriesin this paper Ideally, besideshe queryresultthat
is revealedto all the databasesyodesshouldnot gain ary
moreinformationabouteachothers'data. In otherwords,
our goal is to minimize dataexposureamongthe multiple
partiesapartfrom theresultof thetop query

We describethedifferenttypesof dataexposurewe con-
siderandformulateour privacgy goalsin termsof suchex-
posures.Givena node anda datavalue it holds,we
identify the following dataexposuresn termsof the level
of knowledgean adwersarycandeduceabout : (1) Data
value exposure: anadwersarycanprove the exact value of

( ); (2) Data range exposure: an adwersarycan
prove therangeof ( ) but not prove its ex-
actvalue; and (3) Data probability distribution exposure:
an adwersarycan prove the probability distribution of
( ) eventhoughit may prove neitherits range
nor exactvalue. Intuitively, datavalueexposureis the most
detrimentalprivacy breach. Due to the spacerestrictions,
we will focusourdiscussions$o datavalueexposuresn the
restof this paper

Our privagy goalis to minimizethe“degreeof datavalue
exposures’(de ned in thenext section)for eachindividual
node. We treatall the nodesin the systemequallyandno
extraconsideratiomnwill begivento nodesvho contributeto
the nal top values.In additionto protectinghedataexpo-
sureof eachnode arelatedgoalis protectingtheanorymity
of thenodeswho contrituteto the nal results.However, it
is notthefocusof this paper
Privacy Metrics. Giventhe dataprivacy goal, we needto



characterizehe degreewith which privagy is attained.The
key questionis how to measurghe amountof information
disclosedduring the computation.Concretely we needto
qguantifythe degreeof dataexposurefor a single dataitem

thatnode holds. Therearea few privacy metricsthat
arebeingproposedandusedin the existing literature[14,
2]. For our purpose we adoptedthe probabilisticprivacy
spectrum[14] and proposea more generaland improved
metric.

A nodes privagy is compromisedvhenan adwersaryis
ableto make a claim C aboutthe dataat othernodes(e.g.,
node hasavalue ) with a high degreeof certainty
Besidesthe resultsof the query (denotedby ) that are
madepublic to all the nodes,an adwersarywill alsohave
accesdo intermediateresults(denotedby ) during the
executionof the protocol. Thusthe lossof privacy dueto
the executionof the protocolis the addedinformationan
adwersarycaninfer dueto his knowledgeof the intermedi-
ateresults,over and above the informationhe may derive
by his knowledgeof the nal results.

We proposea generaimetric- Lossof Privagy - to char
acterizehow severe a dataexposureis by measuringthe
additionalcertaintyan adwersarygainsin makinga claim.
Let denotethe probability of predicate be-
ing true giventhe nal resultandthe intermediateresults,
andlet be the probability givenonly the nal re-
sult. We de ne Lossof Privagy ( ) in Equationl:

1)

Intuitively, Lossof Privacy quanti estheamountbf extra
informationanadwersaryobtainsfrom his knowledgeof the
intermediateresults. The metric gives a value within the
range . We usethe phrasée‘completelossof privag”
to referto the casewherethe Lossof Privagy is closeto

Concretely considerthe casewhere is in the form
of (i.e., a datavalue predicate)and is the -
nal top value setdenotedas . f , V-
ery node hasthe sameprobability to hold so we have

(for participants).Otherwise,
when( ), it is closeto impossiblefor an adver
saryto guessthe exact value of a nodegiven only the -
nal result. This is especiallytrue whenthe datadomainis
large enough,becausea node cantake ary of the values
in the datadomain. Sowe approximate
with 0. Thus, Loss of Privag is equalto either

or , depending
onwhether .

Giventhe de nition of for a singledataitem at a
singlenode,we de ne for anodeastheaverage
for all the dataitemsusedby the nodewhile participating
in the protocol. Intuitively, when nodesparticipatein the
protocolwith their local top values,the morevaluesthat
getdisclosedthelargerthe for thenode.We measure

theprivacgy characteristicfor the protocolusingtheaverage
of all thenodes.

3 The Decentralized Protocol

In this section we describea decentralizedprotocol
PrivateTop - for multiple organizationsto executetop
gueriesacross private databasegnodes),suchthat each
nodesuffers minimuminformationdisclosure.

Bearingtheprivacy goalin mind, weidentify two impor-
tant principlesfor our protocoldesign. First, the outputof
thecomputatiorateachnodeshouldbesufciently random
soasto preventanadwersaryfrom beingableto determine
thatnode’s datavalueor datarangewith certainty Second,
theprotocolshouldbe ableto producethecorrect nal out-
put of atop query(correctness)n a small and bounded
numberof roundsof communicationamongthe nodes
(ef ciency). Usingtheseprinciplesasthedesignguidelines,
we proposea probabilisticprotocolwith a randomizedo-
cal algorithm for top queriesacross private databases
( ). To facilitate the discussionof our protocol, we
rst presenta naive protocolto executetop queries,and
thenpresenbur distributedprobabilisticprotocol.

3.1 A Naive Protocol

Consideragroupof databasewho wish to selectthe
max value ( ) of a commonattribute. A straightfor
ward way to computethe resultwithout a centralseneris
to havethenodesarrangedn aring in whichaglobalvalue
is passedrom nodeto nodealongthering. The rst node
sendsts valueto its successoiThenext nodecomputeghe
currentmax value betweenthe value it getsfrom its pre-
decessolnd its own value and then passeghis value to
its successorThis continuesuntil the rst noderecevesa
valuefrom its predecessorAt this point, the startingnode
will know the global maxvalue,andcanbroadcasthis in-
formation.

Clearly, the schemedoesnot provide gooddataprivacy.
Thestartingnodehascompletdossof privagy to its succes-
sorregardingits value. Thenodeghatarecloseto the start-
ing nodein thering have afairly high probabilityof disclos-
ing their values.A randomizedstartingschemewould pro-
tectthe startingnodeandavoid theworstcasebut it would
not help with the averagedatavalue disclosureof all the
nodeson thering. Furthermoregvery node ( )
suffersa completelossof privacy regardingits datarange,
i.e. the successoknows for surethat node hasa value
smallerthanthe valueit passeon. This leadsusto con-
sideralternatve protocolsfor betterprivacy preseration.



3.2 Protocol Structure

To addresghe shortcomingof the naive protocol, we
devised a probabilistic protocol. First, we give a brief
overview of the key componentf the protocolandthen
usethe max(min) queries(thetop querieswith ) to
illustratehow thetwo designprinciplesareachievedby the
computationperformedat eachnodeto achieze minimum
disclosureof information (our privacy goal). The protocol
is designedo run over a decentralizeshetwork with aring
topology, andconsistof the nodecommunicatiorscheme,
the local computationmoduleandinitialization moduleat
eachnode.

Nodesaremappedntoaring randomly;thuseachnode
hasa predecessoandsuccessorThe randommappingre-
ducegheability of two colludingadwersariedo bethepre-
decessoandsuccessoof aninnocentnode. Thering set-
ting is commonlyusedby distributed consensugrotocols
suchasleaderelectionalgorithm[13]. We alsoplanto ex-
plore othertopologiessuchas hierarchyfor designingpo-
tentially moreef cient protocols. We assumesecurecom-
municationchanneldbetweera nodeandits successorThe
local algorithmis a standalonecomponenthat eachnode
executesTheinitialization moduleis designedo selectthe
startingnodeamongthe participatingnodesandthenini-
tialize a setof parametersisedin thelocal computatioral-
gorithms.

In this paperwe do not handlethe dataschemahetero-
geneityissues. We assumehat the databaseschemasnd
attribute namesare known and arewell matchedacross
nodes.Readersvho areinterestedn thisissuemayreferto
[7] for someapproacheso the problemof scheméahetero-
geneity

3.3 PrivateMax Protocol

We rst presentthe protocolfor max(min) queries(the
specialcaseof top with ) over privatedatabases,
referredto as PrivateMaxprotocol, to help readersunder
standthe key ideasandtechniquesisedin our protocolde-
sign. Later, we generalizeio top queriesin next subsec-
tion.

The intuitive ideaof usinga probabilisticprotocolis to
injecttheright amountof randomizatiorinto thelocal com-
putationateachnode suchthattheprobabilityof datavalue
disclosureat eachnodeis minimized while ensuringthat
the eventualresultof the protocolis guaranteedo be cor
rect. Concretely the protocol consistsof multiple rounds
in which a globalvalueis passedrom nodeto nodealong
thering. During eachround,nodesinject somerandomiza-
tion in their local computatiorwith acertainrandomization
probability that dependsn the round. The randomization
probability monotonicallyapproache$ asthe numberof

roundsincreasesensuringthatthe protocoleventuallypro-
ducesgthecorrectresult.

Randomization Probability. We rst de ne the random-
ization probability. It startswith aninitial probability de-
notedas in the rst roundanddecreasesxponentially
with a dampeningactordenotedas , sothatit tendsto 0
with sufcient numberof rounds.The randomizatiorprob-
ability for round denotedas is de ned asfollows:

(2)

PrivateMax RandomizedAlgorithm. Eachnode,uponre-
ceving the global valuefrom its predecessoperformsthe
localrandomizedalgorithm,andpassesheoutputto its suc-
cessarThecoreideaof thisalgorithmis to determinevhen
andhow to inject randomizatiorin orderto implementthe
two designprinciplesof the protocol, namely the output
of thealgorithmshouldpreventanadversaryfrom inferring
the valueor rangeof the datathatthe nodeholdswith ary
certainty; and the randomizedoutput shouldnot generate
potentialerrorsthatleadto incorrect nal outputof the pro-
tocol.

Algorithm 1 PrivateMax Local Algorithm (executedby
node atround )

INPUT: , ,OUTPUT

if then

else
with probability arandomvalue be-
tween
with probability

endif

A sketch of the PrivateMaxlocal algorithmis givenin
Algorithm 1 for node atround . Thealgorithmtakestwo
inputs: (1) the global value node recevesfrom its pre-
decessor in round , denotedas , and(2) its
own value,denotedas . The algorithm compareghese
two input valuesanddetermineghe outputvalue,denoted
as , in the following way. First, if the global value

is greaterthanor equalto its own value , node
simply returnsthe currentlocal maximumvalue(
in this case).Thereis no needto inject any randomization
becaus¢henodedoesnot exposeits own valuein this case.
Secondjf is smallerthan , insteadof alwaysre-
turning the currentlocal maximumvalue ( in this case),

node returnsarandomvaluewith probability , and
returns with probability . Therandomvalueis
generatediniformly from therange . Notethat

therangeis openendedat to ensurghatthenodewill not

revealits privatevalue



Suchrandomizatiorhasa numberof importantproper
ties. First, it successfullypreventsan adwersaryfrom de-
ducingthe valueor rangeof  with ary certainty Thisis
becausehe outputof node canbe eitherarandomvalue,
or the global value passeddy the predecessoof node ,
or its own value Second,the global value monotoni-
cally increasesasit is passedalongthe ring, evenin the
randomizationcase. When randomizationis injected, the
randomvalue output canbe smallerthan but has
to be greaterthanor equalto , Which ensureghat
the globalvaluekeepsincreasing.This monotonicincreas-
ing propertyminimizesthe needfor othernodesafter node

to haveto disclosetheir own valuesbecaus¢hey cansim-
ply passon the globalvalueif it is greaterthantheir own
values. Finally, the randomizatiorwill not generatean er-
roneousvalue which is greaterthanthe global maximum,
becausdhe global value passedaroundthe ring is always
smallerthanor equalto  andthussmallerthanthe global
maximumvalue. It will bereplacedy thevaluethatis held
either by the node itself or ary other nodethat holdsa
greatervaluein a later round asthe randomizationproba-
bility decreases.
Protocol Details. At initialization, eachnodein the net-
work sortsits valuesandtakesthe local maxvalueto par
ticipatein the globalmaxselection.Theprotocolrandomly
chooses nodefrom the participatingnodes saynode ,
with . Node initializesthe globalvalue to the
lowestpossiblevaluein thedatadomain;therandomization
probabilityto ,thedampenindactor (recallequatior2),
andtheroundcounter .

Uponthe completionof the initiation processthe local
computationmoduleis invoked at node . Eachnode ,
uponreceving the globalvalue from its predeces-
soratround , executesthe local computationalgorithm,
and passeghe output to its successorThe protocol
terminatesat the startingnodeafter a sufcient numberof
rounds.Notethatif we settheinitial randomizatiorproba-
bility to beO ( ), the protocolis reducedo the nave
deterministigprotocol.
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Figure 1. lllustration for PrivateMax Protocol

Figurel shavsanexamplewalk-throughof the PrivateMax
protocolover a network of 4 nodesjnitialized with

and . Assumethe protocolstartsfrom nodel with
theinitial global value . In the rst round(

), the randomizatiorprobability is equalto 1, soif
a noderecevesa value smallerthanits own value, it will
always returna randomvalue betweenthe receved value
andits own value. As a result,nodel returnsa random
valuebetween0,30), say16. Node 2 passed 6 to node3
becausét is greaterthanits own value10. Node3 returns
arandomvaluebetweer[16,40),say25; andnode4 passes
value 25 to the rst nodebecausét is greaterthanits own
value 20. The protocol proceedsghis way until the nal
round. After the nal roundall nodessimply passon the
nal result.

This example illustrateshow the decentralizedproba-
bilistic protocolworks andwhy it ensureghat eachnode
retainsgoodprivacy aboutthe exactvalueandthe rangeof
their data.

3.4 PrivateTop Protocol

Now we describethe generalPrivateTop protocol for
top selection. It works similarly as PrivateMaxprotocol
( ) in termsof the probabilisticschemeThecomplex-
ity of extendingthe protocolfrom maxto generaltop lies
in thedesignof therandomizedalgorithm.

As the initial step,eachnode rst sortsits valuesand
takesthe local setof top valuesasits local top vector
to participatein the protocol, sinceit will have at most

valuesthat contribute to the nal top result. Similar
to PrivateMaxprotocol,the initialization modulerandomly
picks a nodefrom the participatingnodesasthe starting
node,initializesthe globaltop vectorto the lowestpossi-
ble valuesin the correspondinglatadomain,setsthe round
counter , andinitializes the randomizatiorprobability
andthe dampenindactor .

The protocol performsmultiple roundsin which a cur
rentglobaltop vectoris passedrom nodeto nodealong
thering network. Eachnode , uponreceving the global
vectorfrom its predecessaat round , performsarandom-
ized algorithmand passests outputto its successonode.
The startingnodeterminateghe protocolafter a sufcient
numberof rounds.

PrivateTop Randomized Algorithm.  The random-
ized algorithm is the key componentof the probabilistic
PrivateTop protocol. We want the algorithmto have the
samepropertiesas thoseof PrivateMaxalgorithm (Algo-
rithm 1), namely guaranteeingorrectnessvhile minimiz-
ing datavaluedisclosures.To accomplistthis, we canuse
the sameidea of generatingrandomvaluesand injecting
them into the output of the global top vectorat node

( ) in orderto hide the nodesown values. How-



ever,with valuesin thelocaltop vector we needio make
surethat the randomlygeneratedralueswill eventuallybe
shiftedout from the nal globaltop vector

Algorithm 2 PrivateTop Local Algorithm (executedby
node atround )

INPUT: , ,OUTPUT
topK( )

if then

else

with probability
with probability

sortedlist of randomval-
uesfrom [ ,

)

endif

Algorithm 2 givesa sketchof a randomizedalgorithmfor
PrivateTop protocol with respectto node executingat
round . Theinputsto thealgorithmare(1) the globalvec-
tor node recevesfrom its predecessor in round
denotedas , and(2) its local top vector denoted
as . Theoutputof thealgorithmis the global vectorde-
notedas . Note that the global vectoris an ordered
multisetthatmayincludeduplicatevalues.
The algorithm rst computesthe correcttop vector,
denotedas , over the union of the set of valuesin
and . It thencomputesa sub-vectorof , de-
notedas , which containsonly thevaluesof thatcon-
tributeto the currenttop vector by taking a setdif-
ferenceof thesetof valuesin and . Notethat
theunionandsetdifferencehereareall multisetoperations.
Thealgorithmthenworksundertwo cases.
Casel: Thenumberof elementsn , ,is0,i.e.node
doesnot have ary valuesto contrituteto the currenttop .
In this casenode simply passe®ntheglobaltop vector
asits output. Thereis no randomizatiomeeded
becausehe nodeneednot exposeits own values.
Case2: Node contributes values
in the currenttop . Figure 2 gives an illustrative exam-

ple where and In this case, node
only returnsthe real currenttop ( ) with probabil-
ity . Note that a nodeonly doesthis once,i.e.

if it insertsits valuesin a certainround, it will simply
passon the global vectorin the rest of the rounds. With
probability , it copiesthe rst valuesfrom

and generatelast  valuesrandomly and inde-
pendentlyfrom [ ,

Gi(r)

m values
to be inserted

m random values
between [80, 100)

Figure 2. lllustration for PrivateTop Local Al-
gorithm

), where denotesthe th (last) item in

, denoteghe thitemin

,and denotesaminimumrangefor generatinghe
randomvalues.Thereasorfor generating randomvalues
is becausenly thelast valuesin the outputareguaran-
teedto beshiftedoutin alaterroundwhenthe nodeinserts
its realvaluesif the globalvectorhasnot beenchangecdy
other nodes. The rangeis designeds sucha way that it
increaseshe valuesin the global vectorasmuchaspossi-
ble while guaranteeingherandomvaluesdo notexceedthe
smallestvaluein the currenttop so they will be eventu-
ally replaced.In anextremecasewhen , thecurrent
top vectoris equalto it will replaceall valuesin the
globalvectorwith randomvalues,eachrandomlypicked
from the rangebetweenthe rst item of andthe

th (last)item of
It is worth notingthatwhen thePrivateTop local
algorithmbecomeghe sameasthe PrivateMaxlocal algo-
rithm. We reportour experimentalevaluationon the cor-
rectnessandprivacy characteristicef the generalprotocol
in Sectior4.

4 Experimental Evaluations

In this section,we presentan initial setof experiments
evaluating the protocol in terms of its correctnessef -
ciengy, andprivagy characteristicsWe alsoconductedor-
mal analysison the protocol. The analytical resultsare
omitted in this paperdueto spacerestrictions. Pleasere-
fer to ourtechnicalreport[20] for detailedinitial analytical
results.

4.1 Experiment Setup

The systemconsistsof  nodes. The attribute valuesat
eachnodearerandomlygeneratedver the integer domain



Param.| Description

# of nodesin thesystem
parameteim top

initial randomizatiorproh

dampenindgactorfor randomizatiorproh

Table 1. Experiment Parameters

. We experimentedwith variousdistributions of
data,suchasuniform distribution, normaldistribution, and
zipf distribution. Theresultsaresimilar sowe only report
the resultsfor the uniform distribution. The experiment
proceedsby having the nodescomputetop valuesusing
the probabilistic protocol. We evaluatethe accuray and
privacy properties. Eachplot is averagedover 100 exper
iments. Table 1 lists the main parameterdor the experi-
ments.

4.2 Precisionand Ef ciency of Max Selection

maximumvalue at designatedhodes,which could be ran-
domly selectedrom eachsmallgroup.

4.3 Privacy Characteristics of Max Selection

We evaluatethe privagy characteristicsf the protocolin
termsof their datavaluelossof privagy. In particular we
want to answera numberof questions. What is the loss
of privacy duringthe executionof thealgorithm?How does
thenumberof nodesaffecttheprivacy characteristicsPlow
do therandomizatiorparametersffect the privacy charac-
teristicsand how to selectthem? How doesthe protocol
compareo the naive protocol?

Loss of Privacy in Different Rounds. We rst studythe
lossof privagy of the protocolin eachroundduringthe ex-
ecutionwith differentrandomizatiorparameters.
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Figure 3. Precision of Max Selection with In-
creasing Number of Rounds

We rst verify the correctnes®f the PrivateMaxprotocol
( ). Figure 3(a) and (b) shaw the precisionwith in-
creasinghumberof rounds( ) for differentinitial random-
ization probability (  and dampeningfactor ( ) respec-
tively. We obsene thatthe precisionincreaseso 100%as
the numberof roundsincreases.A smaller resultsin a
higherprecisionin the rst roundandmakesthe precision
corvergeto 100%faster A smaller makesthe precision
reach100%muchfaster In otherwords,asmaller and
providesbetteref ciency in termsof the numberof rounds
requiredgivenaprecisionguarantee.

Note that the communicatiorncostfor a singleroundis
proportionalto the numberof nodeson thering. Onepos-
sible way to improve the efciency for a systemwith a
largernumberof nodesis to breakthe nodesinto a number
of small groupsand have eachgroup computetheir group
maximumvalue in parallel and then computethe global

Figure 4. Loss of Privacy for Max Selection in
Different Rounds

Figure4(a)and(b) shav the averagedatavaluelossof pri-
vagy for all nodesin differentroundswith varying initial
randomizatiorprobability( ) anddampenindactor( ) re-
spectvely. With a smaller , thelossof privacy reaches
highestin the rst roundandgraduallydecreasesWith a
larger (e.g., ), thelossof privagy is zeroin the
rst roundandreacheghe peakin the secondround and
thengraduallydecreasedf we look at the peaklossof pri-
vacgy, alarger  providesa betterprivagy. In Figure4(b),
thetrendis thesameastheoneof . However, alarger

resultsin alower peaklossof privagy. Intuitively, alarger

and addmorerandomizatiorinto the protocolandthus
provide betterprivagy.

We have shown the loss of privagy in different rounds
during the execution. For the restof the experimentswe
will take the highest(peak)loss of privacy amongall the
roundsfor a given nodeto measurets overall loss of pri-
vagy, becausdhat givesus a measureof the highestlevel
of knowledgean adwersarycanobtainregardingthe node’s
datavalue.

Effect of Number of Nodes. We now reportthe experi-
mentsshaving how the numberof nodesaffectsthe lossof
privagy of the protocol.



—>— p0=1/4 —— d=1/4
0.25} -+- p0=1/2 0.25} -+- d=1/2
A po=1 A d=3/4

Loss of Privacy
2 o

&5 ©

°

Y

a
e
B

14
°
X

o
b
-

16 6: 16 64
# of Nodes d=1/2 # of Nodes p0=1

@ (b)

Figure 5. Loss of Privacy for Max Selection
with Varying Number of Nodes

Figure5(a)and(b) shav the averagedatavaluelossof pri-
vagy for all nodeswith varyinginitial randomizatiorprob-
ability () anddampeningactor( ) respectrely. We can
seethatthelossof privacy decreasewith increasinghum-
ber of nodes. This is very intuitive becausehe larger the
numberof nodes the fasterthe global valueincreasesnd
thusthelessprobabilitythenodeshaveto disclosetheirown
values.Again,theresultshavsthatasmaller and pro-
vide a betterprivagy.

Selectionof Randomization Parameters. This setof ex-
perimentss dedicatedo studythe effect of randomization
parametersn both privagy characteristicand ef ciency
of the protocol. Recallthe experimentsdescribedso far,
alarger and provide betterprivagy but requiresmore
costin termsof numberof roundsrequiredfor a givenpre-
cision guarantee.Our designgoal is to increasethe ef -
cieng/ while minimizing thelossof privacy. Putdifferently,
we wantto seewhatparametergive goodtradeof between
privacy andef ciency.
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Figure 6. Tradeoff between Privacy and Ef -
ciency with Randomization Parameters

Figure6 shavsthelossof privagy on  axisandthecostin
termsof numberof roundsfor a given precisionguarantee
( ) on axisfor varyingrandomizatiorparame-
ter pairs( ). We canseethat hasa dominatingef-
fect on thelossof privagy while  hasa dominatingeffect
on efciency. An optimal setof parametersnay be cho-

senaccordingo therequirement®sr preferencesn privacy
andef ciency of differentapplicationsln generalthedata
pointsin the lower left cornerof the graphprovide a good
tradeof betweenef ciency andprivagy. In the restof our
experimentswe use and asdefaultparam-
eters.

Comparison of Different Protocols. We have discussed
the naive protocolwith x edstartingnode,andour proba-
bilistic protocol. The experimentseportedbelon compare
theprobabilisticprotocolwith the naive protocol. For com-
parisonpurposeswe alsoincludetheanorymousnaive pro-
tocol which usesa randomizedstartingschemejnsteadof
X edstartingnode to provide the anorymity of the starting
node.We show bothaverageandworstcaselossof privagy
for differentnodesin the system.By worstcase we mean
highestlossof privacy amongall the nodesandit typically
happensat the startingnodein the x ed startingscheme.
Ourgoalis to shaw the effectivesof our probabilisticproto-
col overthenaive oneandthebene t of randomlyselecting
thestartingnode.
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Figure 7. Comparison of Loss of Privacy with
Varying Number of Nodes

Figure 7(a) and (b) showv the averageand worst casedata
value loss of privagy for all nodeswith differentnumber
of nodes( ) respectiely. Theanorymousstartingscheme
hasthe sameaverage asthe naive protocolbut avoids

the worst casescenario. This canbe seenin Figure 7(b)

wherethe naive protocolsuffers a loss of privagy closeto

100% (at the startingnode)while the anorymousprotocol

doesnot changesigni cantly from the averagecasein Fig-

ure 7(a). The probabilistic PrivateMax protocol achieves

signi cantly betterprivagy thanthe naive protocols. It is

closeto 0in mostcasesAll theprotocolshave adecreasing
lossof privagy asthe numberof nodesincreasesinterest-
ingly, whenthe numberof nodesis sufciently large, the

anorymousnaive protocol performsreasonablywell com-

paredto the probabilisticprotocol. However, mostof the

privacy preservingdataintegrationwill be amongtensor

hundredsof nodeswith membershipcontrols. A network

of sizeon the orderof thousandseldomoccursin the data
integrationsscenariosve ervision.



4.4 Precisionand Ef ciency of Top Selection

We have presentedesultsfor PrivateMax protocol so
far. Now we evaluatethe generalPrivateTop protocolin
termsof its correctnessef ciency, andprivacy character
istics. In additionto runningthe samesetof experiments
for PrivateMaxprotocol,we alsorun a setof experiments
with varying . Sincemostof the resultswe obtainedare
similar to thosefor PrivateMaxprotocol,we only reportin
thesetwo subsectionshe resultsfor PrivateTop protocol
with varying to shawv the effect of

We rst verify the correctnes®f PrivateTop protocol.
In orderto evaluatethe precisionof top- selectionwe rst
de ne the precisionmetric we use. Assume is the
real setof top valuesand is thesetof top valuesre-
turned.We de ne theprecisionas
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Figure 8. Precision of Top Selection with In-
creasing Number of Rounds

Figure 8 shaws the precisionof PrivateTop protocolwith
increasinghumberof rounds( ) for varying . The preci-
sionreachego 100%in all linesafterafairly smallnumber
of rounds.Theeffectof onthecorvergencds notsigni -
cant.We alsoranexperimentgor varying with and
theresultdid not show ary signi cant effect.

4.5 Privacy Characteristics of Top- Selection

Now we reportthelossof privacy for PrivateTop proto-
colwith varying andits comparisorto the naive protocol.

Figure 9(a) and (b) showv the averageand worst casedata
valuelossof privagy for all nodesof differentprotocolswith
varying . We canmalke afew interestingobsenations.We
seethattheprobabilisticPrivateTop protocolachievessig-
ni cantly betterprivagy thanthe naive protocols. Interest-
ingly, PrivateTop protocolhasanincreasingossof privacy
as increasesAn intuitive explanationis thatthelargerthe
, themoreinformationa nodeexposedo its successoand
hencethelargerthelossof privagy.
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Figure 9. Comparison of Loss of Privacy with
Varying

5 Redated Work

Privacy related problemsin databaseshase beenan
active and important researcharea. Researchin secure
databased;lippocraticdatabaseandprivacy policy driven
systemq12, 5, 3] hasbeenfocusedon enablingaccesof
sensitve informationthroughcentralizedole-basedccess
control. More recentlyresearchasbeendonein areasuch
asprivagy preservingdatamining, privacy preservingjuery
processingn outsourcedlatabasesndprivacy preserving
informationintegration.

In privagy preservingdata mining [17], the main ap-
proachis to usedataperturbatiortechniqueso hideprecise
informationin individual datarecords,asthe primary task
in datamining is the developmentof modelsand patterns
aboutaggrejateddata. In databaseutsourcingscenarios,
the main techniqueis to use datapatrtitioningto evaluate
obfuscatedangequerieswith minimalinformationleakage
[10, 11]. However, thesetechniquesnaynotapplyto infor-
mationintegrationtaskswherepreciseresultsaredesired.

In the information integration domain, Agrawal et al.
[4] introducedheparadignof minimalinformationsharing
for privagy preservingnformationintegration. A few spe-
cializedprotocolshave beenproposedinderthis paradigm,
typically in a two party setting,e.g., for nding intersec-
tions[4], and th ranked element[1]. Thoughstill based
on cryptographicprimitives, they achieve betteref ciency
thantraditionalmulti-party securecomputatiormethodsy
allowing minimal informationdisclosure.In contrast,our
protocoldoesnot requireary cryptographicoperations.It
leverageghe multi-party network andutilizes a probabilis-
tic schemeto achieve minimal information disclosureand
minimal overhead.

As arecenteffort, thereis alsoresearcton privacy pre-
servingtop queriesacrossertically partitioneddatausing

-anorymity privacy model[16]. Our protocol computes
top selectiomacrosshorizontallypartitioneddataanduses
a differentdataprivacy model. The top selectionalone
canbealsosenedasa primitive functionfor morecomple



aggreatequeriesor dataintegrationtasks.

Another relatedareais the anorymousnetwork where
the requirementis that the identity of a userbe masled
from an adwersary There have beena numberof appli-
cationspeci ¢ protocolsproposedor anorymouscommu-
nication,including anorymousmessagindOnion Routing
[15]), anorymousweb transactiongCrowds [14]), anory-
mousindexing (Privacy Preservingndexes[6]) andanory-
mous peerto-peer systems(Mutual anorymity protocol
[19]). Someof thesetechniquesnaybeapplicablefor data
integrationtaskswherepartiesoptto sharetheirinformation
anorymously However, anorymity is alessstrongrequire-
mentthandataprivagy.

Finally, distributed consensugprotocolssuchas leader
electionalgorithmg[13] provide systemmodelsfor design-
ing distributedalgorithms.Howeverthey arenot concerned
aboutdataprivacy constraintof individual nodes.

6 Conclusion

We have presentedPrivateTop protocolfor top- selec-
tions acrossmultiple private databasesWe formalizedthe
notion of lossof privagy in termsof informationrevealed
anddevelopedanef cient decentralizegrobabilisticproto-
col, whichaimsatselectingop dataitemsacrosamultiple
privatedatabasewith minimal informationdisclosure We
evaluatedthe correctnessindprivacy characteristicef the
proposedrotocolthroughexperimentalevaluations.

Ourwork on privagy preservingdataintegrationcontin-
uesalong several directions. First, we are continuingour
formal analysisof the protocolincluding privacy analysis
with potentialcollusionsamongthe nodes.Also, giventhe
probabilisticschemeiit is possibleto designother forms
of randomizationprobability and randomizedalgorithms.
We areinterestedn formally discovering the optimal ran-
domizedalgorithm. Second,we are exploring optimiza-
tion techniquedor networkswith alarge numberof partic-
ipating databasesThird, we planto relax the semi-honest
modelassumptiorandaddresghe situationswhereadwer
sariesmaynotfollow theprotocolcorrectly Finally, we are
developingaprivagy preserving NN classi erontopof the
top protocol.We arealsointerestedn developingef cient
protocolsfor morecomple« aggrejateor top queries.
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