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Abstract

Advances in distributed service-oriented computing and
global communications have formed a strong technology
push for large scale data integration among organizations
and enterprises. However, concerns about data privacy be-
come increasingly important for large scale mission-critical
data integration applications. Ideally, given a database
query spanning multiple private databases, we wish to com-
pute the answer to the query without revealing any addi-
tional information of each individual database apart from
the query result. In practice, we may relax this constraint
to allow efficient information integration while minimizing
the information disclosure. In this paper, we propose an
efficient decentralized peer-to-peer protocol for supporting
aggregate queries over multiple private databases while re-
specting the privacy constraints of participants. The paper
has three main contributions. First, it formalizes the no-
tion of loss of privacy in terms of information revealed at
individual participating databases. Second, it presents a
novel probabilistic decentralized protocol for top � selection
across multiple private databases that minimizes the loss of
privacy. Third, it experimentally evaluates the protocol in
terms of its correctness, efficiency and privacy characteris-
tics.

1 Introduction

Informationintegrationhasbeenanimportantareaof re-
searchasthereis greatbene�t for organizationsandindivid-
ualsin sharingtheirdata.Traditionally, informationintegra-
tion researchhasassumedthatinformationin eachdatabase
canbe freely shared.Recently, it hasbeenrecognizedthat
concernsaboutdataprivacy increasinglybecomeanimpor-
tantaspectof dataintegrationbecauseorganizationsor in-
dividualsdo not want to reveal their privatedatabasesfor
variouslegalandcommercialreasons.
Application Scenarios. The increasingneedfor privacy
preservingdataintegrationis driven by several trends[4].

In thebusinessworld, with thepushtowardsend-to-endin-
tegrationbetweenorganizationsandtheir suppliers,service
providers,andtradepartners,informationsharingmayoc-
curacrossmultipleautonomousenterprises.Full disclosure
of eachdatabaseis undesirable.It is alsobecomingcom-
monfor enterprisesto collaboratein certainareasandcom-
petein others. This in turn requiresselective information
sharing.

Anotherimportantapplicationscenariois drivenby se-
curity. Governmentagenciesrealizetheimportanceof shar-
ing information for devising effective security measures.
For example, multiple agenciesmay needto sharetheir
criminalrecorddatabasesto identify suspectsin thecircum-
stanceof aterroristattack.However, they cannotindiscrim-
inatelyopenup theirdatabasesto all otheragencies.

Suchconcernsaboutdataprivacy placelimits on infor-
mationintegration.We arefacedwith thechallengeof data
integration while respectingprivacy constraints. Ideally,
givenadatabasequeryspanningmultipleprivatedatabases,
wewishto computetheanswerto thequerywithoutreveal-
ing any informationapartfrom thequeryresult.
Curr ent Techniquesand Research Challenges.Thereare
two mainexisting techniquesthatonemight usefor build-
ing privacy preservingdataintegrationapplications,andwe
discussbelow why they areinadequate.

Onetechniqueis to useatrustedthird partyandhavethe
participatingpartiesreportthedatato thetrustedthird party,
which performsthe dataintegrationtaskandreportsback
the result to eachparty. However, �nding sucha trusted
third partyis notalwaysfeasible.Thelevel of trustrequired
for the third party with respectto intent and competence
againstsecuritybreachesis too high. Compromiseof the
server by hackerscould leadto a completeprivacy lossfor
all participatingpartiesshouldthedataberevealedpublicly.

The other techniqueis securemulti-party computation,
[9, 8] whichhasdevelopedtheoreticalmethodsfor securely
computingfunctionsoverprivateinformationsuchthatpar-
ties only know the resultof the function andnothingelse.
However, themethodsrequiresubstantialcomputationand
communicationcostsand are impractical for multi-party



largedata-baseproblems.
Agrawal et al [4] recently proposeda new paradigm

of information integration with minimal necessaryshar-
ing acrossprivate database.As a tradeoff for ef�ciency
andpracticability, theconstraintof not revealingany addi-
tionalinformationapartfrom thequeryresultcanberelaxed
sometimesto allow minimaladditionalinformationto bere-
vealed.As anexample,they developedprotocolsfor com-
putingintersectionandequijoinbetweentwo partiesthat is
still basedon cryptographicprimitivesbut is moreef�cient
thansecuremulti-partycomputationandhasminimal infor-
mationdisclosure.

Giventhisparadigm,researchopportunitiesarisefor de-
velopingef�cient specializedprotocolsfor differentoper-
ations. One importantoperationis statisticsqueriesover
multiple private databases,suchas top� datavaluesof a
sensitive attribute. In particular, when ��� �

, it becomes
themax(min)query. For example,agroupof competingre-
tail companiesin thesamemarket sectormaywish to �nd
out statisticsabouttheir sales,suchasthetopsalesrevenue
amongthem,but to keepthesalesdataprivateat thesame
time. The top� function canbe alsoserved asa building
block for more complex distributed top� queriesor data
mining algorithmssuchas � NN classi�cation. The design
goal for suchprotocolsis threefold. First, it shouldguar-
anteeaccurateresultsno matterwhat techniquesareused
for preservingdataprivacy. Second,it shouldbe ef�cient
in termsof bothcomputationandcommunicationcosts.In
orderto minimize thecomputationcost,expensive crypto-
graphicoperationsshouldbe limited or avoided.Finally, it
shouldminimize the informationdisclosureapartfrom the
queryresultsfor eachparticipant.
Contrib utions and Organizations. Bearingthesedesign
goalsin mind,weproposeaprotocolfor selectingtop� data
valuesof a sensitive attribute acrossmultiple ( ����� ) pri-
vate databases.This paperhas threemain contributions.
First, we formalizethedataprivacy goalandthenotionof
lossof privacy in termsof informationrevealed,by propos-
ing a data privacy metric (Section2). Second,we pro-
poseanovelprobabilisticdecentralizedprotocolfor privacy
preservingtop� selection(Section3). Third, we evaluate
theprotocolexperimentallyin termsof its correctness,ef�-
ciency andprivacy characteristics(Section4). Weprovidea
brief overview of therelatedwork (Section5) andconclude
thepaperwith a summary, anda brief discussionof future
work (Section6).

2 Privacy Model

In this sectionwe de�ne the problemof top� queries
acrossprivatedatabases.We presenttheprivacy goalsthat
we focuson in the paper, followed by privacy metricsfor
characterizingand evaluating how the privacy goals are

achieved.
Problem Statement. The input of the problemis a setof
privatedatabases,�
	��
��������������������������� . A top� query
is to �nd out the top� valuesof a commonattribute of all
the individual databases.We assumeall datavaluesof the
attributebelongto a publicly known datadomain.Now the
problemis to selectthetop� valueswith minimaldisclosure
of the datavaluesthat eachdatabasehasbesidesthe �nal
result.
Adversary Model. We adopt the semi-honest model of
adversaries[8] that is commonlyusedin multi-party se-
cure computationresearch. A semi-honestparty follows
the rules of the protocol, but it can later usewhat it sees
duringexecutionof theprotocolto compromiseotherpar-
ties' dataprivacy. Suchkind of behavior is referredto as
honest-but-curiousbehavior [8] andalsoreferredto aspas-
sivelogging[18] in researchonanonymouscommunication
protocols. The semi-honest modelis realistic for our con-
text whereeachparticipatingpartywill want to follow the
agreedprotocolto getthecorrectresultfor theirmutualben-
e�t andat thesametime reducetheprobabilityandamount
of informationdisclosureabouttheirprivatedataduringthe
protocolexecution.
PrivacyGoal. Wefocusonachieving dataprivacy for top�
queriesin this paper. Ideally, besidesthe queryresult that
is revealedto all the databases,nodesshouldnot gain any
moreinformationabouteachothers'data. In otherwords,
our goal is to minimize dataexposureamongthe multiple
partiesapartfrom theresultof thetop� query.

Wedescribethedifferenttypesof dataexposurewecon-
siderandformulateour privacy goalsin termsof suchex-
posures.Given a node � anda datavalue �� it holds,we
identify the following dataexposuresin termsof the level
of knowledgean adversarycandeduceabout �! : (1) Data
value exposure: an adversarycanprove the exact valueof
�" ( �" #�%$ ); (2) Data range exposure: an adversarycan
prove the rangeof �� ( $'&(�" )&+* ) but not prove its ex-
act value; and (3) Data probability distribution exposure:
an adversarycan prove the probability distribution of �  
(,.-0/1�2�  �3�4/ ) even thoughit may prove neitherits range
nor exactvalue.Intuitively, datavalueexposureis themost
detrimentalprivacy breach. Due to the spacerestrictions,
wewill focusourdiscussionsto datavalueexposuresin the
restof this paper.

Ourprivacy goalis to minimizethe“degreeof datavalue
exposures”(de�ned in thenext section)for eachindividual
node. We treatall the nodesin the systemequallyandno
extraconsiderationwill begivento nodeswhocontributeto
the�nal top� values.In additionto protectingthedataexpo-
sureof eachnode,arelatedgoalis protectingtheanonymity
of thenodeswhocontributeto the�nal results.However, it
is not thefocusof thispaper.
Privacy Metrics. Given thedataprivacy goal,we needto
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characterizethedegreewith which privacy is attained.The
key questionis how to measuretheamountof information
disclosedduring the computation.Concretely, we needto
quantify thedegreeof dataexposurefor a singledataitem
�" that node � holds. Therearea few privacy metricsthat
arebeingproposedandusedin the existing literature[14,
2]. For our purpose,we adoptedthe probabilisticprivacy
spectrum[14] and proposea more generaland improved
metric.

A node's privacy is compromisedwhenan adversaryis
ableto make a claim C aboutthedataat othernodes(e.g.,
node � hasa value � � ��� ) with a high degreeof certainty.
Besidesthe resultsof the query (denotedby � ) that are
madepublic to all the nodes,an adversarywill also have
accessto intermediateresults(denotedby ��� ) during the
executionof the protocol. Thusthe lossof privacy dueto
the executionof the protocol is the addedinformation an
adversarycaninfer dueto his knowledgeof the intermedi-
ateresults,over andabove the informationhe may derive
by his knowledgeof the�nal results.

We proposea generalmetric- Lossof Privacy - to char-
acterizehow severe a dataexposureis by measuringthe
additionalcertaintyan adversarygainsin makinga claim.
Let �3���
	 � ����� � denotetheprobabilityof predicate� be-
ing true given the �nal resultandthe intermediateresults,
andlet �3���
	 � � be the probability given only the �nal re-
sult. We de�ne Lossof Privacy ( 
���� ) in Equation1:


���� ��	 �3���
	 ������� �����3���
	 � ��	 (1)

Intuitively, Lossof Privacy quanti�estheamountof extra
informationanadversaryobtainsfrom hisknowledgeof the
intermediateresults. The metric givesa value within the
range � � � � � . We usethephrase“completelossof privacy”
to referto thecasewheretheLossof Privacy is closeto

�
.

Concretely, considerthe casewhere � is in the form
of �  � $ (i.e., a datavalue predicate)and � is the �-
nal top� valuesetdenotedas ��� ,�� . If $������ ,�� , ev-
ery nodehas the sameprobability to hold $ so we have
�3�2�  � $ 	 ��� ,�� � � ��! � (for � participants).Otherwise,
when( $ !�"��� ,�� ), it is closeto impossiblefor an adver-
sary to guessthe exact valueof a nodegiven only the �-
nal result. This is especiallytrue whenthedatadomainis
large enough,becausea nodecan take any of the values
in thedatadomain. Sowe approximate�3�2�� � $#	 ��� ,�� �
with 0. Thus, Loss of Privacy is equalto either �3�2�� 
�
$ 	 ��� ����� ,�� ��� ��! � or �3�2�" � $#	 ��������� ,�� � , depending
onwhether$$�%�&� ,�� .

Given the de�nition of 
'��� for a singledataitem at a
singlenode,we de�ne 
'��� for a nodeastheaverage
����
for all the dataitemsusedby the nodewhile participating
in the protocol. Intuitively, whennodesparticipatein the
protocolwith their local top� values,the morevaluesthat
getdisclosed,thelargerthe 
'��� for thenode.We measure

theprivacy characteristicsfor theprotocolusingtheaverage

���� of all thenodes.

3 The Decentralized Protocol

In this section we describea decentralizedprotocol
PrivateTop� - for multiple organizationsto executetop�
queriesacross� privatedatabases(nodes),suchthat each
nodesuffersminimuminformationdisclosure.

Bearingtheprivacy goalin mind,weidentify two impor-
tantprinciplesfor our protocoldesign.First, theoutputof
thecomputationateachnodeshouldbesuf�ciently random
soasto preventanadversaryfrom beingableto determine
thatnode'sdatavalueor datarangewith certainty. Second,
theprotocolshouldbeableto producethecorrect�nal out-
put of a top� query (correctness)in a small andbounded
numberof roundsof communicationamongthe � nodes
(ef�ciency). Usingtheseprinciplesasthedesignguidelines,
we proposea probabilisticprotocolwith a randomizedlo-
cal algorithm for top� queriesacross� privatedatabases
( � �+� ). To facilitate the discussionof our protocol,we
�rst presenta naive protocol to executetop� queries,and
thenpresentour distributedprobabilisticprotocol.

3.1 A NaiveProtocol

Considera groupof � databaseswho wish to selectthe
max value( � � �

) of a commonattribute. A straightfor-
ward way to computethe resultwithout a centralserver is
to havethenodesarrangedin a ring in whichaglobalvalue
is passedfrom nodeto nodealongthering. The�rst node
sendsits valueto its successor. Thenext nodecomputesthe
currentmax valuebetweenthe value it getsfrom its pre-
decessorand its own value and then passesthis value to
its successor. This continuesuntil the �rst nodereceivesa
valuefrom its predecessor. At this point, thestartingnode
will know theglobalmaxvalue,andcanbroadcastthis in-
formation.

Clearly, theschemedoesnot providegooddataprivacy.
Thestartingnodehascompletelossof privacy to its succes-
sorregardingits value.Thenodesthatarecloseto thestart-
ing nodein thering haveafairly highprobabilityof disclos-
ing their values.A randomizedstartingschemewould pro-
tectthestartingnodeandavoid theworstcase,but it would
not help with the averagedatavalue disclosureof all the
nodeson thering. Furthermore,every node � (

� & � & � )
suffersa completelossof privacy regardingits datarange,
i.e. the successorknows for surethat node � hasa value
smallerthan the valueit passeson. This leadsus to con-
sideralternativeprotocolsfor betterprivacy preservation.
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3.2 ProtocolStructur e

To addressthe shortcomingsof the naive protocol, we
devised a probabilistic protocol. First, we give a brief
overview of the key componentsof the protocoland then
usethemax(min) queries(thetop� querieswith � � � ) to
illustratehow thetwo designprinciplesareachievedby the
computationperformedat eachnodeto achieve minimum
disclosureof information(our privacy goal). The protocol
is designedto run over a decentralizednetwork with a ring
topology, andconsistsof thenodecommunicationscheme,
the local computationmoduleandinitialization moduleat
eachnode.

Nodesaremappedontoa ring randomly;thuseachnode
hasa predecessorandsuccessor. Therandommappingre-
ducestheability of two colludingadversariesto bethepre-
decessorandsuccessorof an innocentnode. The ring set-
ting is commonlyusedby distributedconsensusprotocols
suchasleaderelectionalgorithm[13]. We alsoplan to ex-
plore othertopologiessuchashierarchyfor designingpo-
tentially moreef�cient protocols.We assumesecurecom-
municationchannelsbetweena nodeandits successor. The
local algorithmis a standalonecomponentthat eachnode
executes.Theinitializationmoduleis designedto selectthe
startingnodeamongthe � participatingnodesandthenini-
tialize a setof parametersusedin thelocal computational-
gorithms.

In this paperwe do not handlethe dataschemahetero-
geneityissues.We assumethat the databaseschemasand
attribute namesareknown andarewell matchedacross�
nodes.Readerswhoareinterestedin this issuemayreferto
[7] for someapproachesto theproblemof schemahetero-
geneity.

3.3 PrivateMax Protocol

We �rst presentthe protocol for max(min)queries(the
specialcaseof top� with � � �

) over � privatedatabases,
referredto asPrivateMaxprotocol, to help readersunder-
standthekey ideasandtechniquesusedin our protocolde-
sign. Later, we generalizeto top� queriesin next subsec-
tion.

The intuitive ideaof usinga probabilisticprotocolis to
injecttheright amountof randomizationinto thelocalcom-
putationateachnode,suchthattheprobabilityof datavalue
disclosureat eachnodeis minimized while ensuringthat
theeventualresultof the protocolis guaranteedto be cor-
rect. Concretely, the protocolconsistsof multiple rounds
in which a globalvalueis passedfrom nodeto nodealong
thering. During eachround,nodesinject somerandomiza-
tion in their localcomputationwith acertainrandomization
probability that dependson the round. The randomization
probability monotonicallyapproaches0 as the numberof

roundsincreases,ensuringthattheprotocoleventuallypro-
ducesthecorrectresult.
Randomization Probability. We �rst de�ne the random-
ization probability. It startswith an initial probability de-
notedas ,�� in the �rst roundanddecreasesexponentially
with a dampeningfactordenotedas - , so that it tendsto 0
with suf�cient numberof rounds.Therandomizationprob-
ability for round � denotedas �������"� is de�ned asfollows:

� � ���"� � ,���� - �	� 	 (2)

PrivateMaxRandomizedAlgorithm. Eachnode,uponre-
ceiving theglobalvaluefrom its predecessor, performsthe
localrandomizedalgorithm,andpassestheoutputto itssuc-
cessor. Thecoreideaof thisalgorithmis to determinewhen
andhow to inject randomizationin orderto implementthe
two designprinciplesof the protocol, namely, the output
of thealgorithmshouldpreventanadversaryfrom inferring
thevalueor rangeof thedatathat thenodeholdswith any
certainty; and the randomizedoutput shouldnot generate
potentialerrorsthatleadto incorrect�nal outputof thepro-
tocol.

Algorithm 1 PrivateMax Local Algorithm (executedby
node� at round � )

INPUT: 
� �� 	 ���"� , �" , OUTPUT: 
� ����"�
�������"��
(, � � - �	� 	
if 
  �� 	"��� � � �  then

  ���"��
�
  �� 	"���"�

else
with probability � � ���"� : 
  ���"��
 a randomvaluebe-
tween � 
  �� 	"���"� ���  �
with probability

� ��� � ��� � : 
  ���"��
 �  
end if

A sketchof the PrivateMaxlocal algorithmis given in
Algorithm 1 for node� at round � . Thealgorithmtakestwo
inputs: (1) the global value node � receives from its pre-
decessor��� � in round � , denotedas 
  �� 	"���"� , and(2) its
own value,denotedas �  . The algorithmcomparesthese
two input valuesanddeterminestheoutputvalue,denoted
as 
  ���"� , in the following way. First, if the global value

  �� 	 ��� � is greaterthanor equalto its own value �  , node
� simply returnsthecurrentlocal maximumvalue( 
  �� 	"���"�
in this case).Thereis no needto inject any randomization
becausethenodedoesnotexposeits own valuein thiscase.
Second,if 
� �� 	 ���"� is smallerthan �� , insteadof alwaysre-
turning the currentlocal maximumvalue( �� in this case),
node � returnsa randomvaluewith probability ������� � , and
returns�" with probability

� � �������"� . Therandomvalueis
generateduniformly from therange� 
� �� 	 ���"� ���" � . Notethat
therangeis openendedat �  to ensurethatthenodewill not
revealits privatevalue �  
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Suchrandomizationhasa numberof importantproper-
ties. First, it successfullypreventsan adversaryfrom de-
ducingthevalueor rangeof �� with any certainty. This is
becausetheoutputof node � canbeeithera randomvalue,
or the global value passedby the predecessorof node � ,
or its own value �� . Second,the global value monotoni-
cally increasesas it is passedalong the ring, even in the
randomizationcase. Whenrandomizationis injected,the
randomvalueoutput 
  ���"� canbe smallerthan �  but has
to be greaterthanor equalto 
  �� 	"���"� , which ensuresthat
theglobalvaluekeepsincreasing.This monotonicincreas-
ing propertyminimizestheneedfor othernodesafternode
� to haveto disclosetheirown valuesbecausethey cansim-
ply passon the global valueif it is greaterthantheir own
values.Finally, the randomizationwill not generatean er-
roneousvaluewhich is greaterthanthe global maximum,
becausethe global valuepassedaroundthe ring is always
smallerthanor equalto �� andthussmallerthantheglobal
maximumvalue.It will bereplacedby thevaluethatis held
either by the node � itself or any other nodethat holds a
greatervaluein a later roundasthe randomizationproba-
bility decreases.
Protocol Details. At initialization, eachnodein the net-
work sortsits valuesandtakesthe local maxvalueto par-
ticipatein theglobalmaxselection.Theprotocolrandomly
choosesa nodefrom the � participatingnodes,saynode � ,
with � � � . Node

�
initializestheglobalvalue 
 � � � � to the

lowestpossiblevaluein thedatadomain;therandomization
probabilityto , � , thedampeningfactor- (recallequation2),
andtheroundcounter� .

Upon thecompletionof the initiation process,the local
computationmoduleis invoked at node

�
. Eachnode

�
,

uponreceiving theglobalvalue 
! �� 	 ��� � from its predeces-
sor at round � , executesthe local computationalgorithm,
andpassesthe output 
  ��� � to its successor. The protocol
terminatesat thestartingnodeafter a suf�cient numberof
rounds.Notethatif we settheinitial randomizationproba-
bility to be0 (, � � �

), theprotocolis reducedto thenaive
deterministicprotocol.
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Figure 1. Illustration for PrivateMax Protocol

Figure1 showsanexamplewalk-throughof thePrivateMax
protocolovera network of 4 nodes,initialized with , � � �
and -
� � !�� . Assumetheprotocolstartsfrom node1 with
the initial global value 
 � � � � � �

. In the �rst round( � ��
), the randomizationprobability ����� � � is equalto 1, so if

a nodereceivesa valuesmallerthanits own value, it will
always returna randomvaluebetweenthe received value
and its own value. As a result, node1 returnsa random
valuebetween[0,30), say16. Node2 passes16 to node3
becauseit is greaterthanits own value10. Node3 returns
a randomvaluebetween[16,40),say25;andnode4 passes
value25 to the �rst nodebecauseit is greaterthanits own
value 20. The protocol proceedsthis way until the �nal
round. After the �nal roundall nodessimply passon the
�nal result.

This example illustrateshow the decentralizedproba-
bilistic protocolworks andwhy it ensuresthat eachnode
retainsgoodprivacy abouttheexactvalueandtherangeof
their data.

3.4 PrivateTop� Protocol

Now we describethe generalPrivateTop� protocol for
top� selection. It works similarly asPrivateMaxprotocol
( ��� � ) in termsof theprobabilisticscheme.Thecomplex-
ity of extendingtheprotocolfrom maxto generaltop� lies
in thedesignof therandomizedalgorithm.

As the initial step,eachnode�rst sorts its valuesand
takes the local set of top� valuesas its local top� vector
to participatein the protocol, since it will have at most

� valuesthat contribute to the �nal top� result. Similar
to PrivateMaxprotocol,theinitialization modulerandomly
picksa nodefrom the � participatingnodesasthestarting
node,initializes theglobal top� vectorto the lowestpossi-
blevaluesin thecorrespondingdatadomain,setstheround
counter � , andinitializes the randomizationprobability , �
andthedampeningfactor - .

The protocolperformsmultiple roundsin which a cur-
rent global top� vectoris passedfrom nodeto nodealong
the ring network. Eachnode � , uponreceiving the global
vectorfrom its predecessorat round � , performsa random-
ized algorithmandpassesits outputto its successornode.
The startingnodeterminatesthe protocolafter a suf�cient
numberof rounds.
PrivateTop� Randomized Algorithm. The random-
ized algorithm is the key componentof the probabilistic
PrivateTop� protocol. We want the algorithmto have the
samepropertiesas thoseof PrivateMaxalgorithm (Algo-
rithm 1), namely, guaranteeingcorrectnesswhile minimiz-
ing datavaluedisclosures.To accomplishthis, we canuse
the sameidea of generatingrandomvaluesand injecting
them into the output of the global top� vector at node �
(
� &�� &�� ) in orderto hide thenodesown values.How-
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ever, with � valuesin thelocal top� vector, weneedto make
surethat the randomlygeneratedvalueswill eventuallybe
shiftedout from the�nal globaltop� vector.

Algorithm 2 PrivateTop� Local Algorithm (executedby
node� at round � )

INPUT: �  �� 	 ���"� , �  , OUTPUT: �  ���� �
������� ��
(, � � - �	� 	
��� ���"� � topK(�  �� 	 ���"�����  )
��� 
���� ���"���	�  �� 	 ���"�
 
 	 � � 	
if 
 � �

then
�  ���"��
��  �� 	����"�

else
with probability

� ��� � ���"� : �  ��� � 
���� ���"�
with probability � � ���"� :
�  ���"� � ��� � � 
�
 
��  �� 	����"��� ��� � � 
�

�  ���"� � � � 
�� ��� � 
 
 sortedlist of 
 randomval-
uesfrom [ 
 � � ��� � ���"� � � 
 ���"���  �� 	 ���"� � � � 
�� � 
 � ,
��� ���"� � � 
 )

end if

Algorithm 2 givesa sketchof a randomizedalgorithmfor
PrivateTop� protocol with respectto node � executingat
round � . Theinputsto thealgorithmare(1) theglobalvec-
tor node � receivesfrom its predecessor� � � in round � ,
denotedas �  �� 	 ���"� , and(2) its local top� vector, denoted
as �  . Theoutputof thealgorithmis theglobal vectorde-
notedas �  ����"� . Note that the global vector is an ordered
multisetthatmayincludeduplicatevalues.

The algorithm �rst computesthe correct top� vector,
denotedas ��� ���"� , over the union of the set of valuesin
�  �� 	 ���"� and �  . It thencomputesa sub-vectorof �  , de-
notedas ��� , which containsonly thevaluesof �  thatcon-
tributeto thecurrenttop� vector � � ���"� by takinga setdif-
ferenceof thesetof valuesin ��� ���"� and �  �� 	"���"� . Notethat
theunionandsetdifferencehereareall multisetoperations.
Thealgorithmthenworksundertwo cases.

Case1: Thenumberof elementsin ��� , 
 , is 0, i.e. node
� doesnothaveany valuesto contributeto thecurrenttop� .
In this case,node � simply passeson theglobal top� vector
�  �� 	 ���"� as its output. Thereis no randomizationneeded
becausethenodeneednotexposeits own values.

Case2: Node � contributes 
 � ��� 
 & � � values
in the current top� . Figure 2 gives an illustrative exam-
ple where 
 � � and �%��� . In this case,node �
only returnsthe real current top� ( ��� ���"� ) with probabil-
ity
� � �������"� . Note that a nodeonly doesthis once,i.e.

if it inserts its values in a certain round, it will simply
passon the global vector in the rest of the rounds. With
probability �������"� , it copiesthe �rst ��� 
 valuesfrom
�  �� 	 ���"� and generatelast 
 valuesrandomlyand inde-
pendentlyfrom [ 
 � � �����  ���"� � � 
 ��� ���  �� 	"��� ��� � � 
�� � 
 � ,
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Figure 2. Illustration for PrivateTop � Local Al­
gorithm

��� ���"� � � 
 ), where ��� ���"� � � 
 denotesthe � th (last) item in
��� ���"� , �  �� 	����"� � � � 
 � � 
 denotesthe ��� 
 � � th itemin
�  �� 	"���"� , and � denotesaminimumrangefor generatingthe
randomvalues.Thereasonfor generating
 randomvalues
is becauseonly the last 
 valuesin theoutputareguaran-
teedto beshiftedout in a laterroundwhenthenodeinserts
its realvaluesif theglobalvectorhasnot beenchangedby
other nodes. The rangeis designedis sucha way that it
increasesthevaluesin theglobalvectorasmuchaspossi-
blewhile guaranteeingtherandomvaluesdonotexceedthe
smallestvalue in the currenttop� so they will be eventu-
ally replaced.In anextremecasewhen 
 � � , thecurrent
top� vectoris equalto �. , it will replaceall � valuesin the
globalvectorwith � randomvalues,eachrandomlypicked
from the rangebetweenthe �rst item of �  �� 	����"� andthe

� th (last)item of �  .
It is worth notingthatwhen �)� � thePrivateTop� local

algorithmbecomesthesameasthePrivateMaxlocal algo-
rithm. We reportour experimentalevaluationon the cor-
rectnessandprivacy characteristicsof thegeneralprotocol
in Section4.

4 Experimental Evaluations

In this section,we presentan initial setof experiments
evaluating the protocol in terms of its correctness,ef�-
ciency, andprivacy characteristics.We alsoconductedfor-
mal analysison the protocol. The analytical resultsare
omitted in this paperdue to spacerestrictions. Pleasere-
fer to our technicalreport[20] for detailedinitial analytical
results.

4.1 Experiment Setup

The systemconsistsof � nodes.Theattributevaluesat
eachnodearerandomlygeneratedover the integerdomain
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Param. Description
� # of nodesin thesystem

� parameterin top�
, � initial randomizationprob.
- dampeningfactorfor randomizationprob.

Table 1. Experiment Parameter s

� � � ����� ��� 
 . We experimentedwith variousdistributionsof
data,suchasuniform distribution,normaldistribution,and
zipf distribution. Theresultsaresimilar sowe only report
the resultsfor the uniform distribution. The experiment
proceedsby having the nodescomputetop� valuesusing
the probabilisticprotocol. We evaluatethe accuracy and
privacy properties.Eachplot is averagedover 100 exper-
iments. Table 1 lists the main parametersfor the experi-
ments.

4.2 Precisionand Ef�ciency of Max Selection
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Figure 3. Precision of Max Selection with In­
creasing Number of Rounds

We �rst verify the correctnessof the PrivateMaxprotocol
( ��� �

). Figure3(a) and(b) show the precisionwith in-
creasingnumberof rounds( � ) for differentinitial random-
ization probability (, � and dampeningfactor ( - ) respec-
tively. We observe that theprecisionincreasesto 100%as
the numberof roundsincreases.A smaller , � resultsin a
higherprecisionin the �rst roundandmakestheprecision
convergeto 100%faster. A smaller - makestheprecision
reach100%muchfaster. In otherwords,asmaller, � and -
providesbetteref�ciency in termsof thenumberof rounds
requiredgivena precisionguarantee.

Note that the communicationcost for a singleroundis
proportionalto thenumberof nodeson thering. Onepos-
sible way to improve the ef�ciency for a systemwith a
largernumberof nodesis to breakthenodesinto a number
of small groupsandhave eachgroupcomputetheir group
maximum value in parallel and then computethe global

maximumvalueat designatednodes,which could be ran-
domlyselectedfrom eachsmallgroup.

4.3 PrivacyCharacteristicsof Max Selection

We evaluatetheprivacy characteristicsof theprotocolin
termsof their datavaluelossof privacy. In particular, we
want to answera numberof questions. What is the loss
of privacy duringtheexecutionof thealgorithm?How does
thenumberof nodesaffecttheprivacy characteristics?How
do therandomizationparametersaffect theprivacy charac-
teristicsand how to selectthem? How doesthe protocol
compareto thenaiveprotocol?
Loss of Privacy in Differ ent Rounds. We �rst studythe
lossof privacy of theprotocolin eachroundduringtheex-
ecutionwith differentrandomizationparameters.
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Figure 4. Loss of Privacy for Max Selection in
Diff erent Rounds

Figure4(a)and(b) show theaveragedatavaluelossof pri-
vacy for all nodesin different roundswith varying initial
randomizationprobability(, � ) anddampeningfactor( - ) re-
spectively. With a smaller , � , the lossof privacy reaches
highestin the �rst roundandgraduallydecreases.With a
larger , � (e.g., , � � �

), the lossof privacy is zero in the
�rst roundand reachesthe peakin the secondround and
thengraduallydecreases.If we look at thepeaklossof pri-
vacy, a larger , � providesa betterprivacy. In Figure4(b),
thetrendis thesameastheoneof , � � � . However, alarger
- resultsin a lowerpeaklossof privacy. Intuitively, a larger
,�� and - addmorerandomizationinto theprotocolandthus
providebetterprivacy.

We have shown the loss of privacy in different rounds
during the execution. For the restof the experimentswe
will take the highest(peak)lossof privacy amongall the
roundsfor a given nodeto measureits overall lossof pri-
vacy, becausethat givesus a measureof the highestlevel
of knowledgeanadversarycanobtainregardingthenode's
datavalue.
Effect of Number of Nodes. We now report the experi-
mentsshowing how thenumberof nodesaffectsthelossof
privacy of theprotocol.
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Figure 5. Loss of Privacy for Max Selection
with Varying Number of Nodes

Figure5(a)and(b) show theaveragedatavaluelossof pri-
vacy for all nodeswith varyinginitial randomizationprob-
ability (, � ) anddampeningfactor( - ) respectively. We can
seethat the lossof privacy decreaseswith increasingnum-
ber of nodes.This is very intuitive becausethe larger the
numberof nodes,the fasterthe global valueincreasesand
thusthelessprobabilitythenodeshaveto disclosetheirown
values.Again, theresultshows thata smaller, � and - pro-
videa betterprivacy.
Selectionof Randomization Parameters. This setof ex-
perimentsis dedicatedto studytheeffect of randomization
parameterson both privacy characteristicsand ef�ciency
of the protocol. Recall the experimentsdescribedso far,
a larger , � and - provide betterprivacy but requiresmore
costin termsof numberof roundsrequiredfor a givenpre-
cision guarantee.Our designgoal is to increasethe ef�-
ciency while minimizingthelossof privacy. Putdifferently,
wewantto seewhatparametersgivegoodtradeoff between
privacy andef�ciency.
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Figure 6. Tradeoff between Privacy and Ef�­
cienc y with Randomization Parameter s

Figure6 showsthelossof privacy on � axisandthecostin
termsof numberof roundsfor a givenprecisionguarantee
( � � ��� ��� �

) on � axis for varying randomizationparame-
ter pairs(, � ��- ). We canseethat , � hasa dominatingef-
fect on the lossof privacy while - hasa dominatingeffect
on ef�ciency. An optimal set of parametersmay be cho-

senaccordingto therequirementsor preferencesonprivacy
andef�ciency of differentapplications.In general,thedata
pointsin the lower left cornerof thegraphprovide a good
tradeoff betweenef�ciency andprivacy. In the restof our
experiments,we use, � � � and -�� � !�� asdefaultparam-
eters.
Comparison of Differ ent Protocols. We have discussed
thenaive protocolwith �x edstartingnode,andour proba-
bilistic protocol.Theexperimentsreportedbelow compare
theprobabilisticprotocolwith thenaiveprotocol.For com-
parisonpurposes,wealsoincludetheanonymousnaivepro-
tocol which usesa randomizedstartingscheme,insteadof
�x edstartingnode,to providetheanonymity of thestarting
node.We show bothaverageandworstcaselossof privacy
for differentnodesin thesystem.By worstcase,we mean
highestlossof privacy amongall thenodesandit typically
happensat the startingnodein the �x ed startingscheme.
Ourgoalis to show theeffectivesof ourprobabilisticproto-
col overthenaiveoneandthebene�t of randomlyselecting
thestartingnode.
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Figure 7. Comparison of Loss of Privacy with
Varying Number of Nodes

Figure7(a) and(b) show the averageandworst casedata
value loss of privacy for all nodeswith different number
of nodes( � ) respectively. Theanonymousstartingscheme
hasthesameaverage
���� asthenaive protocolbut avoids
the worst casescenario. This can be seenin Figure7(b)
wherethe naive protocolsuffers a lossof privacy closeto
100%(at thestartingnode)while theanonymousprotocol
doesnot changesigni�cantly from theaveragecasein Fig-
ure 7(a). The probabilisticPrivateMaxprotocol achieves
signi�cantly betterprivacy than the naive protocols. It is
closeto 0 in mostcases.All theprotocolshaveadecreasing
lossof privacy asthenumberof nodesincreases.Interest-
ingly, whenthe numberof nodesis suf�ciently large, the
anonymousnaive protocolperformsreasonablywell com-
paredto the probabilisticprotocol. However, mostof the
privacy preservingdataintegrationwill be amongtensor
hundredsof nodeswith membershipcontrols. A network
of sizeon theorderof thousandsseldomoccursin thedata
integrationsscenarioswe envision.
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4.4 Precisionand Ef�ciency of Top� Selection

We have presentedresultsfor PrivateMaxprotocol so
far. Now we evaluatethe generalPrivateTop� protocol in
termsof its correctness,ef�ciency, andprivacy character-
istics. In additionto runningthe samesetof experiments
for PrivateMaxprotocol,we alsorun a setof experiments
with varying � . Sincemostof the resultswe obtainedare
similar to thosefor PrivateMaxprotocol,we only reportin
thesetwo subsectionsthe resultsfor PrivateTop� protocol
with varying � to show theeffectof � .

We �rst verify the correctnessof PrivateTop� protocol.
In orderto evaluatetheprecisionof top-� selection,we�rst
de�ne the precisionmetric we use. Assume��� ,�� is the
real setof top� valuesand � is the setof top� valuesre-
turned.We de�ne theprecisionas 	 ���$�&� ,�� 	 ! � .
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Figure 8. Precision of Top � Selection with In­
creasing Number of Rounds

Figure8 shows theprecisionof PrivateTop� protocolwith
increasingnumberof rounds( � ) for varying � . The preci-
sionreachesto 100%in all linesaftera fairly smallnumber
of rounds.Theeffectof � on theconvergenceis notsigni�-
cant.Wealsoranexperimentsfor varying � with ��� � and
theresultdid not show any signi�cant effect.

4.5 PrivacyCharacteristicsof Top­� Selection

Now wereportthelossof privacy for PrivateTop� proto-
col with varying � andits comparisonto thenaiveprotocol.

Figure9(a) and(b) show the averageandworst casedata
valuelossof privacy for all nodesof differentprotocolswith
varying � . We canmakea few interestingobservations.We
seethattheprobabilisticPrivateTop� protocolachievessig-
ni�cantly betterprivacy thanthenaive protocols. Interest-
ingly, PrivateTop� protocolhasanincreasinglossof privacy
as � increases.An intuitiveexplanationis thatthelargerthe

� , themoreinformationanodeexposesto its successorand
hencethelargerthelossof privacy.
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Figure 9. Comparison of Loss of Privacy with
Varying �

5 Related Work

Privacy related problems in databaseshave been an
active and important researcharea. Researchin secure
databases,Hippocraticdatabasesandprivacy policy driven
systems[12, 5, 3] hasbeenfocusedon enablingaccessof
sensitive informationthroughcentralizedrole-basedaccess
control.Morerecentlyresearchhasbeendonein areassuch
asprivacy preservingdatamining,privacy preservingquery
processingonoutsourceddatabases,andprivacy preserving
informationintegration.

In privacy preservingdata mining [17], the main ap-
proachis to usedataperturbationtechniquesto hideprecise
informationin individual datarecords,astheprimary task
in datamining is the developmentof modelsandpatterns
aboutaggregateddata. In databaseoutsourcingscenarios,
the main techniqueis to usedatapartitioning to evaluate
obfuscatedrangequerieswith minimal informationleakage
[10, 11]. However, thesetechniquesmaynotapplyto infor-
mationintegrationtaskswherepreciseresultsaredesired.

In the information integration domain, Agrawal et al.
[4] introducedtheparadigmof minimal informationsharing
for privacy preservinginformationintegration. A few spe-
cializedprotocolshavebeenproposedunderthisparadigm,
typically in a two party setting,e.g., for �nding intersec-
tions [4], and � th ranked element[1]. Thoughstill based
on cryptographicprimitives,they achieve betteref�ciency
thantraditionalmulti-partysecurecomputationmethodsby
allowing minimal informationdisclosure.In contrast,our
protocoldoesnot requireany cryptographicoperations.It
leveragesthemulti-partynetwork andutilizesa probabilis-
tic schemeto achieve minimal informationdisclosureand
minimaloverhead.

As a recenteffort, thereis alsoresearchon privacy pre-
servingtop� queriesacrossverticallypartitioneddatausing

� -anonymity privacy model [16]. Our protocol computes
top� selectionacrosshorizontallypartitioneddataanduses
a differentdataprivacy model. The top� selectionalone
canbealsoservedasaprimitivefunctionfor morecomplex
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aggregatequeriesor dataintegrationtasks.
Another relatedareais the anonymousnetwork where

the requirementis that the identity of a user be masked
from an adversary. Therehave beena numberof appli-
cationspeci�c protocolsproposedfor anonymouscommu-
nication,including anonymousmessaging(Onion Routing
[15]), anonymousweb transactions(Crowds [14]), anony-
mousindexing (Privacy PreservingIndexes[6]) andanony-
mous peer-to-peer systems(Mutual anonymity protocol
[19]). Someof thesetechniquesmaybeapplicablefor data
integrationtaskswherepartiesopttosharetheirinformation
anonymously. However, anonymity is a lessstrongrequire-
mentthandataprivacy.

Finally, distributed consensusprotocolssuchas leader
electionalgorithms[13] providesystemmodelsfor design-
ing distributedalgorithms.However they arenotconcerned
aboutdataprivacy constraintsof individualnodes.

6 Conclusion

We havepresentedPrivateTop� protocolfor top-� selec-
tionsacrossmultiple privatedatabases.We formalizedthe
notion of lossof privacy in termsof informationrevealed
anddevelopedanef�cient decentralizedprobabilisticproto-
col, whichaimsatselectingtop� dataitemsacrossmultiple
privatedatabaseswith minimal informationdisclosure.We
evaluatedthecorrectnessandprivacy characteristicsof the
proposedprotocolthroughexperimentalevaluations.

Our work on privacy preservingdataintegrationcontin-
uesalongseveral directions. First, we arecontinuingour
formal analysisof the protocol including privacy analysis
with potentialcollusionsamongthenodes.Also, giventhe
probabilisticscheme,it is possibleto designother forms
of randomizationprobability and randomizedalgorithms.
We areinterestedin formally discovering the optimal ran-
domizedalgorithm. Second,we are exploring optimiza-
tion techniquesfor networkswith a largenumberof partic-
ipatingdatabases.Third, we plan to relax thesemi-honest
modelassumptionandaddressthe situationswhereadver-
sariesmaynot follow theprotocolcorrectly. Finally, weare
developingaprivacy preserving� NN classi�erontopof the
top� protocol.Wearealsointerestedin developingef�cient
protocolsfor morecomplex aggregateor top� queries.
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