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Abstract

While there is an increasing need to share medical informa-
tion for public health research, such data sharing must preserve
patient privacy without disclosing any identifiable information. A
considerable amount of research in data privacy community has
been devoted to formalizing the notion of identifiability and de-
veloping techniques for anonymization but are focused exclusively
on structured data. On the other hand, efforts on de-identifying
medical text documents in medical informatics community rely on
simple identifier removal or grouping techniques without taking
advantage of the research developments in the data privacy com-
munity. This paper attempts to fill the above gaps and presents
a prototype system for de-identifying health information including
both structured and unstructured data. It deploys a conditional
random fields based technique for extracting identifying attributes
from unstructured data and k-anonymization based technique for
de-identifying the data while preserving maximum data utility. We
present a set of preliminary evaluations showing the effectiveness
of our approach.

1. Introduction

Current information technology enables many organiza-
tions to collect, store, and use various types of medical in-
formation about individuals. Government and organizations
increasingly recognize the critical value in sharing such a
wealth of information. However, individually identifiable
information is protected under the Health Insurance Porta-
bility and Accountability Act (HIPAA)! and other laws and
policies.

Motivating Scenarios. The National Cancer Institute ini-
tiated the Shared Pathology Informatics Network (SPIN)?
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'Health Insurance Portability and Accountability Act (HIPAA).
http://www.hhs.gov/ocr/hipaa/.

2Shared Pathology Informatics
http://www.cancerdiagnosis.nci.nih.gov/spin/

Network (SPIN).

for researchers throughout the country to share pathology-
based data sets annotated with clinical information to dis-
cover and validate new diagnostic tests and therapies. Fig-
ure 1 shows a sample pathology report section with person-
ally identifying information such as age and medical record
number highlighted. It is necessary for each institution to
de-identify or anonymize the data before having it accessi-
ble by the network.

CLINICAL HISTORY: 77 year old female with a history of B-cell
lymphoma (Marginal zone, SH-02-22222, 6/22/01). Flow cytome-
try and molecular diagnostics drawn.

Figure 1. A Sample Pathology Report Section

Existing and Potential Solutions. Currently, investigators
or institutions wishing to use medical records for research
purposes have three options: obtain permission from the
patients, obtain a waiver of informed consent from their
Institutional Review Boards (IRB), or use a data set that
has had all or most of the identifiers removed. The last op-
tion can be generalized into the problem of de-identification
or anonymization where a data custodian distributes an
anonymized view of the data that does not contain indi-
vidually identifiable information to a (data recipient). It
provides a scalable way for sharing medical information
in large scale environments while preserving privacy of pa-
tients.

At the first glance, the general problem of data
anonymization has been extensively studied in recent years
in data privacy community. The seminal work by Sweeney
et al. shows that a dataset that simply has identifiers re-
moved is subject to linking attacks [27]. A few principles
including k-anonymity and later principles that remedy its
problems have been proposed that serve as criteria for judg-
ing whether a published dataset provides sufficient privacy
protection [27, 16, 30, 2, 15, 34, 18, 23]. A large body of
work contributes to transforming a dataset to meet a privacy
principle (dominantly k-anonymity) using techniques such
as generalization, suppression (removal), permutation and
swapping of certain data values [8, 32, 21,4, 1, 6, 5, 36, 12,
13, 14, 31, 9, 33, 35].



While the research on data anonymization has made
great progress, its practical utilization in medical fields lags
behind. An overarching complexity of medical data, but of-
ten overlooked in data privacy research, is data heterogene-
ity. A considerable amount of medical data resides in un-
structured text forms such as clinical notes, radiology and
pathology reports, and discharge summaries. While some
identifying attributes can be clearly defined in structured
data, an extensive set of identifying information is often
hidden or have multiple and different references in the text.
Unfortunately, the bulk of data privacy research focus ex-
clusively on structured data.

In the medical informatics community, there are some
efforts on de-identifying medical text documents [25, 26,
29, 28, 7, 24, 3]. Most of them are specialized for spe-
cific document types (e.g. pathology reports only [29, 7, 3]).
Some of them focus on a subset of HIPAA identifiers (e.g.
name only [28, 29]) while some others focus on differentiat-
ing Protected Health Information (PHI) from non-PHI [24].
Most importantly, most of these work rely on simple iden-
tifier removal or grouping techniques and do not take ad-
vantage of the recent research developments that guarantee
a more formalized notion of privacy while maximizing data
utility.

Contributions. Our work attempts to fill the above gaps
and bridge the data privacy community and medical in-
formatics community by developing a prototype system,
HIDE, for Health Information DE-identification of both
structured and unstructured data. The contributions of our
work are two fold. First, our system advances the medi-
cal informatics field by adopting information extraction and
data anonymization techniques for de-identifying heteroge-
neous health information. Second, the conceptual frame-
work of our system advances the data privacy field by inte-
grating the anonymization process for both structured and
unstructured data.

The specific components and contributions of our sys-
tem are as follows: 1) Data Linking. In order to preserve
privacy for individuals and apply advanced anonymization
techniques in the heterogeneous data space, we propose
a structured person-centric identifier view with identify-
ing attributes linked to each individual, 2) Identifying and
Sensitive Information Extraction. We leverage the latest
Named Entity Extraction techniques [17, 22], in particu-
lar, conditional random fields based techniques to effec-
tively extract identifying and sensitive information from un-
structured data, and 3) Anonymization. We perform data
suppression and generalization on the identifier view to
anonymize the data with different options including full
de-identification, partial de-identification, and statistical
anonymization based on k-anonymization. Finally, we eval-
uate our prototype system through a set of real-world data
and show the effectiveness of our approach.

2 De-Identification System

We first present the privacy and de-identification models
used in our system, then present the conceptual framework
behind our system, followed by a discussion on each com-
ponent with its research challenges and proposed solutions.

2.1 Privacy Model

Protected Health Information (PHI) is defined by HIPAA
as individually identifiable health information. Identifiable
information refers to data explicitly linked to a particular
individual as well as data that could enable individual iden-
tification. Personal identifiers include direct ones such as
name and Social Security number as well as indirect ones
such as age, gender, address information, etc. We adopt the
following privacy models or de-identification options in our
framework.

Full De-identification. Information is considered fully de-
identified by HIPAA if all of the identifiers (direct and in-
direct) have been removed and there is no reasonable ba-
sis to believe that the remaining information could be used
to identify a person. While the explicitly stated identifiers
can be removed, the final category of HIPAA identifiers in-
cludes “any other unique identifying number, characteristic,
or code” and makes it nearly impossible to guarantee with
absolute certainty that data is fully de-identified. In addi-
tion, a full de-identification would render the data not very
useful for many data analysis purposes.

Partial De-identification. As an alternative to full de-
identification, HIPAA makes provisions for a limited data
set’ from which direct identifiers (such as name and ad-
dress) are removed, but not indirect ones (such as age). This
approach provides better data utility.

Statistical De-identification. Statistical de-identification at-
tempts to maintain as much “useful” data as possible while
guaranteeing statistically acceptable data privacy. Many
such statistical criteria and de-identification techniques are
proposed for structured data as we have discussed earlier.
Our approach generalizes these notions to heterogeneous
data and we will discuss them in detail as we discuss the
de-identification techniques in a later subsection.

2.2 Conceptual Framework

The general conceptual framework of our system con-
sists of a number of key components that integrate de-
identification for a heterogeneous data space utilizing ad-
vanced anonymization schemes. Figure 2 presents an illus-
tration of the framework. We present an overview below

3limited data sets require data use agreements between the parties from
which and to which information is provided.



and give more details on the important components in sub-
sequent subsections.
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Figure 2. Conceptual Framework

In relational data, we assume each tuple corresponds to
an individual entity. This mapping is not present in hetero-
geneous medical data repository. For example, one patient
may have multiple pathology and lab reports prepared at
different times. In order to preserve privacy for individu-
als and apply statical de-identification in this complex data
space, the data linking component links relevant attributes
(structured or extracted) to each individual entity and pro-
duces a person-centric representation of the data.

While some identifying attributes can be clearly defined
in structured data, an extensive set of identifying informa-
tion is often hidden or have multiple and different references
in the text. The identifying and sensitive information extrac-
tion component extracts the identifying information includ-
ing HIPAA identifiers as well as sensitive attributes from
unstructured data. Note that in order to apply advanced data
anonymization techniques, this will be a much broader set
of information to be extracted than existing de-identification
systems that typically focus on the set or a subset of HIPAA
identifiers.

Once the identifying attributes are extracted and linked
to individuals, they form a structured identifier view. This
notion of identifier view will allow application of advanced
anonymization algorithms that are otherwise not applica-
ble to unstructured data. Given an identifier view, the
anonymization component anonymizes the data using gen-
eralization and suppression (removal) techniques with dif-
ferent privacy models. Finally, using the generalized values
in the anonymized identifier view, we can remove or replace
the identifiers in the original data.

2.3 Attribute Extraction

Extracting atomic identifying and sensitive attributes
(such as name, address, and disease name) from unstruc-
tured text such as pathology reports can be seen as an appli-
cation of named entity recognition (NER) problem [17, 22].
NER systems can be roughly classified into two cate-
gories and both are applied in medical domains for de-

identification. The first uses grammar-based or rule-based
techniques [3]. Unfortunately such hand-crafted systems
may take the cost of months of work by experienced domain
experts and the rules will likely need to change for differ-
ent data repositories. The second uses statistical learning
approaches such as support vector machine (SVM)-based
classification methods. However, an SVM based method
such as [24] only performs binary classification of the
terms into PHI or non-PHI and does not allow statistical de-
identification that requires the knowledge of different types
of identifying attributes.

In our system, we use the statistical learning approach, in
particular, a Conditional Random Fields-based named en-
tity recognizer (NER), for extracting identifying and sensi-
tive attributes. A conditional random field (CRF) [10] is an
advanced discriminative probabilistic model that is shown
to be effective in labeling natural language text. A CRF
takes as input a sequence of tokens from the text where each
token has a feature set based on the sequence. Given a to-
ken from the sequence it calculates the probabilities of the
various possible labeling (whether it is a particular type of
identifying or sensitive attribute) and chooses the one with
maximum probability. The probability of each label is a
function of the feature set associated with that token. More
specifically, a CRF is an undirected graphical model that de-
fines a single log-linear distribution function over label se-
quences given the observation sequence. The CRF is trained
by maximizing the log-likelihood of the training data.

A key to the CREF classifier is the selection of the feature
set. In our system, the features of a token contains previous
word, next word, and things such as capitalization, whether
special characters exists, or if the token is a number, etc.
The features we selected were largely influenced by sug-
gestions in the recent executable survey of biomedical NER
systems [11].

To facilitate the overall attribute extraction process, our
approach consists of: 1) a tagging software which can be
used to tag data with identifying and sensitive attributes to
build the training dataset, 2) a CRF-based classifier to clas-
sify terms from the text into multiple classes (different types
of identifiers and sensitive attributes), and 3) a set of data
preprocessing and postprocessing strategies for extracting
the features from text data for the classifier and feeding the
classified data back to the tagging software for retagging
and corrections. A unique feature of our approach is its it-
erative process for classifying and retagging which allows
the construction of a large training dataset without intensive
human efforts in labeling the data from scratch. The Cal-
listo annotation tool* is used for the tagging and annotation
implementation. The Mallet toolkit [20] is used for the CRF
implementation.

4Callisto annotation tool. http://callisto.mitre.org/



2.4 Anonymization

Once the person-centric identifier view is generated after
attribute extraction and linking, we can perform attribute
removal (suppression) to allow full de-identification (as
possible) and partial de-identification. We also allow sta-
tistical de-identification through anonymization techniques
through attribute generalization that guarantees privacy
based on a privacy principle while maintaining maximum
data utility. Among the many privacy principles or criteria,
k-anonymity [27] and its extension [-diversity [16] are the
two most widely accepted and serve as the basis for many
others, and hence, are used in our initial work. Below we
illustrate the basic ideas behind these principles and present
the anonymization approach we used.

Table 1. lllustration of Anonymization

Name | Age | Gender | Zipcode | Diagnosis

Henry | 25 Male 53710 Influenza

Irene 28 Female | 53712 Lymphoma

Dan 28 Male 53711 Bronchitis

Erica 26 Female | 53712 Influenza

Original Data

Name | Age Gender | Zipcode Disease
* [25 — 28] Male [53710-53711] Influenza
* [25 — 28] | Female | 53712 Lymphoma
* [25 — 28] | Male [53710-53711] | Bronchitis
* [25 — 28] | Female | 53712 Influenza

Anonymized Data

In defining anonymization given a relational table 7', the
attributes are characterized into three types. Unique identi-
fiers are attributes that identify individuals. Quasi-identifier
set is a minimal set of attributes that can be joined with ex-
ternal information to re-identify individual records. We as-
sume that a quasi-identifier is recognized based on the do-
main knowledge. Sensitive attributes are those attributes
that an adversary should not be permitted to uniquely asso-
ciate their values with a unique identifier. Table 1 illus-
trates an original relational table of personal information
where Name is considered as an identifier, (Age, Gender,
Zipcode) a quasi-identifer set, and Diagnosis a sensitive
attribute.

The k-anonymity model provides an intuitive require-
ment for privacy in that no individual record should be
uniquely identifiable from a group of k£ with respect to the
quasi-identifier set. The set of all tuples in 7" containing
identical values for the quasi-identifier set is referred to as
equivalence class. T is k-anonymous if every tuple is in an
equivalence class of size at least k. A k-anonymization of T
is a transformation or generalization of the data 7" such that
the transformed dataset is k-anonymous. The [-diversity
model provides an extension to k-anonymity and requires
that each equivalence class also contains at least [ well-
represented distinct values for a sensitive attribute to avoid
the homogeneous sensitive information revealed for the
group. Table 1 illustrates one possible anonymization with

respect to the quasi-identifier set (Age, Gender, Zipcode)
that satisfies 2-anonymity and 2-diversity.

A large number of algorithms have been developed for
structured data anonymization based on a certain privacy
principle (dominantly k-anonymity). In this study, we adopt
the Mondrian multidimensional approach [13] which is a k-
anonymization algorithm that has been shown to have ad-
vantages compared to others. It is on our future research
agenda to build in various anonymization approaches. The
Mondrian algorithm uses greedy recursive top-down par-
titioning of the (multidimensional) quasi-identifer domain
space. In order to obtain approximately uniform partition
occupancy, it recursively chooses the split attribute with the
largest normalized range of values, referred to as spread,
and (for continuous or ordinal attributes) partitions the data
around the median value of the split attribute. This process
is repeated until no allowable split remains, meaning that
a particular region cannot be further divided without vio-
lating the anonymity constraint, or constraints imposed by
value generalization hierarchies.

3 Experiments

We conducted a set of preliminary experiments on a real-
world dataset. In this section, we first describe our dataset
and experiment setup and then present the preliminary re-
sults demonstrating the effectiveness of our approach.

Experiment Setup. Our dataset contains 100 textual
pathology reports we collected in collaboration with Win-
ship Cancer Institute at Emory. In consultation with HIPAA
compliance office at Emory, the reports were tagged manu-
ally with identifiers including name, date of birth, age, med-
ical record numbers, and account numbers or other if the
token was not one of the identifying attributes. The tagging
process involved initial tagging of a small set of reports, au-
tomatic tagging for the rest of the reports with our attribute
extraction component using the small training set, and man-
ual retagging or correction for all the reports. We then used
the dataset for evaluating the accuracy of our attribute ex-
traction component (discussed in Section 2.3).

Once the identifying attributes are extracted and the re-
ports are linked to each individual, we applied different de-
identification options on the original dataset. For full de-
identification, we removed all the identifying attributes. For
partial de-identification, we only removed the direct identi-
fiers including name and record numbers but did not remove
indirect ones such as age. For statistical de-identification,
we removed the direct identifiers and generalized age at-
tribute using the k-anonymization algorithm built in our
anonymization component (discussed in Section 2.4). We
then evaluate the utility of the anonymized data through a
set of queries.



Effectiveness of Attribute Extraction. To evaluate the ef-
fectiveness of our attribute extraction component, we con-
ducted a set of experiments using 10-fold cross-validation in
which the dataset was divided into 10 subsets and 9 subsets
were used for training and the other 1 was used for testing
and it was repeated 10 times (once for each subset).

We report precision, recall as well as the F'1 metric for
our experiments. Precision (P) or the positive predictive
value is defined as the number of correctly labeled identi-
fying attributes over the total number of labeled identify-
ing attributes. Recall (R) is defined as the number of cor-
rectly labeled identifying attributes over the total number
of identifying attributes in the text, and F'l1 is defined as
F1=2(P-R)/(P + R). It is worth noting that sensitivity
is defined the same as recall and specificity is defined as the
number of correctly labeled non-identifying attributes over
the total number of non-identifying attributes in the text.
We are not reporting specificity because the non-identifying
attributes are dominating compared to the identifying at-
tributes so specificity will be always close to 100% which
will not be very informative.

Table 2. Effectiveness of Attribute Extraction

Overall Accuracy: 0.982 (2675 /2725)

Label Prec | Recall F1

Medical Record Number | 1.000 | 0.988 | 0.994
Account Number 0.990 | 1.000 | 0.995
Age 1.000 | 0.963 | 0.981
Date 1.000 | 1.000 | 1.000
Name (Begin) 0.970 | 0.970 | 0.970
Name (Intermediate) 1.000 | 0.980 | 0.990

Table 2 presents the extraction results in precision, recall
and F'1 metric for each identifying attribute (class) as well
as the overall accuracy. Most attributes achieve nearly per-
fect performance, but finding proper names (and how long
those names extend) can be still further improved. The ef-
fectiveness is largely contributed to the well developed CRF
method and the relevant features shown useful for Personal
Health Information (PHI) extraction as well as the relatively
homogeneous data format in our dataset. We plan to add
new features, feature induction [19], part of speech tagging
to further improve the performance for various datasets.

Effectiveness of De-Identification. In many public health
and outcome research studies, a key step involves sub-
population identification where researchers may wish to
study a certain demographic population, such as males over
50, and learn classification models based on demographic
information and clinical symptoms to predict diagnosis. To
evaluate the effectiveness of different de-identification op-
tions, we ran a set of queries for a sub-population selection
on the de-identified dataset and measured the query preci-
sion defined as % of correct reports being returned. Con-
cretely, we randomly generated 10000 queries with a selec-

tion predicate of the form age > n and age < n to select
the corresponding reports (patients). Given a selection pred-
icate age > 45, a report with age attribute anonymized to
the range [40-50] would also be returned. Thus the query
result gives perfect recall but varying precision and we re-
port the query precision below.
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Figure 3. Effectiveness of De-ldentification

Figure 3 presents the query precision on the de-identified
dataset using different de-identification options with vary-
ing k in k-anonymization based statistical de-identification.
It can be observed that partial de-identification offers 100%
precision as it did not de-identify age attribute. However,
such de-identification provides limited data protection. On
the other hand, full de-identification provides the maximum
privacy protection, but suffers a low query precision. Statis-
tical de-identification offers a tradeoff that provides a guar-
anteed privacy level while maximizing the data utility. As
expected, the larger the &, the better the privacy level and
the lower the query precision as the original data are gener-
alized to a larger extent.

4 Conclusion and Future Works

We presented a conceptual framework as well as a pro-
totype system for anonymizing health information includ-
ing both structured and unstructured data. Our initial ex-
perimental results show that our system effectively detects
a variety of identifying attributes with high precision, and
provides flexible de-identification options that anonymizes
the data with a given privacy guarantee while maximizing
data utility to the researchers. While our work is a convinc-
ing proof-of-concept, there are several aspects that will be
further explored.

First, we are exploring innovative anonymization ap-
proaches that prioritize the attributes based on how impor-
tant and critical they are to the privacy preserving require-
ments as well as the application needs. Second, in addi-
tion to enhance the (atomic) attribute extraction accuracy,
a more in-depth and challenging problem that we will in-
vestigate is to extract indirect identifying information. For



example, progeria is a very rare condition associated with
unnaturally fast aging and simply knowing that a report con-
cerns a patient with this condition makes an identification
likely even if other identifiers are removed. Finally, in col-
laboration with the Ontology Informatics group at the Win-
ship Cancer Institute at Emory, we are planning to deploy
the developed framework in the cancer patient data ware-
house. Integration of the developed techniques into the Can-
cer Biomedical Informatics Grid (caBIG)> will also be car-
ried out.
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